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1.

Executive Summary

The Final PRACTICE Conference took place on September 23rd, 2014 in Brussels.
Dedicated to the representatives of various CBRN groups (First Responders, crisis management
planners, policy makers, technology suppliers, etc), the PRACTICE Final Conference presented the
PRACTICE project, an integrative stakeholder-driven research on CBRN Toolbox development. The
main outcome of this project, the PRACTICE Toolbox prototype was demonstrated along with many
of its integrated and validated CBRN crisis management tools. In addition, the results of the three
live validation exercises were reported. Several presentations and a panel discussion with CBRN
experts placed the project and its results in the current situation in the CBRN field.
Key stakeholders from relevant areas actively participated in the discussions and by testing the
various tools that were exhibited in the lobby of the conference venue. The PRACTICE final
conference was also a chance to meet European experts from relevant fields.
This report documents the details of the conference; it is identical to deliverable D1.5 with the same
title.

2.

Introduction & Objectives

The PRACTICE Final Conference was intended to present project results and the PRACTICE
Toolbox prototype to the wider CBRN community.
The objectives for the Final Conference were to address the following topics:
-

to present the project as an example of a successful EU-wide cooperation between
industry, researchers and end-users;

-

to demonstrate the innovative PRACTICE Toolbox prototype and its components for
CBRN crisis management that were developed during the project;

-

to inform about research results on the impact of human and societal factors on handling
CBRN events;

-

to promote the use of the PRACTICE Toolbox as an integrated and adaptable system
for improved preparedness and response to CBRN events in Europe; and

-

to place PRACTICE in the general context of CBRN and crisis management and show
end-users the road ahead.

The conference was announced on the project website. Stakeholders from the project stakeholder
platform and/or partners’ business networks were also personally invited to attend. The PRACTICE
validation exercises in March, April and May 2014 presented valuable opportunities to advertise the
event, and some 520 invitations were sent out in August and September 2014 (see flyer below).
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The conference was organized on Tuesday, 23 September 2014 on the premises of The
International Auditorium conference centre, located in the heart of Brussels; attendance was free of
charge. The plans for the Final Conference were aligned with three other project events, the
Standardisation workshop (documented in deliverable D9.9), an extracurricular PRACTICE-funded
policy workshop of the European Security Round Table on 24 Sep with the title “Improving EU
Response
Capabilities
and
Societal
Resilience
(http://www.practice-fp7security.eu/cms,article,86,resilience-against-cbrn-threats-%7c-24-september-2014-%7cbrusse....html), and a demonstration of the PRACTICE Toolbox prototype for selected
representatives of the EC services at DG ENTR.

3.

The unfolding of the day’s event

3.1

Agenda

The PRACTICE Final Conference took place in the International Auditorium, Boulevard du Roi Albert
II in Brussels, between 8:45am and 17:30pm on 23 Sep 2014. The WP9 team had recruited Dan
Kazeta as moderator of the conference program and John Jones, from CBRNExcellence Ltd and a
specialist in CBRN counterterrorism, as keynote speaker. Dzenan Sahovic, director of the European
CBRNE Centre and project coordinator of PRACTICE introduced the project and gave an overview
of the main results.
PRACTICE keys topics were then addressed during the day:
-

Presentation of the PRACTICE Toolbox as a decision support tool with a flexible and
integrated system for improved CBRN crisis management and easily adaptable to
various national organisations and regulations. During one hour, tools providers
presented new integrated and validated PRACTICE tools.

-

Presentation of the results of the PRACTICE exercises during which toolbox-integrated
tools had been validated in real crisis management environments.

-

Debates on recommendations for improving the operational functions for the handling
of large-scale disruptive events, difference between countries and procedures,
cooperation between projects etc.

The complete program with all speakers and time slots is shown on the next page.
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3.2

Overview of speakers and presentations
Dan Kazeta was the moderator of the PRACTICE Final Conference. He played
a central role in its development and its successful implementation. He set the
context, lead the discussions and engaged panelists and audience in an
interactive dialogue.

Dan Kaszetha
- Managing director of Strongpoint Security Limited, a consultancy focused on physical security, risk management and
chemical biological, radiological and nuclear (CBRN) defense and security issues.
-6 years of experience as senior physical security specialist for the United States Secret Services
-6 years of experience as disaster preparedness program manager for the US Department of Defense, House Military
Office
-Significant publications and conference paper.

John Jones started the Final Conference by introducing the research
challenges in countering the use of CBRN and the research priorities. He
underlined the necessity to improve decision-making in the following areas:
detection, protection, decontamination, investigation, communication,
substitution. He emphasized some issues such as: the lack of coordination
- leading to duplication and wasted effort, the lack of pull through - research
as an end in itself and the absence of standards - detection, protection and
decontamination.
John Jones
- 35 years in security and counter-terrorism (strategic and operational) domains
- Over 10 years specializing in CBRNE as Deputy Head of the CBRNE Unit within the UK Office for Security and CounterTerrorism (OSCT)
- Recognized as the reference point for UK policy developments in CBRNE counter-terrorism and crisis management,
Established CBRNExcellence Ltd, providing high-quality consultancy and independent assurance on all aspects of
CBRNE,- Awarded OBE in the Queen’s Birthday Honours List, June 2014 for services to CBRNE Counter-Terrorism
- Regularly called upon to quality assure and give impartial and authoritative advice on projects in Europe and beyond.

Dzenan Sahovic then gave an overview of the PRACTICE Project by
presenting the context, the objectives of the project, the consortium, the aim
of the PRACTICE Toolbox and the methodology.
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Frederic Perlant, from Astrium presented the Toolbox concept and
structure, the use of the Toolbox and its integrated tools during the various
phases of the security cycle; in particular during the preparedness phase
and for training purposes as well as during the response phase.
Some integrated tools in the toolbox were then presented by tool suppliers
in the PRACTICE consortium: The CBRN Sensor Node Tool and the CBRN
SMT from Airbus Defense and Space, the TNO Estimator from TNO, the
Tag & Trace tool from Promotech, the UAV-based cartography and live monitoring and the GSM
BUBBLE from Astrium and the CBRN training material developed by UMU and FOI. During the
extended lunch break delegates had the opportunity to discuss with tool suppliers and to have a
closer look at these and many other tools at the mini exhibition that was arranged in front of the
conference hall (see section 3.3).
After lunch, a video produced by HCFDC Services gave an
impression of the three PRACTICE validation exercises.

Per Wikberg, who had been leading the evaluation work on behalf of
partners FOI and UMU, presented the results of the exercises and
underlined the challenges for the evaluation of tools and toolbox.

The three validation exercises had different focus and scope:
i)
ii)
iii)

Indoor facility validation in Birmingham (August 2013), which focused on human and
societal factors during CBRN crisis management;
Training kit validation in Umeå/Sandö, Sweden (March/May 2014), which evaluated
the use of Toolbox components for training purposes;
Full scale field validation in Pionki, Poland (April 2014), which was the first real test
for the Toolbox prototype with integrated tools.
Catherine Bertrand, chair of the PRACTICE Advisory Board, presented
the board’s assessment of the toolbox. She introduced her presentation
by presenting the AB members and their contributions to the project. She
highlighted the observation and assessment of the field exercises.
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3.3

Mini exhibition

During the day, a mini exhibition in the lobby gave PRACTICE tool providers the possibility to present
their tools to conference delegates. The following PRACTICE Partners presented their tools; more
information about the tools can be found in various WP5 deliverables:
3.3.1 EADS (Airbus Defense & Space)
Tool name: CBRN -SNT - CBRN SMT
The role of the CBRN Sensor Node tool is to protect and survey geographical areas for potential
chemical, nuclear or biological attacks. The tool is based on the simulation part of the French
program Detect Bio.
CBRN SMT is a decision making tool for benchmarking chemical and biological defense
architectures. It can be used for:
- Preparation of scenarios (sensors, protection and decontamination database, CBattacks/incidents configuration, scenario making with first responders behavior models);
- Control (biological and chemical dispersion modeling, epidemiological and health model,
execution of events);
- After Action Analysis (number of casualties ad fatalities, number of contagious people, mission
success).
The CBRN SMT is useful for decisions makers, to have perfect vision of the impact of an incident in
real time or in the future and for crisis management training centers, to elaborate, validate and
simulate every type of realistic CBRN crisis scenario.
3.3.2 CBRNE Limited
Tools:
-

UNCLASS

Generic design of a safe room
Protocol for the justification of risk from residual contamination
Guidance document to identify criteria for the suitable temporary waste storage facilities
Template and guidance notes for commercial sites to stakeholders with the production
of targeted remediation action plans
Procurement protocol for acquiring the necessary equipment and training for preparing
for a CB incident.
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3.3.3 Selex ES SPA
Tool name: PRACTICE Health Service Simulator
3.3.4 King’s College London & Mid Sweden University
Tool name:
-

Public-facing CBRN crisis communication manual
Communication manual on public behaviour and perception of CBRN incidents, for First
Responders
User manual for effective CBRN crisis communication

Three communication manuals were developed based on previous scientific research and the
evidence collected during PRACTICE exercises. These manuals are addressed to EU citizens,
operational emergency response services and to the strategic leadership of CBRN civil protection
with the aim to inform, educate and prepare.
3.3.5 Université Catholique de Louvain
Tool name: Light Fieldable Laboratory
3.3.6 TNO
Tool name: TNO Estimator
The TNO Estimator is a chain of simulation models that produces forecast information for a large
number of scenarios such as the dispersion of chemical warfare agents and toxic industrial
chemicals.
3.3.7 SELEX
Tool name: Nexsense
3.3.8 Prometech B.V.
Tool name: Tag & Trace
This tool provides strategic information to incident commanders and helps to improve situational
awareness. The Tag & Trace system optimizes the decontamination and triage process by
supporting a streamlined IT workflow for handling victims and items during incidents.
3.3.9 Astrium SAS
Tool name:
-

UAV based cartography and live monitoring
GSM BUBBLE

The Easy Obs produces rapidly 3D models of the area by flying small UAVs generating detailed and
textured 3D models of the area to be used for situational awareness and damage assessment; 3D
models covering small areas to complement satellite larger, less accurate 3D models, 3D modeling
for better site analysis to be deployed on the field. It is 'connectable' with the communication bubble
to produce a model of the site to be used by the situational awareness tool in the headquarter for
better understanding of the situation.
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The secured mobile communication bubble provides a key communication deployable capability,
secured, robust and reliable. At least 15 people can communicate at the same time from 200 meters
and up to 2km radius.
3.3.10 UMU & FOI
Tool name: Basic CBRN Training Course
This e-learning course provides the basic knowledge about CBRN agents, their history and impact
as well as information about mitigation and management strategies and procedures.

3.4

Summary of the panel discussion

The last session of the conference was a panel discussion with the panelists Alexander Grabowski
and Chris Abbott from the PRACTICE Advisory Board, Clive Goodchild, coordinator of project
EDEN, Hans Christian Gran, Scientific Lead of project PRACTICE, Dzenan Sahovic and John
Jones. The panel discussion addressed the following issues:
- Part of the goal for PRACTICE was to address the problem of different crisis management
procedures between EU Member States. How big is this problem?
It can be seen as a matter of democracy in the EU to reduce such differences; A and B teams
depending on MS’ financial possibilities should be avoided. Yet, on the operational level MS
and their crisis management organisations rule over their resources and procedures; it might
not be easy to convince them of change.
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- How do PRACTICE results help to reduce these differences?
The Toolbox concept with the application of universal operational functions and the
implementation of the Toolbox on all organizational levels can aid the harmonization of
procedures across borders. The Toolbox can pick up and disseminate good practices; it
accepts the differences between countries and works with a variety of users independent of
organization.
The PRACTICE research results on the impact of human and societal factors on CBRN crisis
management are a good example of project outcomes that can easily be applied in all
countries. These results have been translated into freely available guidelines for CBRN crisis
information from the First Responders and political leadership to the public concerned.
Furthermore, through project PRACTICE and its various dissemination activities countries
have started to become aware of each other’s crisis management procedures. By using the
Toolbox for training and preparedness purposes, countries will also come closer to a common
understanding of crisis management procedures.
The Toolbox is an innovative technological solution that is given at the hand of policy makers.
The European Union as a whole is dynamic and able to think in innovative terms.
- CBRN threats can affect large areas and do not respect national boundaries. How can the
Toolbox help during incidents that involve two or more EU Member States?
This will depend on the implementation of the Toolbox: Countries that have the Toolbox
implemented will profit in terms of easier communication, resource sharing and resource
allocation as well as training. During an incident it might even be possible to share more
information. But, it may also need the coordinating hand of the European Commission to
promote and support implementation of the Toolbox in the Member States.
- The Toolbox can record how it is used and which decisions were made during a crisis. Can
these records be used to analyse and scrutinize the decisions afterwards? How secure are
the data?
The recorded documentation can indeed help to explain the decision tree built during a crisis,
but the recorded data is not suitable for court. At present the Toolbox does not yet have this
level of data security, and this was not the aim either, but the technology is ready.
- There are numerous projects in this particular area. Can you comment on the cooperation or
conflict between similar projects?
A certain level of duplication of projects cannot be denied, but this might not be all bad as
there can be several solutions to one problem. Furthermore, projects are often building on one
another even if this might be a slow process, i.e. capability, integrated and demonstration
projects.
Development programs of the European Defense Agency and the European Commission are
often running in parallel to each other, but have a different outlook: In case of EC-funded
projects the intellectual property rights lie with the Member States and project partners, while
EDA owns the rights on their projects.
- How do confidential and non-confidential projects interact in this area?
Confidential projects pose a challenge to the internal collaboration and even more so for
cooperation with external partners. Even if individuals have security clearance, their home
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organisations might not. The exchange of project data will be complicated, slow, inefficient
and even prevented.
But, even for non-confidential projects competing interests between industry and academia
can be an obstacle for project progress and commercialization or publication of project
foreground.
- Many excellent projects seem to have done work that only lasts for the lifetime of the project.
How will PRACTICE be implemented? How do we ensure that the work on this project is still
valid and useful in 5 years’ time?
As mentioned above, it will at least in part depend on efforts on EU level.
PRACTICE has used input from several previous projects, as does project EDEN now. EDEN
builds on CBRNEmap, DECOTESSC and on the experience of partners from multiple other
projects to refine the PRACTICE Toolbox concept. Already the PRACTICE exercises have
demonstrated the possibilities to expand the Toolbox with additional project-external tools.
EDEN will follow on this track by arranging multinational exercises at which a multitude of tools
will be tested. This will provide the necessary link with tool suppliers to further develop the
Toolbox framework. The hope is that tool suppliers and end-users continue to populate the
Toolbox and that it thanks to its flexibility will live on. Nevertheless, it might need support from
the EC for example in form of procurement grants to implement the Toolbox in the Member
States that are interested.

4.

List of participants

A total of 116 CBRN experts attended the PRACTICE Final Conference despite the fact that it was
still summer holiday season in many European countries. Representatives of First Responder
organisations, crisis management planners, experts of CBRN communities, non-governmental
organisations, policy makers and technology suppliers participated. Apart from PRACTICE
consortium partners and members of the Advisory Board the following organizations attended the
final conference. A more detailed list of attendees is included in Annex 1.
-ANSM

-Corpo Nazionale dei Vigili del Fuoco

-ARTTIC

-Council of the European Union

-BAE Systems

-Defense CBRN Center

-Belgian Science Policy Office

-ENEA

-Belgian Nuclear Research Centre SCK.CEN

-EUK Consulting

-Berufsverband Feuerwehr e.V., Germany

-European Organization for Security

-Business Editing

-European Commission

-Centre National Civil et Militaire de Formation
et d'Entrainement NRBCE

-European Union of Firefighters

-CBRN Adviesbureau Bourgondien
-CBRNExcellence Ltd
UNCLASS
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-Fraunhofer ICT

-Polit Bureau International

-Fraunhofer Ernst-Mach-Institute

-RATP

-IRSN

-Research Executive Agency

-Istituto Affari Internazionali IAI

-RIVM

-Joint CBRN Defense Centre of Excellence

-Robert Kock-Institut

-LINQ

-Royal Military Academy of Belgium

-Ministère de l'Ecologie, du Dévelopement
durable et de L'Energie, France

-Space Research Centre PAS

-Norwegian Directorate for Civil Protections
-ONERA
-PDC-ARGOS

5.

-Seyntex
-TCCA
-Universidata Cattolica del Sacro Cuore
-Université Saint Louis

Conclusions

This document details the proceedings of the Final PRACTICE Conference. It was a day of
interesting and fruitful exchanges that not only gathered the PRACTICE consortium for the last time,
but presented the project outcome, the PRACTICE Toolbox prototype, to a broad audience from the
CBRN community. Renowned speakers, tool demonstrations and lively discussions contributed to
the success of the day, showed once again the necessity for improvement of preparedness and
resilience against CBRN incidents as well as the interest of the European CBRN community in
supporting this process. The PRACTICE Toolbox certainly has the potential to facilitate the required
improvements.
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