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1.

Executive Summary

This report is an Addendum to the Project PRACTICE report “D8.3, D8.6 and D8.7 Resilience Matrix
– Hale N et al, 2012” which presented a design approach for a Resilience Matrix1 based method to
assess the vulnerability of members of the public to CBRN incidents. This deliverable presents the
development of the model (the Model) since the earlier report, to account for lessons learned in the
project – through exercises – and through further research into existing best practice.
This
document is accompanied by a separate User Manual (see Annex 1) for the Resilience Matrix and
an associated Microsoft Excel spreadsheet which encapsulates the Model (Printouts of the sheets
from the spreadsheet are included at Annex 2) – see Figure 1.
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presented in D8.3,
8.6 and 8.7 as
updated by D8.16)

RM User Manual
(for the RMA
Spreadsheet)

Figure 1: Position of this document

This deliverable therefore presents the Resilience Matrix Model at the end of Project PRACTICE
having taken account of experience gained from the PRACTICE validation exercises, in particular
Exercise ARDEN as reported in Deliverable D6.6 (Wikberg.et al 2014).

1

The term Resilience MatrixTM is a trademark of CBRNE Ltd.
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The Model uses the summary figure developed in Figure 10 of D8.8 (Krieger et al 2012) and in
particular the four factors of “Perception of Threat” (POT), “Trust in Responders” (TiR), “Perception
of Efficacy” (POE) and “Effectiveness of Communications” (EOC). These are referred to as the
“Four Factors”.
It is intended that the RM will be used as a heuristic, semi-quantitative learning aid by first
responders and others involved in incident response, to help them to improve awareness of areas
where the public may be vulnerable to the effects of a CBRN attack or incident.

2.

Further Development of the Model

The Model proposed in the main report enables the evaluation of a parameter which is referred to
as the Behaviour Index (BI) where
BI=f(PoT’, TE’) and
PoT’=g(PoT, EoC), TE’=f(TiR’, PoE’), PoE’=g(PoE, EoC) and TiR’=g(TiR, EoC)
Where g was referred to as the dependency function (see Section 2.2.6 and Annex 1 to the main
report), f is a weighted average (see 2.2.1 and Annex AIII.2.1 of the main report) and TE is referred
to as Total Efficacy.
The value of the BI is used to indicate the types of public behaviour that could occur as a result of
an incident or a raised threat level, for example. The types of behaviour that could result are
postulated as Adaptive, Maladaptive, Uncertain or Unresponsive, where Adaptive indicates that the
advice and guidance of the responsible authorities is likely to be followed and will reduce
vulnerability, while Maladaptive indicates that the advice and guidance is unlikely to be effective and
that the public will adopt responses other than those advised. Moreover, if Maladaptive behaviour
is indicated this is because of a perceived imbalance between the public’s perception of threat and
their perception of how well they and those responsible for their welfare will be able to deal with
them. This, in turn, leads to broader negative psychosocial issues and vulnerability. The Uncertain
region refers to the transitional areas between Adaptive and Maladaptive behaviour and the
Unresponsive region is where there is insufficient motivation for the Public to adopt any particular
response at all.
Section 7.1 of the main report showed how the model included default forms for some functions
(such as f and g) and parameters, which it was hoped could be refined by further research and
consultation. Analysis of data from the project exercises however (see Krieger at al 2014), although
confirming the Model in general, also highlighted the complex interactions between the Four Factors
and the greater social context in which they are experienced by the public. It was also shown by
Krieger (Krieger et al 2014a) that whilst an understanding of the Four Factors is necessary to make
predictions about the public response to incidents involving a CBRN release, it is not sufficient; the
modelling also needs to consider the politico-institutional, socio-cultural and socio-economic
context but these are exogenous to the Model. All of these findings together suggested a more
qualitative and educational role for the RM which can provide indicative results for further discussion
and consideration by the users. In particular it can provide a basis for consideration of the
exogenous variables.
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Thus, the approach taken for the final version of the RM (for Project PRACTICE2) has been largely
to adopt the default parameter settings and to provide a graphical summary of the results gained by
the use of the RM which can then be used to estimate and illustrate the effects of these exogenous
variables. The adopted values of the parameters that were identified in the main report are
discussed in Section 2.2 below, for completeness. The new summary graphic referred to above is
presented in Section 2.1.

2.1

The Graphic

Consideration of the Model in the main report shows that if the calculated value of BI is plotted as a
function of PoT’ and TE’ then the resulting graph will generally look like that shown in Figure 2 where
there are bands of different types of predicted behaviour.
Behaviour Prediction Summary
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Figure 2: Behaviour Index Summary (Illustrative)

Notes to Figure 2:
i)
ii)

2

The Graphic shows results for the three modelled phases of an incident i.e. before, during
and after (referred to as Pd, Ps and Pt in the main document).
The effects of some of the postulated exogenous variables can be seen by noting that
the types of behaviour that the public may be expected to show, at various phases, can
be estimated by considering external variables such as recent history of adverse/positive
incidents and background threat levels by noting the way in which these will modify the
positions of the markers;

The authors wish to pursue further development of the model outside of the Project.
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a. adverse (recent) experience will generally increase the public's Perception Threat
and push the markers upwards and perhaps to the left (decreasing PoE);
b. recent positive experiences will push the markers downwards and perhaps to the
right (increasing PoE);
c. a lack of any recent experience (of any sort) and a low threat level will push the
markers downwards.

2.2

The Outstanding Parameters

2.2.1

Weighting Factors for Total Efficacy

Exercise ARDEN demonstrated that overall perception of efficacy – termed Total Efficacy (TE) in
the Model - was indeed related to both Trust in Responders (TiR) and Perception of (Self) Efficacy
(PoE) but that the ratio also depended strongly upon the individual and also upon the phase of the
exercise (see Wikberg et al). Total Efficacy is calculated in the model as the simple average of PoE
and TiR, i.e. the parameters a and b are set to 1. This retains the Model’s sensitivity to both of these
Factors without giving either undue weight.
2.2.2

Calculation of Fear

Within the Model, fear, which is modelled as c.PoT/PoE, is compared with a threshold value TV to
establish the type of behaviour that is predicted by the remaining factors. In particular this measure
of fear was used to indicate if the public would be sufficiently motivated to respond to directions and
guidance or to display what might be called apathy or ambivalence towards responders (Krieger at
al 2014).
For the reasons of complex interplay among the Factors, discussed above, and the socio-cultural
type issues also raised above, the value of TV is also likely to depend strongly on exogenous
variables and as such a generic value will be somewhat arbitrary. Thus the calculation of Fear has
not been used directly in the Summary Graphic but the different bands of behaviour types are shown
with fuzzy edges.
2.2.3

Upper and Lower Bounds

The orange section of the summary graphic illustrates the uncertain region.
2.2.4

Timescale Parameters (timescale weighting factors)

The spreadsheet model retains separate results for each of the three model phases of before, during
and after an incident so that it is not now necessary to assign timescale weighting factors. Note that
this is equivalent to assigning equal weight to each parameter in each phase.
2.2.5

KAE Weights

The model that was presented in the earlier reports included separate consideration of the
contributions to behaviour from Knowledge (K), Action (A) and Effectiveness (E) – see Hale N et al
2012. Relative weights for K, A and E have been assigned based upon a simple pairwise analysis
(see Canter LW) of their relative importance as shown below. Pairwise Scores have been assigned
based upon the observations that i) Knowledge of the importance of factors can lead to constructive
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behaviour even if formalised processes and procedures have not been formulated and that ii)
Knowledge is of limited value until it and its implementation has been shown to be effective.
Table 1: K, A and E Weighting Factors
Factor

K
A
E
Dummy

2.2.6

Relative Pairwise Importance

1
0

0.5
0.5

1
0.5
0.5

1
0

0

1
0

Sum

Normalised
Weighting
Factor

2.5
1.5
2.0
0.0

0.42
0.25
0.33
N/A

6.0

1.00

Dependency Model

Due to the complex interactions noted previously, the simple dependency model shown in Annex III
of the main report has been used with a weighting factor of unity.
2.2.7

Revised Questions and Guidance

The Questions and Guidance are now presented as a set of Key Performance Indicators (KPIs) and
a set of guidance notes, supported by a set of summaries of existing best practice and background
reading material. These are presented in Sections 5 and 6 of the User Manual (see Annex 1)

3.

Conclusions

The Resilience Matrix model previously described in the main text of PRACTICE Deliverable D8.3,
8.6 and 8.7, has been updated to take account of feedback from exercise ARDEN and further
research into the supporting theories. The underlying model has been shown to be indicative of,
but not entirely sufficient, to explain potential public behaviour following a CBRNE incident (Krieger
K et al 2014a); there being other complex contextual and social interactions that need to be
considered.
The complexity of these interactions between the modelled Factors (PoT, PoE, TiR and EoC) and
the need to consider exogenous variables ‘in the round’ has led to a change in the way that the
results of the model are presented and has largely obviated the need to specifically define some of
the parameters and functions that were left open at the previous Deliverable; the results are now
presented as a graphical summary which allows for the user to more easily consider the overall
picture for public behaviour.
The Model has been developed to be consistent with the experience and understanding gained in
the remainder of WP8 and in follow-on publications (see Krieger et al 2014 and 2014a).
It is intended that the RM will be used as a heuristic, semi-quantitative learning aid by first
responders and others involved in incident response, to help them to improve awareness of areas
where the public may be vulnerable to the effects of a CBRN attack or incident.
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1.

Introduction

This document is the user manual for the Project PRACTICE Resilience Matrix Aid (RMA)1, the
development of which is presented in the accompanying document “Hale N and Kelly D (2014),
Updated Resilience Matrix After Exercises - D8.16” – see Figure 1.

WP8 and WP6
Development

D8.3, D8.6, D8.7
Resilience Matrix
Hale N et al 2012

D8.16 Updated
Resilience Matrix –
After Exercises
(Addendum to D8.3,
D8.6, D8.7)

Resilience Matrix Aid
(Spreadsheet model
which uses the
equations and
relationships
presented in D8.3,
8.6 and 8.7 as
updated by D8.16)

RM User Manual
(for the RMA
Spreadsheet)
THIS DOCUMENT

Figure 1: Location of this document

The RMA is intended as a semi-heuristic, semi quantitative, learning aid to accompany the research
presented in Project Deliverable D8.8 (D8.8 Systematic Review of existing projects. Public

Perceptions and Risk Communication in Times of Crisis.
Deliverable)2.

1

Project PRACTICE WP8

The term Resilience Matrix refers to the historical development of the RMA.

2 It is Semi-Heuristic because the solutions to the problems of resilience discussed here are not optimal –
although they are linked to the research in D8.8. It is semi-quantitative in so far as the results are quantified
but the key element of the approach is that it should be seen as a group learning exercise.
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The RMA is aimed at those responsible for organising responses to CBRNE attacks. It is intended
to help them to assess, as a group, how well they manage the public’s behaviour and hence their
psychosocial vulnerability3 before, during and after such an attack. Because of the breadth of issues
concerned with managing psychosocial vulnerability and the number of organisations / departments
that are likely to have a role in it, it is intended that this manual should be used in a group Workshop
involving likely stakeholders (e.g. first responders, public health agencies, government and the users
themselves).
The strength of using the approach shown in this document is that users completing the assessment
will need to question not only their own arrangements but also those of the other parties who are (or
will be) involved; for example, a shopping complex owner will certainly have prime responsibility for
the public’s vulnerability within their complex prior to an incident but not while they are going about
their every-day activities, nor once the emergency services have arrived. Similarly they will have
some responsibility after an incident (for clean-up and ongoing perception of threat issues) but
health care services and the like will also be involved. On the other hand, a particular branch of
the emergency services may not be responsible for public vulnerability before they are called to an
incident but will certainly need to be aware of what is being done by others prior to the incident.
The RMA includes guidance notes that will encourage users to enquire into these dependencies
between themselves and others and encourage discussion of issues that relate to public
vulnerability. One of the key points to note is that all parties should understand the processes and
arrangements used by the other parties, have a common understanding of public vulnerability and
a common approach to its management as far as is reasonably practicable. Where a gap in
knowledge and understanding is identified this should be seen as a learning opportunity4.
An overview of the model that underpins the RMA is presented in Section 2.
Users of the RMA are asked to self-score their arrangements for protecting the Public from
psychosocial vulnerability arising from a CBRN type incident. Guidance on how to use the RMA
itself in Section 3.
There is a Microsoft Excel spreadsheet which accompanies this user manual which performs the
indicative quantitative analysis of the users’ scores and provides the opportunity for recording notes
and observations. Guidance on how to use this spreadsheet is also presented in Section 3 and
within the spreadsheet itself. Sections 4, 5 and 6 of the document present guidance which can be
issued to proposed attendees to help them to understand what is expected from them at the
Workshop also to prepare for it.
By working through the spreadsheet, using the guidance contained in it and supplemented here,
and recording the observations and discussion points that arise it is postulated that users will gain

3 See D8.8 for a discussion of the term Psychosocial Vulnerability
4

Project PRACTICE has also produced three toolkits / manuals to help to reduce public vulnerability; D8.11
“Public Facing Toolkit”, D8.12 “Expert Facing Toolkit” and D8.13 “Communication User Toolkit”. These may
help to fulfil some of the identified gaps.
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much insight into their preparedness for a CBRN incident and hence completion of the RMA will be
an aid in itself.

2.

Overview

The RMA asks the group using it in the Workshop collectively about the arrangements that they
have in place for mitigating the public’s psychosocial vulnerability. It does this by asking the group
to score their arrangements against a set of Key Performance Indicators (KPIs).
The psychosocial model that is used in this tool is based upon the four factor model presented in
D8.8, namely that psychosocial vulnerability is influenced by
 Perception of Threat
 Trust in Responders
 Perception of Efficacy
 Efficacy of Communications
Section 3 provides a brief summary of the suggested way of using the RMA – it is aimed at those
tasked with organising a user group wishing to complete the assessment.
Section 4 provides guidance to be issued to the Workshop attendees and an overview of the
psychosocial model that underpins it. Section 5 provides a reference to further reading material and
Section 6 provides some simple summaries based upon the knowledge contained in this further
reading.

3.

How to use this Tool (guidance to organisers)

The following steps are proposed for those wishing to use RMA.
1

Identify a group of relevant stakeholders and technical representatives (it is suggested
that no more than 8 – excluding the discussion leader and secretary - should be
present).5

2

Elect a leader to control the discussions and to steer the workshop meeting to a
consensus; the leader should read the documents listed in Best Practice Source 1 in
Section 6 of this manual as they underpin the model used in the RMA and present much
useful guidance on the sorts of topics that may arise in the discussions.

5

Typical representatives could be from Police, Fire and Rescue, Ambulance, Military, Local Government, Red
Cross (or similar), disability groups and Public bodies.
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3

Elect a secretary to transcribe the findings of the Workshop (this frees up the attendees
to concentrate on the discussion). An overhead projector or screen should be used so
that the attendees can see and approve the summaries being noted down.

4

The Leader and the Secretary should make themselves familiar with the spreadsheet by
opening it and reading the HELP page6. Summary details of the proposed assessment
can be entered on the ‘Start’ sheet at this point if desired.

5

Arrange an uninterrupted venue for at least one day (one day should be sufficient under
strong leadership but users may wish to extend it to two days with a gap for reflexion and
contemplation).

6

Issue Sections 5 and 6 to the attendees at least five days prior to the meeting.

7

At the Workshop, working as a group use the Worksheets presented in the Spreadsheet
and the Best Practice Guidance contained in it, to discuss and record details of your
arrangements and how well they address psychosocial vulnerability. In particular record
any deficiencies that you have identified.

8

Assign a score against each of the KPIs, where a score of 0 indicates that the KPI has
not been addressed or only very superficially and a score of 5 indicates that it has been
fully met. Only integer values are permitted. Record the reasons for the scores that you
assign in the note areas of the spreadsheet.

9

Go back and consider the scores as a whole and if necessary rebalance them to reflect
what you have learned.

10

Use the summary graphic produced by the spreadsheet to visualize the types of
behaviour that your group might expect to see before, during and after an incident and
to discuss overall results and areas for further action. In particular discuss how other
factors like recent experiences (locally and internationally) and political issues may
change the Public’s behaviour.

3.1

6

Requirements

1

The spreadsheet needs a computer running Microsoft Excel 2013. Macros must be
enabled for the spreadsheet to run correctly.

2

A wide screen projector or monitor connected to the computer is recommended.

3

A leader and a secretary to record notes is recommended.

The spreadsheet uses extensive macros, thus the user must select “enable macros” if prompted.
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4.

The Workshop7 (guidance to attendees)

4.1

Overview

You have agreed to attend a workshop with other relevant stakeholders to consider the potential
psychosocial vulnerability of the public before, during and after a CBRNE type attack. You will be
asked to work through a model of the public’s vulnerability known as a Resilience Matrix Aid (RMA).
This is built around the model shown in Figure 2, which has been taken from PRACTICE Deliverable
D8.8 and Krieger K, Rogers MB, Amlôt R : “Understanding public responses to chemical, biological,
radiological and nuclear incidents – Driving factors, emerging themes and research gaps” in
ENVIRONMENT INTERNATIONAL.

Figure 2; The Four Factor Model

The model proposes that there are four fundamental factors that influence the public’s vulnerability
during a CBRN incident, namely;
 How they perceive the threat of a CBRNE type attack – Factor 1
 How they trust first responders and others responsible for their welfare – Factor 2
 How they perceive their own ability to carry out the actions requested of them (by first
responders, government, local organisers etc) and how they perceived the efficacy of the
recommended responses themselves – Factor 3
 How effectively they are communicated with (by the “officials”) – Factor 4

7

This section can be used to brief the attendees before the meeting.
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The model states that these factors combine to influence the behaviour of individuals during times
of raised concern about CBRNE threats and that ultimately that affects their mental and physical
health.
The factors are discussed briefly below.
4.1.1 Factor 1- Perception of Threat8 (PoT)
From the public perspective, threat and risk are essentially used as interchangeable terms. Hence
PoT could be taken to also refer to perception of risk and within this model it can be considered to
so refer.
PoT refers to the public’s perception of the threats specifically associated with CBRN terrorism and
the potential risk from or consequences that may arise from those threats. It is not their perception
of how likely such types of threat are although this will, of course, shape their perception of the
overall threat.
4.1.2 Factor 2 – Trust in Responders (TiR)
Trust in Responders (TiR) refers to the relationships between the public and the authorities that
manage and respond to CBRN incidents9. Specifically, it is concerned with the public’s perception
of those authorities as trustworthy or untrustworthy.
4.1.3 Factor 3 – Perception of Efficacy (PoE)
PoE refers to the public perceptions of the efficacy10 and personal costs11 of (recommended)
responses to CBRN incidents, coupled with the self-appraisal of members of the public concerning
their ability to perform these responses. It may therefore be better phrased as perception of self
efficacy.
The perceptions of efficacy may arise from or be greatly influenced by previous
experiences, news articles, publicly available knowledge and guidance etc.
4.1.4 Factor 4 – Efficacy of Communication (EoC)
Effectiveness of Communication (EoC), refers to effective delivery of messages rather than the
content of the messages – which is covered in the previous three factors. It refers to how well
communication in general is used as a tool for attenuating the public’s vulnerability to CBRNE

8

Whilst Risk and Threat are not the same thing (risk arises from the realisation of a threat and its
consequences) they are often used interchangeably in literature and by the public.
9

i.e. those that manage the periods before, during and after an incident, including those that are responsible
for communication and provision of resources during these phases. During an incident TiR, for the public at
the scene, may be taken as referring more particularly to trust in the emergency responders and others at the
scene who are managing it. Those more distant from the scene may be more concerned with their trust in
others who are responsible for managing wider health and vulnerability issues.
10

i.e individual’s belief about whether they can be effective in reducing the threat to themselves or society.

E.g., how costly performing the response will be to the individual – in terms of things like loss of dignity and
loss of freedom among others.
11
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events. Specifically, within the RMA it refers to how well communication is used, by officials, first
responders and governments to positively influence the other three Factors.
4.1.5 Behavioural /Emotional Response
The Model classifies the resulting Public behaviour as either Adaptive, Maladaptive, Uncertain or
Unresponsive. Maladaptive behaviour is where the public are unlikely to follow recommended
actions and may behave in ways that are contrary to guidance whilst Adaptive is the exact opposite.
There is a region where the factors influencing the Public’s may be considered to be balanced in
some way and in this case the behaviour could be either Maladaptive or Adaptive or aspects of both
– this is the uncertain region. Where motivation for the Public is low – either through low perception
of the significance of threats or high estimation of self efficacy the Public may be expected to ignore
guidance until such time as their motivation is raised by changes in circumstances. This is the
Unresponsive region.

4.2

The Workshop

At the Workshop there will be a group discussion (guided by a Leader) about your collective
arrangements for each of the four factors. Notes of the discussions will be taken by a secretary.
After the discussion period you will be asked to agree a set of scores for your arrangements against
a number of Key Performance Indicators.
In Section 6 you will find some Guidance Sheets which will be used in the workshop to help prompt
discussion. These are examples only, for guidance, to the sorts of questions that you should be
able to answer if you have a mature system based upon state of the art knowledge and existing best
practice. Please take the time to read the Guidance Sheets and make notes before the workshop.
There is a selection of openly available best practice guidance documents listed in Section 5 which
you might also like to sample.
You will be asked to score your arrangements against the KPIs on a scale of 0 to 5 (0 being poor
and 5 being excellent).
You will be asked to score your arrangements in the period before an incident, during an incident
and after an incident (until the impact of the incident has died down).
All of the KPIs for each of the four Factors are grouped as either Knowledge based, Action based
or Effectiveness based on the principle that for any management system to be effective12 it must be
based upon appropriate knowledge (K), which must have been put into a prescribed action (A) and
which most have been shown to be effective (E) through experience. You should be able to provide
evidence that your knowledge and understanding has been put to use in terms of training,
documentation, procedures, processes etc and you should also be able to show that the
effectiveness of these actions has been verified in the country in question - as far as is reasonably
practicable – through studies and exercises for example. The scores should rate your overall
performance as a group responsible for the Public’s welfare.

12

In this case a psychosocial vulnerability management system
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5.

Best Practice Reference Documents
Best Practice Source(s) 1

Krieger K , Amlôt R, M. Brooke Rogers
Understanding public responses to chemical, biological, radiological and nuclear
incidents – Driving factors, emerging themes and research gaps.
In Environ Int (2014)
Krieger K, Rogers M
D8.8 Systematic Review of existing projects. Public Perceptions and Risk
Communication in Times of Crisis. Project PRACTICE WP8 Deliverable.
Available at http://www.practice-fp7-security.eu/cms,article,4,downloads.html
Precis
These papers discuss the management of public responses to incidents involving chemical, biological,
radiological and nuclear materials (CBRN). They address the key issues for the RMA: why public responses
matter; how responses have been conceptualised by practitioners; what factors have been identiﬁed as
inﬂuencing public responses to a CBRN release and similar extreme events, and what further analysis is
needed in order to generate a better understanding of public responses to inform the management of public
responses to a CBRN release.
These papers draw upon the research undertaken for Project PRACTICE.
Key Points
The paper provides the essential background information on the four factor model used in the RMA.
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Best Practice Source 2
Matthew W. Seeger (2006):
Best Practices in Crisis Communication: An Expert Panel Process, Journal of Applied
Communication Research, 34:3, 232-244.
http://vodppl.upm.edu.my/uploads/docs/Artikel%201%20%20%20Best%20Practices.pdf
Precis
This report presents the results of an expert panel’s consideration of the best practices that should be used
to ensure effective communication in a crisis situation. Specifically it considers large publicly managed
crises.

Key Points
The report synthesised the following ten best practices for communication


Communication should be Process and Policy Based – i.e. communication should not merely
be involved in communicating decisions about risk and crisis after they have been made. Rather,
risk and crisis communication is most effective when it is part of the decision process itself.



Planning – Emergency Management Planning needs to take communication processes into
account.



Public Partnership - Accept the public as a legitimate and equal partner. Ideally, the public can
serve as a resource, rather than a burden, in risk and crisis management. Thus, crisis
communication best practices would emphasize a dialogic approach.



Listening and Understanding – Understanding and listening to your audience builds trust and
goodwill. Establishing positive relationships and a reservoir of goodwill before an event is critical to
the successful management of a crisis.



Honesty, Candour and Openness - Effective crisis communicators are honest, candid, and open
in their public communication. Such honesty, in the long run, fosters credibility with both the media
and the public.



Collaborate and Coordinate with Credible Sources -Coordinating messages enhances the
probability of consistent messages and may reduce the confusion the public experiences.
Consistency of message is one important benchmark of effective crisis communication.



Meet the Needs of the Media and Remain Accessible - Rather than viewing the media as a
liability in a crisis situation, risk and crisis communicators should engage the media, through open
and honest communication, and use the media as a strategic resource to aid in managing the crisis.



Communicate with Compassion, Concern, and Empathy - The public responds much more
positively to spokespersons who acknowledge their concerns and demonstrate human compassion
for any harm that may have occurred. If the public sees an expression of genuine concern and
empathy, it has more faith that the actions being undertaken or recommended are appropriate and
legitimate



Accept Uncertainty and Ambiguity - A best practice of crisis communication, then, is to
acknowledge the uncertainty inherent in the situation



Use Messages of Self-Efficacy – It is important that messages tell people what they can do to
reduce harm.
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Best Practice Source 3
(CDC) Centre for Disease Control and Prevention (2012),
Crisis Emergency Risk Communication, U.S. Dept of Health and Community Services
http://emergency.cdc.gov/cerc/
Precis
The report presents Best Practice guidance from the U.S Centre for Disease Control and Prevention
regarding risk communication during emergencies.
Although recommendations and examples are based around the U.S. system of response the document
provides a thorough analysis of the issues relating to risk communication.

Key Points
The key recommendations of this report are consistent with the ten best practices summarised in “Best
Practices in Crisis Communication: An Expert Panel Process” – see Best Practice Source 2 - but more
detail and some (American) case studies are presented.
The report highlights the need for phase specific Crisis Communication Plans – for which some examples
are provided - as well as guidelines for working with social and mainstream media.
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Best Practice Source 4
Janoske, Melissa, Brooke Liu, and Ben Sheppard.
Understanding Risk Communication Best Practices: A Guide for Emergency Managers
and Communicators - Report to Human Factors/ Behavioral Sciences Division, Science
and Technology Directorate, U.S. Department of Homeland Security. College Park, MD:
START, 2012.
http://www.start.umd.edu/sites/default/files/files/publications/UnderstandingRiskCommu
nicationBestPractices.pdf
Precis
This report starts from the recognition that there is agreement on some specific principles related to effective
risk communication: (1) that understanding characteristics of an audience is essential to developing
effective risk communication efforts; (2) that how, when, and by whom a message is delivered impacts its
effectiveness; and (3) that communicators must continually adapt to changing situations.
The goal of this Best Practices report is to translate theoretical findings into practical guidance for those
officials who have the daunting responsibility of communicating with relevant publics faced with a homeland
security threat.
The report provides a comprehensive set of best practices with regard to communicating about risk and
threats at each phase of an incident.

Key Points
Publics and risk communicators alike need to acknowledge and understand that factors such as emotion,
proximity, severity, tolerability, and prior relationships to risk and to each other can have significant impacts
on both parties and on the risk or crisis event itself. Additionally, publics can be segmented into groups that
need special attention, like children, the elderly, those with literacy issues, activists, and minority and racial
populations.
The report recognises that publics can be segmented into groups that need special attention, like children,
the elderly, those with literacy issues, activists, and minority and racial populations.
It specifically presents communication plans for each phase of an incident and also highlights which type
of communication model is suited to each phase.
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Best Practice Source 5
Shpiro S, Fernández A, Hargie O, Madzharov S,Möhrle H, Nomikos J
The SAFE-COMMS Terrorism Crisis Communication Manual for Public Authorities (This
report is the result of the FP7 ‘SAFE-COMMS’ project.)
https://faculty.biu.ac.il/~sshpiro/pdf/SAFE%20COMMS%20Manual%20final_en_0605.pd
f
Precis
This manual is designed as Best Practice guidelines for responsible persons in public institutions and
authorities and in companies throughout Europe (although it also provides some guidance to nongovernment entities and employers).
• It aims to provide assistance in communication issues related to terrorism.
• It contains no “ready-to-use” solutions, but it shows basic rules and procedures for an effective counterterrorism crisis communication.
• In particular, it offers advice on the development or optimisation of crisis communication plans and expert
reports, and makes suggestions for their integration into existing crisis plans.

Key Points
The manual describes fundamental requirements, provides examples of procedures and tools and gives
specific advice on their implementation. However, it has been produced in the awareness that it can only
represent a manual of guidance, users are encouraged to act independently in aligning treatment of the
topic with overall national, political, social and cultural conditions.
The second part of the document deals with the establishment of an integrated crisis communication
management system, and presents scenarios and training units designed for preparation of content-based
and organisational issues.
The third part contains practical checklists for direct use in emergency response or in the establishment of
the crisis communication management system.
The issues associated with communication with the media are well explained.
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Best Practice Source 6
Federal Office of Civil Protection and Disaster Assistance
Psychosocial Crisis Management in CBRN Incidents, Federal Office of Civil protection
and Disaster Assistance, Federal Office of Civil Protection and Disaster Assistance
(BBK) Provinzialstraße 93, 53127 Bonn
http://www.bbk.bund.de/SharedDocs/Downloads/BBK/EN/booklets_leaflets/Psychosoci
al_Crisis_Manag_CBRN_Incidents.pdf?__blob=publicationFile
Precis
This report provides a comprehensive review of the steps needed to be taken by emergency services to
ensure the psychosocial wellbeing of public and service personnel in a crisis.

Key Points
During CBRN incidents the number of people whose mental well-being is affected, in the immediate and
medium term, can be considerably higher than the number of people who are bodily harmed by the incident.
Fear has many facets, such as
 Fear of infirmity and death,


Fear of damage due to the contact with other people,



Fear for one’s own health and the security of relatives and friends,



Fear of damaging other people (biological, radiological/nuclear),



Worries whether sufficient treatment/care possibilities are available,



Fear of long-term effects (e. g. health limitations, irreversible physical damage, cancer, • mutagenic
effects).

When communicating with the public
 The population must have confidence in the source of the information and acknowledge it.


Information must be targeted and clear, openness and transparency are necessary.



If possible, information should not be held back.



Information gaps should be openly revealed. It should be communicated when further information
is to be expected.



Damage extent and threat potential should not be trivialised.



A one voice policy should be adopted



Prepared FAQs should be used and incident-specific FAQs by should be developed.
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Best Practice Source 7
Dr Tanika Kelay, Prof Chris Fife-Schaw (2010),
Effective Risk Communication: A Guide to Best Practice, Techneau (TECHNEAU is an
Integrated Project Funded by the European Commission under the Sixth Framework
Programme, Sustainable Development, GloBal Change and Ecosystems Thematic
Priority Area)
http://www.techneau.org/fileadmin/files/Publications/Publications/Deliverables/D6.3.12.report.pdf
Precis
This report presents a discussion of the issues associated with risk communication, principally in the water
treatment industry.

Key Points
For crisis events:
 Have contingency plans prepared in advance and make sure these are shared with other agencies
likely to be involved in incident handling.


Planned joint incident handling (e.g. with hospitals, national safety bodies, the police etc.) will
suggest to the public a high degree of foresight and competence and it is unlikely that all the bodies
involved will be simultaneously regarded as untrustworthy by the public.



Ensure that there are contingency plans to allow sufficient means available for the public to get in
contact with you using the methods they are likely to want to use.



Use the web and SMS technologies to your advantage by ensuring regularly updated information
is available during an incident.



Consider having a single human face of the company or municipality as the primary conduit to the
media.



Empathise with consumers and make it clear that you understand the inconvenience being caused.



Do not issue information unless you are certain of its accuracy. Explaining that you do not know
something but are investigating it is preferable to issuing inaccurate information.



Consider exploiting social networks and SMS technologies to facilitate quick communications.



Build good relations with the news media over time so that they are sympathetic to your problems
when you need them to help in a crisis.



Careful consideration needs to be given to the aims and scope of communication exercises and
these need to be weighed against the available resources and other political and time constraints.

 Collaborating openly with other trusted information sources may enhance your credibility.
Section 2.2 of the report discusses potential methods for promoting trust and confidence. The key
steps are noted as honesty, candour, acknowledgement of the public’s concerns, listening, availability,
helping others help themselves, having a single spokesman, relationship building (with the public and
media), recognising uncertainty, having contingency arrangements, being contactable and
collaborating openly.
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Best Practice Source 8
Environment Directorate OECD (2002),
OECG Guidance Document on Risk Communication for Chemical Risk Management,
ENV/JM/MONO(2002)18.
http://www.ortwinrenn.de/sites/default/files/PDF/RecentPublications/Risk%20Communication%20manuel
%20OECD.pdf
Precis
This report presents comprehensive practical advice on effective approaches to risk communication,
drawn from experience in the Chemical industry. It identifies the various stages in risk communication
processes. It addresses the importance of factors such as Trust and Efficacy and how communication
may be used to enhance these.
The first phase of work on the project involved conducting a survey of Member countries, academia,
industry, and other stakeholders to collect relevant risk communication information and to prioritise those
issues that would benefit from discussion at the international level.
The aim of this guidance document is to provide practical approaches to risk communication for chemical
risk managers, with a particular focus on communication programmes aimed at consumers of chemical
products.

Key Points


Find a common denominator between the risk communicator and the audience(s).



Understand the socio-political and cultural context of your communication programme.



Consider the likely costs and resource requirements when designing a communication programme.



Make sure that the same risk communication programme is used throughout the organisation and
has the support of senior management.



Ensure that the selection of approaches that you plan to use is well integrated and that each
complements the others.



Do what you believe in and avoid approaches that you are not convinced of!



Take sufficient time and financial resources to rehearse and practice your performance in a variety
of approaches, and learn from others who have become successful in them.



Evaluate your risk communication programme.



Be clear about your intentions and make them the central message of your communication effort.



Simplify your message as much as you can without being inaccurate.



Place your simple messages (general information) in the beginning of a text and gradually add the
complex issues (specifics).



Never assume technical knowledge about the issue unless the audience is clearly a technical
community.



Anticipate the interests of your target audiences and design your communication programme to
match their needs.
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Place risk in social context and report numerical probabilities only in conjunction with verbal
equivalents.



Be cautious with using risk comparisons in the message. Risk comparisons should be used only
for those risks that are perceived as being comparable by the public.



Relate risk information to the real world of the audience.



Address in your information the qualitative characteristics that people associate with risk. (nature
of risk, artificiality, dread, familiarity, controllability, catastrophic potential, perception of fairness in
risk-benefit distribution, and assignment of blame.)



Point out the importance of exposure and dose when communicating about risks.



Avoid linking the risk communication effort to a non-health-related interest.



Be sure to include all the relevant information in your risk communication portfolio.

DURING THE CRISIS


Be well prepared for crisis situations and ensure that all necessary resources to communicate
effectively in a crisis are at hand.



Anticipate potential crisis situations and have contingency plans and materials ready before the
crisis occurs.



All communication must either protect people or reduce risks. Priority must be given to this over the
needs of the observers to be well informed.



Do not give premature explanations or statements that you cannot substantiate. Rather, report
about all measures undertaken to cope with the crisis.



Always be available to brief the media, provide a climate of confidence and competence, and make
sure that your organisation speaks with one voice during a crisis.



Avoid bureaucratic or legal language, show empathy and compassion for the potential victims. Be
aware, however, of any legal implications of your statements.



Advise the risk manager to respond in an expeditious and comprehensive manner.



Learn from past crisis situations: review all your procedures and materials and redesign your
approach in light of the experiences of the past crisis.

Annex I has some specific guidance on how to communicate with individuals, media and
stakeholders.
Annex II deals with enhancing trust and credibility:
 Establishing and gaining trust is a complex task that cannot be accomplished simply by applying
certain operational guidance (such as declaring empathy) in a mechanical fashion. There is no
simple formula for producing trust. Trust grows with the experience of trustworthiness. Nobody will
read a brochure, attend a lecture, or participate in a dialogue if the purpose is solely to enhance
trust in the communicator. Trust is the invisible product of a successful and effective communication
on issues and concerns. The less the word is alluded to in a communication, the more likely it is
that trust will be sustained or generated.


There is only one general rule for building trust: listening to public concerns and, if demanded,
getting involved in two-way communication. Information alone is never sufficient at building or
sustaining trust. Without systematic feedback and dialogue there will be no atmosphere in which
trust can grow.
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Best Practice Source 9
RICARDO WRAY and KERI JUPKA 200-4,
What Does the Public Want to Know in the Event of a Terrorist Attack Using Plague,
Biosecurity and Bioterrorism: Biodefense Strategy, Practice, And Science, Volume 2,
Number 3, 2004
http://www.bt.cdc.gov/firsthours/pdf/article_slu_formative.pdf
Precis
A report on a study into the information needs of the public following a biological attack. The report
discussed the differing information gathering strategies adopted by urban and rural groups.

Key Points
The report indicates that mass media would be a critical source of information as would information from
local authorities, emergency responders, and medical personnel. It also shows that over time, public would
look for more in-depth information from the newspaper and/or Internet.
Participants in all groups wanted to know how to protect themselves and their families in the event of an
attack: ‘What can you do to help yourself?’ Participants wanted to know what steps they could take to
prevent transmission, how to know if they had been exposed, and what to do if they were infected. Many
different groups requested information on where to go for treatment and the availability of drugs.
Page 213 et seq in the report presents recommendations for 6 key best practice points that good
communication messages should cover.







They should answer key questions (nature of the threat, what actions to take etc)
They should provide action steps
They should be easily understood, clear and accurate
They should include references (e.g. to trusted sources like health bodies, rec cross etc)
They should reflect full disclosure
They should be available across a wide variety of information sources
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Best Practice Source 10
M. Brooke Rogers, Richard Amlôt, and G. James Rubin 2013,
The Impact of Communication Materials on Public Responses to a Radiological Dispersal
Device (RDD) Attack, Biosecurity and Bioterrorism: Biodefense Strategy, Practice, and
Science Volume 11, Number 1, 2013.
http://www.csap.cam.ac.uk/media/uploads/files/1/rogers-amlot-and-rubin-2013-publiccomm-radiological.pdf
Precis
This report present findings from a UK study investigating the ability of crisis communication to influence
perceptions of risk and behavioural intentions in the general public in response to CBRN terrorism.

Key Points
The results of the study were used to prepare information leaflets. These leaflets were shown to increase
reported levels of intended compliance with advice.
The report supports the recommendation for pretested and prepared messages to be available but also
highlights the importance of the timing of release of information.
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Best Practice Source 11
M. Brooke Rogers, Richard Amlôt, G. James Rubin, Simon Wessely,& Kristian Krieger
(2007),
Mediating the social and psychological impacts of terrorist attacks: The role of risk
perception and risk communication, In International Review of Psychiatry, June 2007;
19(3): 279–288, 2007 Informa UK Ltd
See also https://www.rusi.org/downloads/assets/Brooke_Rogers_ST.pdf
Precis
This paper explores the role of effective government communication with the public and its role in mediating
the social and psychological impact of terrorist attacks. It examines the role of fear as a health risk, and the
identification of factors relevant to public trust in risk communication. Finally, an investigation of the type of
information desired by members of the public leads the authors to make risk communication
recommendations targeted at the promotion of more adaptive behaviours in response to CBRN attacks

Key Points


Information and awareness are required in order to enable individuals to define problems, to
recognize where to place blame and responsibility (e.g. government, industry or themselves), and
to understand appropriate behavioural responses.



This information should be issued repeatedly in order to allow the public to enter into discussions
about current and future defence policies and counter-terror technologies, rather than building their
judgements and conversations on outdated policies or information that they believe failed them in
the past.



Communicators must ensure that the public knows how the threat of terrorism has changed and is
likely to change, how their safety is improved, the way in which government secures and monitors
safety, and what these changes mean for them in their day-to-day lives.



While communicating about terrorism when it has become a crisis issue is certainly needed,
communication about the threat of terrorism and government capabilities to deal with this threat
before an incident takes place must become a part of regular communication with the public in
order to maintain trust and faith in the system.



Discussing counter-terror measures and preparedness only during times of crisis is more likely to
exclude the public even further as this approach fails to enable the public to take part in practical
action.
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Best Practice Source 12
Ricardo Wray, Jennifer Rivers, Amanda Whitworth, Keri Jupka (2006), Bruce Clements,
Public Perceptions About Trust in Emergency Risk Communication: Qualitative Research
Findings, in International Journal of Mass Emergencies and Disasters March 2006, Vol.
24, No. 1, pp. 45-75
http://www.bt.cdc.gov/firsthours/pdf/article_slu_trust.pdf
Precis
This paper reports on focus group studies by four schools of Public Health across the US, each with different
ethnic groups, to inform the development of public messages and strategies to be used in the event of an
emergency. Secondary analysis of the transcripts was conducted to explore factors related to trust in
government.
Key Points


Overall, there is a general lack of trust and confidence in the government’s ability to effectively
respond to a bioterrorism attack. This distrust appears to be rooted in the perception that the
government has not done enough to prepare for an attack, and the belief that government officials
(especially at the federal level) withhold important information and are dishonest at times.



Many of these perceptions are based on past experiences that the public has had related to terrorist
attacks.



It is important for local agencies to make clear the extent of their preparedness.



Educating the public about preparedness training regimens and new resources may help increase
public confidence in government preparedness.



Past experience clearly plays a role in the level of public trust in the government. Government
officials need to be aware that their actions in other areas can influence trust during emergency
situations.



Where complete information is not available, officials should offer an honest “don’t know” and
promise to follow up with information once it is at hand.



An active, engaged leadership with daily media presence can do a great deal to provide direction
and simultaneously inspire public confidence.
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Best Practice Source 13
Pearce JM, Rubin GJ, Amlôt R, Wessely S, Rogers MB.
Communicating Public Health Advice After a Chemical Spill: Results From National
Surveys in the United Kingdom and Poland.

In Disaster Medicine and Public Health Preparedness / Volume 7 / Issue 01 / February
2013, pp 65-74, Copyright © Society for Disaster Medicine and Public Health, Inc. 2013

Precis
The aim of this study was to enhance public health preparedness for incidents that involve the large-scale
release of a hazardous substance by examining factors likely to influence public responses to official
guidance on how to limit their exposure. Methods: An online demographically representative survey was
conducted in the United Kingdom and Poland to test the strength of association of trust in authorities,
anxiety, threat, and self-appraisals of ability to cope with the intention to comply with advice to shelter in
place following a hypothetical chemical spill.

Key Points


Self-appraisals of ability to cope and trust were key predictors of compliance, but threat appraisals
were associated with noncompliance



Successful crisis communications during an emergency should aim to influence perceptions
regarding the efficacy of recommended behaviours, the difficulties people may have in following
advice, and perceptions about the cost of following recommended behaviours.



Generic principles of crisis communication may need adaptation for national contexts.
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Best Practice Source 14
Usher D, Kelly D, Hale N and Astbury J
D8.4 Stakeholder Workshop

Available at http://www.practice-fp7-security.eu/cms,article,4,downloads.html
Precis
The document describes the D8.4 Workshop held in January 2012 to gather the ‘needs, uncertainties and
perceived vulnerabilities’ of the stakeholders of Project PRACTICE. Members of the public (disabled and
able-bodied) were invited to provide their views and reactions to a threat scenario (developed under D8.1)
involving the release of a chemical agent at a conference in Birmingham.

Key Points


The experts felt a strong need for educating the public in CBRN threats and the appropriate
protective measures. Although the members of the public at the Workshop confirmed that such
information would be valuable, they would prefer to access it only when required, perhaps prompted
by the publicity surrounding a specific threat.



The experts regarded it as unrealistic to return personal effects taken from people during a CBRN
incident, since decontaminating them would be difficult and expensive. Members of the public
naturally regarded the return of their property as a very high priority.



A theme that emerged strongly from the Focus Group discussions was the public’s need for
information. Their perception was that accurate information on the status of the incident – the threat,
the evacuation and the casualties – should be provided as soon as it is available.



A need for reassurance was expressed at the Workshop, but the overwhelming perception was a
need for the truth. But truth is itself an elusive concept: ‘relevant facts’ might be a more practicable
guideline.



The final theme to emerge clearly from the Workshop is the perceived need for a source of
information that can be relied on to be accurate and unbiased. Prior to a CBRN incident, and
perhaps as it unfolds, people would like to be able to access up-to-date information on the likelihood
and severity of the threat, the effects of a particular toxic agent and the appropriate preventive
measures
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Best Practice Source 15
Wikberg P, Thorstensson M, Krieger K, Johansson P, Gustavsson P, Jones E, et al.
ARDEN exercise evaluation report. PRACTICE Project Research Report D6.6; 2014.
Available at http://www.practice-fp7-security.eu/cms,article,4,downloads.html
Precis
This evaluation report provides an account of the results, empirical methods and analytical approaches
from the UK validation exercise ARDEN held at the Birmingham International Convention Centre (ICC) on
August 15, 2013 as a part of the PRACTICE project.

Key Points


Regarding Risk Communication Theory the key issue sits at the interface of public trust in
institutions, response efficacy and risk communication, i.e. requests on the public need to be
explained and justified.



The need for more and better communication during the response phase was highlighted.



ARDEN data suggests that



o

quality of risk communication affects levels of anxiety, expediency of individual responses
to incident and to official response and trust in responders

o

during an emergency, verbal (supplemented by visual) messages are more effective than
written material

o

trust levels can vary as emergencies unfold and affected members of the public go
through different stages of the emergency response, for instance during evacuation and
decontamination

o

perceptions of personal costs vary greatly in nature and extent between different phases
of the emergency response

ARDEN data points to three important types of messages: (i) Forward-looking messages with
procedural information; (ii) Messages that explain the rationale behind response measures and
instructions to the public and (iii) Messages that communicate effects/efficacy of responses.
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Best Practice Source 16
National Academies Press 2014
Nationwide Response Issues After an Improvised Nuclear Device Attack: Medical and
Public Health Considerations for Neighboring Jurisdictions: Workshop Summary
http://www.nap.edu/catalog.php?record_id=18347
Precis
This paper presents the results from a workshop held in 2013 which focused on the key response issues
that would be faced by public health and health care system in the US if the country was faced with an
improvised nuclear device attack. The study especially looked at planning needs in the immediate and
surrounding areas.

Key Points


There is a need for the translation of federal guidance into actionable local tools (State and local
officials have a need for the federal government to provide useful tools for outlying communities).



Robust risk communication, including pre-event messaging is needed.



The success of post-event communication depends on strong pre-event communication and the
establishment of trust in health officials among the public.



Effective risk communication staves off panic and mental distress.



To avoid problems such as social stigma, effective risk communication will also be crucial in
areas that receive evacuees after an incident.



Messages to the public should be brief, clear, and free of inconsistencies and scientific
terminology. They must sound serious and urgent, yet instil hope. They also must provide
concrete steps that members of the public can take to reduce risk to themselves, their families,
and their homes.



In circumstances where it is hard to get people engaged, reach out to people who are highly
prepared and use them to model preparedness and to educate their peers.



Research reveals that directly reaching out to people whose preparedness is low is likely to be
unsuccessful.
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Best Practice Source 17
Krieger K , M. Brooke Rogers
Promoting Public Resilience against Chemical, Biological, Radiological and Nuclear
Terrorism.
In Strategic Intelligence Management by Akhgar B and Yates S. ButterworthHeinemann
Precis
This report provides background to the RM model use here as well as providing some key messages,
presented below.
Key Points
From the perspective of the emergency responders, it is of key importance to understand what drives human behaviour in emergency situations and how members of the public can become partners in, rather
than barriers to, effectively responding to terrorist threats and emergency situations.
Scholarly literature and case studies suggest that members of the public are particularly strongly affected
by CBRN threats in terms of mental well-being and behavioural responses.
For instance the fact that exposure to CBRN is involuntary; that CBRN risk is man-made and implies
unfamiliar threats with unknown health effects; and that the effects of CBRN events may also affect children
and future generations, all increase public fear and anxiety.
Response organizations should expect members of the public to show higher frequencies of informationseeking behaviour in comparison to the information-seeking behaviours experienced during natural
disasters.
Risk communicators do not only need to make sure that their messages are short, simple, comprehensive,
and consistent, they must also ensure that the messages address the diversity and diverse needs of the
public(s); the diversity of the cultural and institutional contexts in which members of the public are
embedded; and the history, memories, and associations triggered by particular incidents of different risk
communication target groups. This requires substantial engagement with the public ahead of a crisis and
in-depth research at national and local levels to learn about the diversity of existing mental models and
existing levels of trust in particular institutions, as well as response efficacy and cost assessments.
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6.

Guidance Sheets

Table 1: Perception Threat Key Issues / |Guidance

Topic

Perception of Threat

PoT

Guidance
Summary

Perception of threat relates to the public perception of CBRN threats in respect of
parameters such as likelihood of a threat or significance of its consequences.
Key Issues:


The Public’s perception of threat may be at odds with that of scientists and
emergency practitioners as a result of the potential differences between
deterministic (fact based) views used by scientists and a more perceptual view
based upon feelings and beliefs that may be used by the Public.



Some of the aspects of CBRN threat perception relate to things like ‘dread risk’ (i.e.
things that are uncontrollable, have catastrophic potential and the potential to
threaten future generations) among other factors. These risks may therefore need
special focus.



The Public’s perception of threat is likely to be influenced by concerns regarding the
wellbeing of family members and friends, some of whom may not be present at the
incident.



During an incident the threat is perceived by the public in a social context and will
be influenced by observation of the behaviour of nearby individuals and groups (who
may be suffering observable symptoms).



The actions of the first responders themselves and their specialist attire will influence
immediate threat perceptions.



The act of disrobing, if required, may directly increase feelings of vulnerability.



Perception of threat will also be influenced by recent world events and by events in
the home country.



Perception of threat is likely to vary based upon other considerations such as
location (e.g. urban v rural), proximity to perceived high threat areas and to some
degree by gender. Thus nationally prescribed approaches must be tailored to local
level or group specific practices.



During an incident perception of threat is likely to vary significantly with distance from
the immediate source of the threat – if it is known.



Perception of threat can be affected by disabilities such as those affecting vision and
mobility.

Depending upon the timescale of an incident, differing approaches may be required with
regard to processes and practices used to manage perception of threat.
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Table 2: Trust in Responders Guidance

Topic

Trust in Responders

TiR

Brief
Description

Trust in Responders refers to the relations between the public and the authorities that
manage and respond to CBRN incidents. Specifically, it is concerned with the public’s
perception of authorities as trustworthy or untrustworthy.
Key Issues:

CLASSIFICATION



Trust in responders is affected by perceptions of competence, credibility, reliability,
integrity, care, fairness, openness and value similarity (between public and
responders).



Trust in responders is strongly influenced by communications between responders
and the public and by the actions of the responders as seen by the public. Any
disparity between the communications and actions of responders will result in
significantly reduced trust.



Trust requires an ongoing effort and it is best built in times of low psychosocial
stress so that it can be carried forward into times of greater stress. It is best served
by helping others to help themselves whenever practicable.



There are specific differences in the national variations in trust which are influenced
by subtle factors such as the type of government, whether first responders are
military or other bodies, and recent historical trend, among others. These should
be acknowledged in any strategy designed to build trust in first responders. In
particular this can affect the public’s perception of and trust of uniformed officials.



Past experience with government agencies or officials affects perceptions of trust.
Individuals who have had poor interactions with the government may consider nongovernment sources of information as more trustworthy.



Positive leadership is important but it must be balanced against the need to keep
the public informed of what is going on and why they are being ‘led’ to doing certain
things.



It is important for first responders to demonstrate care and compassion for victims.



Trust is formed as a result of partnership with and respectful engagement with the
public.



The perception of force being used will lead to a loss of trust.



Listening to and understanding the public builds trust and goodwill. Establishing
positive relationships and a reservoir of goodwill before an event is critical to the
successful management of a crisis.
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Table 3: Perception of Efficacy Guidance

Topic

Perception of Efficacy

PoE

Brief
Description

Perception of Efficacy refers to the public perceptions of the efficacy and personal costs
of recommended responses to CBRN incidents, coupled with the self-appraisal of
members of the public concerning their ability to perform these responses. It is indicated
by how positively or otherwise members of the public would answer questions such as
“What is there that I can do?”, ”How good will it be?”, Do I want to do it?”, “Am I capable
of doing it?”.
Key Issues:

CLASSIFICATION



Actions which foster a sense of ability to cope will improve individual preparedness
for terrorism.



Mutual support and self-organisation of the public into supportive groups plays an
important role in the perception of self-efficacy.



The reasons for prescribed measures need to be carefully explained through
effective risk communication.



Confirmation of the effectiveness of pre-scribed measures (e.g. decontamination),
by a medically qualified person is important, after completion enhanced
perceptions of efficacy.



Research has shown that perception of efficacy beliefs are best influenced through
personal accomplishment or mastery, which implies personal experience.
Vicarious experience (or observation) is also very effective – e.g. when a model
person or peer is seen to successfully master something, this can also enhance
self-efficacy beliefs. Verbal persuasion is less effective than either of these other
two but may also be a useful approach.



Efficacy messages need to be balanced against the background threat level and
the socio-political factors such as recent history, in particular the dread fear
aspects of certain CBRN agents of concern.



There is likely to be variation in emotional and behavioural responses between
different social groups and across countries.



Individual disabilities can significantly influence perception of efficacy in that
individual.
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Table 4: Effectiveness of Communications Guidance

Topic

Effectiveness of Communications

Brief
Description

Effectiveness of Communication refers in this case to how well communication is used as
a tool for influencing perception of threat, perception of efficacy and trust in responders.
Communication is of key importance:



EoC

to shape public responses (e.g. the absence of communication is associated
with worry, uncertainty, frustration, anger and confusion— “good” (see below)
communication is associated with a sense of safety, trust and compliance.
to influence perceptions of responders (trust), efficacy and costs, as well as the
threat Itself.

Key Issues:
Policy
1. Communication should be Process and Policy Based. Communication should not
just be about relating /passing on decisions about risk and crisis after they have
been made, but it should also be part of the planning process.
2. Train Communicators. Communicators need to be specifically trained in the
subtleties of crisis communication. Visual communication is important.
Communicators need seen as leaders and authoritative.
3. Testing of messages. It is particularly important to test messages with the public to
ensure that the messages are clearly understood. Having a set of pre-prepared
and tested messages is useful but personal face to face contact during an incident
is important.
4. Identification of different types of messages at each stage of an incident. The
public’s concerns and needs will be different at different phases of an incident. Use
forward looking messages that inform about duration of responses, what will
happen next etc.
5. Identification of trusted channels, opinion leaders and peers. Messages from these
may be more effective than messages from ‘officials’ or may boost the
effectiveness of official communicators.
Partnership
6. Form Public Partnerships. Accept the public as a legitimate and equal partner.
Enlist their support and work with them rather than communicating to them. Listen
and understand with honesty, candour and openness. Absence of engagement
leads to a loss of trust.
7. Communicate with Compassion, Concern, and Empathy. Demonstrate human
compassion for any harm that may have occurred. Share concerns.
8. Be clear and concise.
9. Understand the local audience. Understand the needs of specific subgroups in
your area.
Collaboration
10. Collaborate and Coordinate with Credible Sources but avoid confusion. Coordinate
messages, this enhances the probability of consistent messages and reduces
confusion. Consistency of message is an important benchmark of effective crisis
communication.
11. Meet the Needs of the Media and Remain Accessible. Engage the media, through
open and honest communication and use it as a strategic resource to aid in
managing the crisis.
12. Use social media and identify opinion leaders to help get the message across.
Uncertainty
13. Accept Uncertainty and Ambiguity. Acknowledge the uncertainty inherent in the
situation – communicate even if there is nothing to report.
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II

Annex 2: The RMA (Printout of Spreadsheets) – See separate Excel
Spreadsheet for full functionality
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D8.16 Annex 2: The RMA

PRACTICE Resilience Matrix Assessment Aid
Version 01.00

View the HELP Sheet before using this tool.
This spreadsheet is provided to assist a user with the identification of gaps and weaknesses in their arrangements for the
managamenent of psychosocial resilience and wellbeing of the public in the face of CBRN threats and incidents. It is itended that
the spreadsheet should be completed by a small team that represents the emergency services and other bodies resposible for the
management of the public's wellbing before, during and after a CBRN incident.
The assessment is based upon the PRACTICE model put forward in References [1,2,3] which it is assumed that the leader of the
assessment is familiar with. D8.16, in reference [2], accompanies this spreadsheet and provides further guidance and examples to
which reference should be made.
Complete the following details
Project Name
Project Status
Scenario Assessed
Assessment Date
Assessment Conducted By

/

/

Notes Describe the arrangements that are being considered, list the attendees who are
involved with the assessment.
Lorem ipsum dolor sit amet, consectetur adipiscing elit. Sed at congue nisl.
Vestibulum ante ipsum primis in faucibus orci luctus et ultrices posuere cubilia Curae;
klk
.

Reset All Data!

Notes:
[1]

[2]

[3]
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Kristian K, Rogers M.B (2012) - D8.8 Systematic review of existing projects - Public Perceptions
and Risk Communication in Times of Crisis - Project PRACTICE
Krieger K et al (2014), Analytical report: Empirical evidence and theoretical foundations of the
PRACTICE communication manuals, PRACTICE Deliverable D8.15, to be issued

Krieger K, et al (2014a), Understanding public responses to chemical, biological, radiological and
nuclear incidents—Driving factors, emerging themes and research gaps , Environ Int.
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Guidance

Perception of Threat
Perception of threat relates to the public perception of CBRN threats in respect of
parameters such as likelihood of a threat or significance of its consequences.

Brief
Description

This assessment is to provide the user with a measure of the user group’s
knowledge, management and experience of such public perception of threat.
In order to score well you should be aware of the complex nature of the public’s
perception of threats. This must include knowledge of at least the specific issues in
the guidance, which should be recognised in your systems and processes and
proven through exercises and experience.

B
e
f
o
r
e

D
u
r
i
n
g

A
f
t
e
r

0

0

Notes

Knowledge
Knowledge
R-KPIs

Scores

1 Current body of knowledge relating to public perception of threat
1a

Our teams that are responsible for providing support to the public before,
during and after an incident are aware of the key issues relating to
perception of threat, contained in the guidance.

Action, People and Processes

0
Notes

2 Use of knowledge of Perception of Threat to influence its impact upon the public’s
vulnerability.
2a

The approaches (systems, processes and procedures) that we use for
managing the public's vulnerability use up to date knowledge of
management of the their perception of threat.

0

0

0

2b

We use these systems to positively influence the public's perception of
threat before, during and after a CBRN incident.

0

0

0

0

0

0

0

0

0

0

0

0

3 Sharing and Maintaining of Knowledge
Action
R-KPIs

3a

We actively share our knowledge of perception of threat and discuss the
issues that surround it with stakeholders (e.g. the first responder
community, the public, Local / Government Authorities, the Red Cross,
disability groups etc).

4 Embedding
4a

Our approach to the management of perception of threat for CBRN events
is consistent with that for similar issues arising from other hazards, i.e. it is
part of an all-hazards approach.

5 Monitoring
5a

Knowledge and experience of the management of perception of threat, that
we gain from simulations and real-life incidents, is fed back into our
systems and management approaches

Experience

Experience
R-KPIs

UNCLASSIFIED

Notes

6a

We have proven the effectiveness of our approaches for the management
of perception of threat by using them in real-life incidents involving CBRN
materials.

0

0

0

6b

We have proven the effectiveness of our approaches for the management
of perception of threat by using them in simulations and training exercises
involving CBRN materials.

0

0

0
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Trust in Responders
Trust in Responders refers to the relations between the public and the authorities that
manage and respond to CBRN incidents. Specifically, it is concerned with the public’s
perception of authorities as trustworthy or untrustworthy.

Brief
Description

This assessment is to provide the user group with a measure of its knowledge,
management and experience of the issues affecting trust in responders.
In order to score well you should at least be aware of the specific key issues below and
use this knowledge in your systems and processes.

Knowledge
R-KPIs

Knowledge and Technology

Scores
B
e
f
o
r
e

D
u
r
i
n
g

A
f
t
e
r

0

0

Notes

1 Current body of knowledge relating to public trust in responders
1a

Our teams that are responsible for providing support to the public before,
during and after an incident are aware of the key issues relating to trust in
responders, contained in the guidance.

0
Notes

Action, People and Processes
2 Use of knowledge of Trust in Responders to influence its impact upon the public’s
vulnerability.
2a

The approaches (systems, processes and procedures) that we use for
managing the public's vulnerability use up to date knowledge of management
of the their trust in responders.

0

0

0

2b

We use these systems to positively influence the public's trust in responders
before, during and after a CBRN incident.

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

3 Sharing and Maintaining of Knowledge

3a

We actively share our knowledge of turst in responders and discuss the issues
that surround it with stakeholders (e.g. the first responder community, the
public, Local / Government Authorities, the Red Cross, disability groups etc).

4 Embedding
4a

Our approach to the management oftrust in responders for CBRN events is
consistent with that for similar issues arising from other hazards, i.e. it is part of
an all-hazards approach.

5 Monitoring
4b

Knowledge and experience of the management of trust in responder, that we
gain from simulations and real-life incidents, is fed back into our systems and
management approaches

Notes

Experience
5a

5b
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We have proven the effectiveness of our approaches for the management of
trust in responders by using them in real-life incidents involving CBRN
materials.
We have proven the effectiveness of our approaches for the management of
trust in responders by using them in simulations and training exercises
involving CBRN materials.

PRACTICE

3

PRACTICE
UNCLASSIFIED

D8.16 Annex 2: The RMA

Guidance

Brief
Description

Perception of Efficacy
Perception of Efficacy refers to the public perceptions of the efficacy and personal costs of
recommended responses to CBRN incidents, coupled with the self-appraisal of members
of the public concerning their ability to perform these responses.
Scores
It is indicated by how positively or otherwise members of the public would answer
questions such as “What is there that I can do?”, ”How good will it be?”, Do I want to do
it?”, “Am I capable of doing it?”.
It is indicated by how positively or otherwise members of the public would answer
questions such as “What is there that I can do?”, ”How good will it be?”, Do I want to do
it?”, “Am I capable of doing it?”.
This assessment is to provide users with a measure of its knowledge, management and
experience of public perception of efficacy.
In order to score well you should at least be aware of the specific key aspects below and
use this knowledge in your systems and processes.

Knowledge
R-KPIs

Knowledge and Technology

B
e
f
o
r
e

D
u
r
i
n
g

A
f
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e
r

0

0

Notes

1 Current body of knowledge relating to public perception of efficacy
1a

Our teams that are responsible for providing support to the public before,
during and after an incident are aware of the key issues relating to perception
of efficacy, contained in the guidance.

Action, People and Processes

0

Notes

2 Use of knowledge of Perception of Efficcacy to influence its impact upon the public’s
vulnerability.
2a

The approaches (systems, processes and procedures) that we use for
managing the public's vulnerability use up to date knowledge of management
of the their perception of efficacy.

0

0

0

2b

We use these systems to positively influence the public's perception of efficacy
before, during and after a CBRN incident.

0

0

0

0

0

0

0

0

0

0

0

0

3 Sharing and Maintaining of Knowledge

3a

We actively share our knowledge of perception of efficacy and discuss the
issues that surround it with stakeholders (e.g. the first responder community,
the public, Local / Government Authorities, the Red Cross, disability groups
etc).

4 Embedding
4a

Our approach to the management of perception of efficacy for CBRN events is
consistent with that for similar issues arising from other hazards, i.e. it is part of
an all-hazards approach.

5 Monitoring

5a

Knowledge and experience of the management of perception of efficacy, that
we gain from simulations and real-life incidents, is fed back into our systems
and management approaches

Experience

UNCLASSIFIED

Notes

6a

We have proven the effectiveness of our approaches for the management of
perception of efficacy by using them in real-life incidents involving CBRN
materials.

0

0

0

6b

We have proven the effectiveness of our approaches for the management of
perception of efficacy by using them in simulations and training exercises
involving CBRN materials.

0

0

0
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Effectiveness of Communictions
Scores

Effectiveness of Communication refers in this case to how well communication is used as a tool
for influencing perception of threat, perception of efficacy and trust in responders.
Brief
Description

In order to score well you should be able to demonstrate awareness of the key issues that
determine effectiveness of communications including those detailed below.
You should show that these issues are reflected within the culture, systems and are operated by
the user group. You should consider perception of threat, perception of efficacy and trust in
responders in each case.

Knowledge
R-KPIs

Knowledge and Technology

B
e
f
o
r
e

D
u
r
i
n
g

A
f
t
e
r

0

0

Notes

1 Current body of knowledge relating to public trust in responders
1a

Our teams that are responsible for providing support to the public before, during and
after an incident are aware of the key issues relating to communication as contained in
the guidance.

Action, People and Processes

0

Notes

2 Use of and maintenance of knowledge of communication strategies to manage vulnerability.
2a

Our systems, processes, procedures and approaches for managing the public have
been designed using up to date knowledge of communication strategies.

0

0

0

2c

We use communication strategies to positively influence the public’s perception of
threats.

0

0

0

2d

We use communication strategies to positively influence the public’s perception of
efficacy.

0

0

0

2e

We use communication strategies to positively influence the public’s trust in
responders.

0

0

0

0

0

0

0

0

0

0

0

0

3 Sharing and Maintaining of Knowledge
3a

We actively share our knowledge of communication strategies and discuss the issues
that surround it with stakeholders (e.g. the first responder community, the public, Local /
Government Authorities, the Red Cross, disability groups etc).

4 Embedding
4a

Our approach to ensuring effective communications from CBRNE events is consistent
with that for similar issues arising from other hazards, i.e. it is part of an all-hazards
approach.

5 Monitoring
5a

Knowledge and experience of using communication stategies to manage vulnerability,
that we gain from simulations and real-life incidents, is fed back into our systems and
management approaches

Experience

UNCLASSIFIED

Notes

6a

Our communications systems and procedures have been used and proven to be
effective in influencing public vulnerability in real-life situations.

0

0

0

6b

Our communications systems and procedures have been used and proven to be
effective in influencing public vulnerability in simulated situations

0

0

0
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Vulnerability Summary
The markers on the graphic below shows the balance between effectiveness of arrangements for the management of the public's behaviour
(and hence vulnerability) and management of the public's Perception of Efficacy (of themselves and of supporting services). Separate entries
are presented for the periods Before, Duirng and After and incident. The types of behaviour that the public may be expected to show, during
an incident, can be estimated by considering external variables such as recent history of adverse/positive incidents and background threat
levels by noting the way in which these will modify the positions of the markers; adverse experience will generally increase the public's
Perception Threat and push the markers upwards and perhaps to the left; recent positive experiences will push the markers downwards and
perhaps to the right; a lack of any recent experience (of any sort) and a low threat level will push the markers downwards. Thus the graph
illustrates the potential margins between the onset of different types of behaviour. The graphic, and in particular the boundaries between
behaviour regions, is indicative only.

Behaviour Prediction Summary
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PRACTICE Resilience Matrix
Psychosocial Wellbeing Management Systems
B - Overview
The spreadsheet is to be used to assess the arrangements for the management of the psychosocial wellbeing of the public. It
uses the model developed by PRACTICE that is presented in D8.3, D8.6 & D8.7 and developed further in D8.16. Key to this
model is the management of the following four factors;

Perception of Threat

Perception of threat relates to the public perception of CBRN threats in respect
of parameters such as likelihood of a threat or the significance of its
consequences.

Trust in Responders

Trust in Responders refers to the relations between the public and the
authorities that manage and respond to CBRN incidents. Specifically, it is
concerned with the public’s perception of authorities as trustworthy or
untrustworthy.

3)

Perception of Efficacy

Perception of Efficacy refers to the public perceptions of the efficacy and
personal costs of recommended responses to CBRN incidents, coupled with the
self-appraisal of members of the public concerning their ability to perform
these responses. It is indicated by how positively or otherwise members of the
public would answer questions such as “What is there that I can do?”, ”How
good will it be?”, Do I want to do it?”, “Am I capable of doing it?”.

4)

Efficacy of Communications

Effectiveness of Communication refers in this case to how well communication
is used as a tool for influencing perception of threat, perception of efficacy and
trust in responders.

1)

2)

The spreadsheet contains four consistent sets of Resilience Key Performance Indicators (R-KPIs), one for each of the above.
These are subdivided under the headings of Knowledge, Action and Experience.

B - Guidance for Use
1 On the 'Start' sheet, enter details of the system that you are assessing and users involved in the assessment.
2 Select the relevant sheet for the Factor that you wish to consider. Click the 'Guidance' button at the tope left
corner of the cell to display the key guidance summary - clicking the button again will hide the guidance summary.
2 For each of the R-KPIs listed for the Factor that you are considering enter a score in the range 0 to 5 in the 'Scores'
column, where 0 indicates that the R-KPI has not been addressed at all and 5 indicates that it has been fully met.
Do this for each phase (i.e. Before, Duirng and After an incident). The R-KPIs are not intended to be exhaustive or
comprehensive but to highlight key areas that the user needs to consider. Note that only integer scores (0, 1, 2, 3,
4, 5) are allowed. Blank entries are not allowed.
3 Hovering the mouse pointer over the some cells in the 'Scores' column will, in many instances, cause a guidance
hint to pop up. This will disappear once the pointer is moved away.
4 Pressing the 'Notes' button next to any group of R-KPIs causes a separate area to pop up where details of
evidence/justification for the scores may be recorded. Note that this will overlap with the Guidance summary
unless that has been hidden - see note 2.
5 Once all R-KPIS have been scored, for all Factors, return to the 'Start' sheet and press the 'Calculate Now' button.
This will cause a summary sheet to pop up showing an indicator of the type of behaviour that could be expected.
6 Pressing the 'Consolidate Notes' button on the 'Start' sheet will cause a separate summary sheet to be created that
contains a consolidated set of notes, suitable for printing out. This summary sheet will be hidden if any changes
are made to the notes on the other sheets but it may be re-displayed at any time by pressing the 'Compose Notes'
button on the 'Start' sheet.
7 Pressing the 'Reset All Data' button on the 'Start' sheet will delete all of the scores and notes.
8 Use the Tabs at the bottom of the spreadsheet to navigate.

Return to
Start
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