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identification of relevant information sources during events, (iii) to mitigate the societal impact on
communities and individuals post event, and (iv) to identify solutions aimed at recovery.
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Abbreviations
Abbreviation

Meaning

AB

Aktiebolag

BV

Besloten Vennootschap

BBC

British Broadcasting Corporation

BICC

International Convention Centre, Birmingham

CBE

Commander of the British Empire

CBRN

Chemical, Biological, Radiological and/or Nuclear

CBRNE

Chemical, Biological, Radiological, Nuclear and/or Explosive

CEN

Comité Européen de Normalisation

ES

Emergency Services

EU

European Union

FFI

Forsvarets Forskningsinstitutt (Norwegian Defence Research Establishment)

FP

Framework Programme

HPA

Health Protection Agency

KCL

King’s College London

MIUN

Mittuniversitetet (Mid-Sweden University)

NB

Nota Bene

NCSRD

National Center for Scientific Research “Demokritos” (Greece)

NHS

National Health Service

PA

Public Address

PRACTICE

Preparedness and Resilience against CBRN Terrorism using Integrated
Concepts and Equipment

RAD

Royal Association for Deaf People

RNIB

Royal National Institute of Blind People

SGSP

Szkola Glowna Sluzby Pozarniczej, Poland

TV

Television

UCL

University College London

UK

United Kingdom

UMU

Umeå Universitet European CBRNE Centre

VVI

Verejná Výzkumná Instituce (Czech Public Research Institution)

WP

Work Package
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Executive Summary

The document describes the D8.4 Workshop held in January 2012 to gather the ‘needs,
uncertainties and perceived vulnerabilities’ of the stakeholders of Project PRACTICE. Members of
the public (disabled and able-bodied) were invited to provide their views and reactions to a threat
scenario (developed under D8.1) involving the release of sarin at a conference in Birmingham.
The Workshop was also attended by emergency services and CBRN experts. This provided an
opportunity to gather their views on the handling of emergencies and on the concerns of the public
regarding CBRN matters.
The event was centred on three Focus Groups. The opinions expressed in these groups have
been recorded for use in the Resilience Matrix (D8.3, D8.6 and D8.7) and the three User Manuals
(D8.11, D8.12 and D8.13).
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Introduction

Deliverable 8.4 of Project PRACTICE is the conduct of a ‘Stakeholder Workshop’. This is a
meeting for gathering, discussing and recording stakeholders’ existing knowledge of CBRN events
and their associated ‘needs, uncertainties and perceived vulnerabilities’. To obtain as broad a
spectrum of views as possible, the Workshop is to be attended by ‘members of the public (both
able and disabled) and representatives of public bodies, welfare groups, community groups and
disability groups’.
The Workshop was organised by CBRNE Ltd and held at Lucas House, University of Birmingham
on Thursday, January 26th, 2012. The Workshop and this document describing it form D8.4. The
many associated documents are included as Appendices.

3.

Objectives

The objective of this document is to report, from the perspective of CBRNE Ltd, the organisation,
delivery and evaluation of the Stakeholder Workshop.
The intention is that the findings of the Workshop should inform the User Manuals (D8.11, D8.12
and D8.13) being developed by KCL and Mid Sweden University (D8.13) and the Resilience Matrix
(D8.3, D8.6 and D8.7) under development by CBRNE Ltd.

4.

Methods

4.1 Communications
The primary medium for developing the Workshop was the ‘Arrangements’ document included as
Appendix 1. This was shared among the project team by email and published on the CAMBRO
website.
Communication with the Workshop participants was principally by telephone and email.
joining instructions (in Appendix 2) were sent out three days prior to the event.

The

4.2 Participants
One of the main difficulties in organising this type of event is attracting suitable participants, and
there were indeed significant problems in recruiting some of the stakeholder representatives.
Section 4.3 outlines the difficulties peculiar to the disabled. Fortunately, our attendance at
Exercise Birmingham Shield on 30th October 2011 allowed us to contact the organisers of the
public volunteers for that event. We are indebted to members of the British Red Cross for their
assistance.
Ideally, Workshop participants would have been completely naïve regarding CBRN matters. This
is because people’s opinions and behaviours depend considerably on their experiences and foreknowledge and the intention was to understand the majority position: most people have never been
involved in a CBRN incident and this is the audience for the public-facing user manual.
Our inability to offer full compensation to the attendees for their time and expenses proved less
problematical than might have been expected.
In the end, we attracted 43 participants, including 10 members of the research team. Appendix 3
contains full point of contact information.
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4.3 Attracting disabled participants
As it is clearly impossible to encompass the huge range of possible disabilities in a Work Package
of this limited size, we decided to target just two: hearing and sight impairment. We contacted
agencies such as British Red Cross, Action on Hearing Loss, BID Services, British Deaf
Association, Deaf Direct, Royal Association of Deaf People, Royal National Institute for the Blind,
Birmingham Royal Institute for the Blind, Queen Alexander College (for the Blind), and Action for
Blind People, as well as local clubs for the deaf around Birmingham. We even contacted
organisations such as the British Computer Association of the Blind and the local football club for
deaf people. However, as the event approached it became clear that it was much harder than we
expected to get commitments to attend. On the eve of the event a member of the team resorted to
visiting a local Deaf Cultural Centre to introduce the event and in fact managed to enlist support
which proved very beneficial the following day.
Ultimately the British Red Cross, Action on Hearing Loss and BID Services provided five disabled
people (one of whom had a dual role representing an organisation for the hard of hearing) out of 19
members of the public – 26% of the total.
A further complexity associated with participants with hearing impairment is the requirement for
interpreters skilled in British Sign Language. It is difficult and expensive to obtain the services of
such interpreters, bearing in mind that they will usually work for only around 30 minutes before
needing a break. They also appreciate being provided with any written material in advance, to
allow them to become familiar with the terminology and concepts to be conveyed.
In summary, for the purposes of preparing for the validation exercises (D6.5, D6.7 and D6.9) it is
worthwhile to record the need to plan well ahead when recruiting disabled members of the public.
Initially we considered that three weeks would be sufficient. As it turned out, three months would
have been a better time scale.

4.4 Design of Agenda
Table 1 shows the Agenda for the day. At its heart are the three Focus Group sessions before
lunch. In the afternoon, Emergency Services (ES) experts presented their experience and
opinions on CBRN incidents.
Early drafts of the Agenda placed the expert presentations before the Focus Groups, with the
intention of ensuring that the opinions expressed would be informed by the factual information on
CBRN incidents conveyed by the experts. However, to preserve the naïveté of the participants, so
that the opinions recorded reflected the general views of the population, the presentations by the
experts were moved to the end of the Agenda.
The afternoon proceedings were split into two parallel sessions, so that the views of the experts
could be elicited and recorded without extending the finishing time.
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Table 1: Agenda items
Time

Title

Personnel

Content

08:30

All project personnel to arrive

09:30

Registration

All

Signing of Consent Form (given in Appendix 4)
Signing of Attendance form (given in Appendix 5)
Distribution of Notes for Participants (given in Appendix
6)
Tea and Coffee

10:00

Workshop
Introduction

Dominic Kelly
(CBRNE Ltd)

A brief overview of the project PRACTICE in relation to
this workshop)

10:10

Introduction to
Focus Groups

Brooke Rogers (KCL)

An introduction to the experiences and processes that
typically occur during emergency evacuation and
decontamination.
A description of the focus group process and its
objectives: to find out what the members of the public
know and want to know, how they would feel and react
to the incident, who they would expect to involve in
terms of emergency response, what they would expect
to happen, and what messages they would like hear
before, during and after an event.

10:30

Refreshments

Tea and coffee

10:45

Focus Groups

All

12:30

Lunch

Light lunch

13:15

Plenary

Chaired by Brooke
Rogers and assisted
by Focus Group
facilitators and/or
chosen participants

Summarising the findings of the Focus Groups

13:45

Expert
presentations
Chaired by
Dominic Kelly

Rob Mitchell (West
Midlands Fire Service)

"Management by the West Midlands Fire Service and
other First Responders with regard to human behaviour
during a CBRN event"

Lynda Scott
(Birmingham and
Solihull NHS)

“The importance of communications to human
behaviour in an emergency and the implications of
getting it wrong”

Jamie Braybrook
(CBRNE Ltd)

“The basic characteristics and effects of a CBRN
incident and actions to take to increase your
survivability”

Expert panel

Brooke Rogers
Richard Amlôt (HPA)
Dave Usher

An opportunity to gather the opinions and reactions of
the CBRN professionals

14:45

Conclusion

Dominic Kelly
Dave Usher

A review of the day and an expression of thanks.

15:00

End

Described in Section 4.5

4.5 Composition of Focus Groups
We divided the Workshop participants into three Focus Groups, so that no Group contained more
than 11 people. Each Group took place in a separate room and was managed by an experienced
facilitator and a scribe who recorded the emerging information on a flip chart. The use of this
medium was significant in that it allowed the participants to see and challenge the record being
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made, thereby improving its accuracy. The notes are detailed in Appendix 6 and summarised in
Section 5.2.
In allocating the participants to each group, we considered the two principal options:

•

Forming specialist groups for first responders, the members of the public and
representatives of particular sorts of people. The advantage here is that it allows the
responses of the different types of stakeholder to be more clearly distinguished and
prevents the experts from influencing opinion. However, we felt the experts would have
rehearsed their methods of dealing with CBRN incidents many times in various exercises
and their responses to the Injects would be based on their procedures – which could be
collected more efficiently in a different forum.

•

Forming general groups, with roughly similar numbers of representatives of ethnic
minorities, experts, disabled and able-bodied people. This would have a number of
advantages, not least allowing the experts to hear at first hand the opinions of the public.
Moreover, it avoids representatives of ethnic minorities being grouped with disabled
people, which might contravene the Equality Act.

In the end, a compromise was reached. General groups would be formed, but the role of the
experts would be circumscribed – they would say little and would not wear their uniform. Their
views would be gathered in a separate session in the afternoon.

4.6 Development of Focus Group Injects
As described in the ‘Arrangements’ document, the scenario chosen for the Workshop was the
deliberate release of the nerve agent sarin at the beginning of a conference at the International
Convention Centre, Birmingham (BICC), as developed in D8.1 [Ref 1]. The three phases of the
scenario were revealed by Injects – written descriptions handed out to the participants – as follows:

• A mock newspaper article (given in Appendix 7) describing a news conference in which
the Home Secretary announces a heightened national security level following the theft of
CBRN materials and the hacking of procedures for turning them into a bomb. The
principal difficulty with creating this Inject was to choose an appropriate journalistic style,
on the spectrum from a measured broadsheet report to a tendentious tabloid exposé. A
broadsheet style would convey more information, but would represent less well the type of
news coverage experienced by most people. We chose to emulate the style of a midmarket newspaper such as the London Standard or the Times. The final paragraph of the
Inject mentioned notional cuts in anti-terrorist funding, with the intention of probing
people’s perceptions of the reality of the risks discussed by the Home Secretary.

• The second Inject was a description of the incident itself at the BICC (given in Appendix
8). Here, the guiding principle was to describe the unfolding events dispassionately, in
order to elicit the emotions that would be felt by the Group in the circumstances. Terms
such as ‘panic’ or ‘stumbling around’ were avoided so as to avoid ‘leading’ opinion. The
final sentence of the Inject (“You want a medical check-up and you work your way towards
the back of the crowd”) is an attempt to investigate whether people would try to escape
from the scene and go directly to hospital for a check-up, without specifically mentioning
the possibility in the text.

• The final Inject is a description of the post-incident events (given in Appendix 9). The
requirements for decontaminating the victims of a CBRN incident are in themselves quite
traumatic for some people and this Inject investigated their reactions to being asked to
disrobe and shower and being dispossessed of their phone and personal effects. Again,
the wording was a compromise between indicating what they might be required to do in an
emergency and eliciting what their reactions might be.
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4.7 Development of Focus Group facilitator script
A script is invaluable in ensuring that a Focus Group addresses the questions for which it was
convened [Ref 2]. It provides methodological continuity across the groups, the effective use of the
participants’ time and the generation of consistent and comparable datasets.
The script that we developed for the Workshop contains instructions for the facilitators, suggestions
for their introductory remarks and the questions to be asked of the Group. It is given in Appendix
10. There are 28 questions, evenly distributed across the three phases of the scenario. During its
development, the script was distributed to the three facilitators, the scribes and KCL for comment.
As mentioned in Section 2, the Workshop was constituted to determine the ‘needs, uncertainties
and perceived vulnerabilities’ of the public. We did not ask the participants directly about their
perceptions of vulnerability because the concept is not well defined and understood. The solution
we devised was to include prompts against very general questions, as shown below.
What do you think would be the most difficult aspect of this situation?
NB: Prompt for a variety of responses.
psychological.

Remember we are interested in ‘vulnerabilities’. These could be physical or

The need to avoid leading questions complicated the development of the script, as it did the Injects
as described above. Terms such as ‘frighten’, ‘vulnerable’, ‘panic’ and ‘terrorist incident’ were
deemed likely to predetermine the responses. Another requirement was to ensure that the
questions included those necessary for the development of the Resilience Matrix.
In the event, the transcripts show that as the discussions developed the facilitators deviated
considerably from the script.

5.

Results

The data collected at the Workshop are summarised in this Section.
discussion of the significance of the findings.

Section 6 contains the

5.1 Written responses to Focus Group Injects
As soon as the participants had read the inject introducing each phase of the scenario, they were
asked to write a response in their Notes. In addition to the primary question about their reaction,
the Notes contained subsidiary questions to help elicit the information: What do you think? What
do you feel? What would you do? What are your other thoughts and feelings?
Table 2 summarises the responses, which are set out in full in Appendix 11. In some cases the
handwriting of the participants was very hard to decipher; an entreaty to make the writing legible
would have been valuable.
Another procedural finding was that the whole of Group 1 listened attentively as the Injects were
read out, ostensibly for the benefit of the blind participants. This experience indicates that it would
be valuable to read text-based Injects aloud as well as distributing handouts, whether the
participants were blind or not.
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Table 2: Focus Group written response points by phase
Phase
Pre-incident:
the newspaper
article

The incident:
a sarin attack

Post-incident:
the
decontamination
instructions

Points from the three Focus Groups

• Considerable worry about the effects on the person and family members
• Substantial scepticism regarding the truth of the article. Is it just scaremongering

or is the

government hiding something?

• A feeling of helplessness
• Travelling on public transport should be avoided
• Confidence in the ES
• A need for more information
• A need for support for British Sign Language (from the hard of hearing)
• A strong need to leave the venue as soon as possible
• A willingness to help others avoid the effects and leave the venue
• Considerable concern over the nature of the threat: worried, terrified and confused
• Need to communicate with family members to reassure them
• Need to understand the risk
• A fear of being left alone and that the dog might panic (from the partially sighted)
• No information from announcements will be heard (from the hard of hearing)
• Very strong antipathy to the decontamination showers. Particularly because of the cold water and
the lack of separation of men and women. Questioning why the showers are necessary and how
effective they are

• Loss of personal effects (asthma inhalers, phones) is very traumatic
• Strong confidence in the ES and an (almost) universal willingness to follow the instructions given
• Worry about further contamination from the decontamination processes
• Safety must be communicated to family members. Flow of (correct) information from officials very
important.

• People would try to prevent panic by helping out and giving reassurance
• Waiting around would be annoying
• Worry about how assistance dogs will be decontaminated (from the partially sighted)
• Lip reading is not possible with protective clothing. Gestures can be understood (from the hard of
hearing)

5.2 Summary of Focus Group discussions
The contents of the Focus Group flip charts are presented in Appendix 12 in a five-heading format.
Table 3, Table 4 and Table 5 summarise the information from all three Groups under these
headings for each phase of the incident.
Transcriptions of the discussions have been created and are available from the research team.
Table 3: Focus Group discussion points (phase 1: pre-incident)
Heading
Information
needs

Points from all three groups by heading

• Most

participants had heard of Sarin and knew something of its effects, but there was a strong
need for more information, particularly about protective measures

• Practical advice was required, but the problem of too much information was recognised
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Points from all three groups by heading

• Language issues were important.

The hearing impaired would need British Sign Language and
felt visual presentation of information would be useful

• The most trusted news organisation was the BBC
• An official website was suggested, since entering CBRN search terms into a search engine might
be misinterpreted as terrorist activity.

• Information sources (phone, text, TV) should be combined into a single point of reference
(Intended)
behavioural
response

• Avoid cities and public transport
• Take children out of school
• Changes in behaviour imply terrorists have ‘won’

Risk and risk
response
perception

• A terrorist incident involving CBRN was thought less likely than an accident with CBRN materials
• Concern for family
• Sarin’s invisibility raises risk
• Cyber-attack potentially most dangerous aspect

Miscellaneous

• The role of social networking media in engendering panic (ref the UK riots in summer 2011)
• Concern about the effect of the incident on the number of calls to the ES
• The

newspaper article was judged to be sensational and contained few facts.
scepticism about its truth

There was

• People might adopt a mutually supportive mentality (as in the London blitz)
To summarise the ‘pre-incident’ themes contained in the table: the need for better information
about CBRN threats, in various media and languages, is central. The threat from sarin is not in
itself thought significant. Concern for the safety of dependants would be paramount in an incident.
Table 4: Focus Group discussion points (phase 2: the incident)
Heading
Information
needs

Points from all three groups by heading

• Safety announcements are needed at concerts, not only conferences
• Knowledge of dependents’ welfare is vital
• People need to know clearly where to go and what to do

Information
channels

• CBRN first responders could wear a distinctive uniform, becoming ‘recognised officials’.

A uniform

is important for trust, as is reassuring body language

• Dialling 999 would be likely
• There

is a strong need for prompt accurate information, even if the content is serious. Wellexplained information from a trusted source would be obeyed

• Security staff should provide encouragement and assistance, not just escape information
• There

would be problems in communicating with deaf people. Public Address announcements
would be of no use: emergency display screens could be used, or flashcards in the
decontamination pack
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Points from all three groups by heading

• Most people would try to get out as fast as possible, perhaps helping others on the way (if they
could)

• There is a moral obligation not to obstruct the first responders
• Panic (‘behavioural disorder’) would be likely
• Cover face and skin
• The safety of family members is paramount
• The symptoms of sarin poisoning (spitting blood etc.) raise the possibility of contagion

Risk and risk
response
perception

• The appearance of first responders in high-visibility Personal Protective Equipment would be likely
to raise concern: why do they need it? They might be terrorists in disguise

• An awareness of the risk of contamination and consequent death
• Confusion, distress and disbelief
• General confidence in the ability of first responders

Miscellaneous

• The

management of the venue should be blamed for not acting on the threat, which was
publicised in Inject 1

• Could first responders have special unimpeded access to the hall?
• Although there are many emergency exercises, they seldom involve members of the public
• People might not attend the conference because of the threat described in Inject 1
• Deaf people might not even notice the incident if it happens behind them
In summary, the public’s confidence in ES personnel is very high, but would be enhanced by a
distinctive uniform and a reassuring manner. The incident would cause considerable concern,
even panic. Accurate and timely information is needed. Deaf people would find it difficult to
recognise the occurrence of the incident and to respond to instructions.
Table 5: Focus Group discussion points (phase 3: post-incident)
Heading
Information
needs

Points from all three groups by heading

• Information

is needed on the effectiveness of the decontamination processes, particularly the
shower. How does disrobing help?

• What will happen to my personal belongings?
• Do assistance dogs need de-contaminating?
• Clear guidance needed from recognisable officials, with explanations
• Reassuring messages are needed
• Am I in danger?
Information
channels

Can you help? When can I go home?

• General

confidence in the ES. The ambulance service was trusted most. Reluctance to give
personal details

• Written

handouts explaining treatment options, the decontamination rationale, methods of
contacting family

• Information should be provided by a single team
• Lip-reading is not possible through face masks
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Points from all three groups by heading

Heading
(Intended)
behavioural
response

• Great reluctance to undress in public.

Muslims in particular would feel humiliated. Separation of

the sexes is essential

• People would shower again when they got home
• People would do as instructed by officials and PA announcements.

However some felt they would

want enough information to decide whether to do so

• More likely to comply with instructions if contamination is observed
Risk and risk
response
perception

• Psychological counselling might be needed to avoid Post Traumatic Stress Disorder

Miscellaneous

• Could the showers be warm?

• There is awareness of the potential for contamination by others in the queue for the showers
• Assistance dogs will fight if penned together
• People with disabilities (wheelchair users in particular) need special decontamination treatment
• Education in CBRN incidents should start in school
• The ES personnel should show more caring than Inject 2 describes
• The decontamination process is dehumanising, but the presence of the ES is reassuring

The ‘post-incident’ themes are dominated by the decontamination showering process: why is it
needed, is it effective, can men and women be separated, do dogs need it, and why is the water
cold? People are greatly concerned to recover their belongings afterwards.
The views expressed verbally in the Focus Groups are very similar to the written responses
described in Section 5.1. This shows that the stakeholders’ views are forcefully held and were not
influenced by the discussion. The main difference is the emergence during discussion of the idea
of providing a central source of CBRN-related information.

5.3 Plenary discussion
Members of each Focus Group spoke to the gathering about the discussion in their group in each
phase of the developing incident. The points set out in Section 5.2 were rehearsed, and a brief
discussion followed.

5.4 Summary of Expert Panel discussion
As discussed above, experts from a variety of ES were present in a listening capacity in the
morning’s Focus Groups. Their views on what they heard (and on CBRN issues in general) were
gathered in a panel session in the afternoon. The notes taken during this discussion are set out in
detail in Appendix 12. The following are the most significant findings:

•

The experts stated that they appreciated being included in the Focus Groups because
such opportunities are rare.

•

The public needs to know more about what to do in the event of a CBRN incident. A broad
range of media can be used to build trust via non-technical dissemination of information.
Some simple guidance booklets (similar to those for influenza) could be used. Members of
the public need to know “what does it mean to me?”

•

The public should be educated in CBRN threats and protective procedures. The experts
were aware however of the government policy restricting the dissemination of information
to avoid panic and jeopardising security investigations. Greater education in the threat
might be a way of coping with funding cuts to the ES.
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•

The panel discussed the effect on the public of the arrival of personnel in CBRN suits.
There are difficulties in providing effective Respiratory Protective Equipment, both for first
responders and the public.

•

The panel felt that members of the public do not understand the distinction between
casualties and survivors, and have an optimistic view of their chances of surviving a CBRN
incident.

•

The panel felt it was unrealistic of the public to expect their personal effects to be returned,
since it would be prohibitively difficult to decontaminate them.

•

The public believe themselves to be more altruistic than the experience of the panel
members suggests.

•

The public’s need for empathetic treatment was noted, but the panel was concerned about
the practical problems.

•

The panel perceived a need for more realistic emergency exercises – with non-compliant
participants – based on specific scenarios.

•

Information and results from Project PRACTICE should be passed to the Office for
Security and Counter-terrorism.

The Expert Panel did not discuss the issue of the anxiety they might feel on entering a hazardous
area, and how it would affect their behaviour.

5.5 Expert Q&A session
The Expert Q&A session took place in parallel with the Expert Panel. Three experts in the field of
CBRN and emergency response gave brief presentations and answered the questions that arose
from the floor.
Rob Mitchell, of the West Midlands Fire Service, is the Hazardous Materials Advisor at the BICC’s
Technical and Operational Support Directorate. Lynda Scott is Director of Communications for
NHS Birmingham & Solihull. Jamie Braybrook, of CBRNE Ltd, is an experienced first responder
and expert in CBRN resilience.
5.5.1 Rob Mitchell
Q

How long does it take to set up decontamination tents/packs?

A

The target time is 80 minutes from the start of the incident to water running through the
decontamination system. However, some victims require more immediate care and have to
be dealt with by ‘first aid’ decontamination measures, such as makeshift showers.

Q

What happens to the contaminated water from the showers?

A

There are a number of contaminated water ‘dams’ that contain the contaminated water.
We keep this water in the dams for about an hour before disposal.

Q

Wouldn’t some training/awareness for the public about decontamination procedures be
helpful?

A

Yes it might, but because the decontamination process is mostly related to terrorist acts we
tend not to have training as such for the public.
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5.5.2 Lynda Scott
Q

Is there scope for sending out information to the public that is not open to interpretation or
spin by the media?

A

What is important is that information and advice needs to come from a trusted source. In
Birmingham we have a list of ‘trusted’ people to get the message out.

Q

To what extent do you think you can limit panic through communication to the public?

A

In the communications organisation we play an important and key part; we talk to the public
directly and have a massive role to play.

Q

What about the issue of decontamination for Muslim women; is there a procedure?

A

The majority of services in Birmingham are used to dealing with multi-race and cultural
issues and procedures are embedded in all that we do. I can’t speak for other cities.

5.5.3 Jamie Braybrook
Q

I am partially sighted and need to touch and feel my way around, but you said we shouldn’t
touch anything for fear of being contaminated.

A

It is important to take as much care as you can.

Time constraints meant that this presentation had to be curtailed, but more questions were
answered individually later in the day.

6.

Discussion

In this Section we draw inferences from the qualitative data set out above. The broad themes of
opinion and concern expressed at the Workshop are discussed in the context of their relevance to
subsequent Project PRACTICE deliverables.

6.1 Resilience Matrix
As mentioned in Section 3, one of the purposes of the Workshop was to provide information for the
Resilience Matrix (D8.3, D8.6 and D8.7). The Resilience Matrix is a tool that permits the
assessment of the knowledge possessed by (for example) first responders regarding how people
affected by a CBRN incident perceive the factors contributing to their vulnerability to it. Using
these data, the tool examines the extent of knowledge of how the people will behave in an
incident.
Within Project PRACTICE, the Resilience Matrix concept is shaped by the capture of information
on the differences between public and expert knowledge. From Section 5 we can distinguish the
following principal differences between the experts’ and the public’s views on CBRN matters:

•

The experts felt a strong need for educating the public in CBRN threats and the
appropriate protective measures. Although the members of the public at the Workshop
confirmed that such information would be valuable, they would prefer to access it only
when required, perhaps prompted by the publicity surrounding a specific threat.

•

The experts regarded it as unrealistic to return personal effects taken from people during a
CBRN incident, since decontaminating them would be difficult and expensive. Members of
the public naturally regarded the return of their property as a very high priority.

•

The experts doubted the belief that people will help others in an emergency. This point is
discussed further in Section 6.3.
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The experts felt the public overestimates the chance of surviving a CBRN incident. In
other words, they believed the public is not sufficiently aware of the toxicity of CBRN
agents.

6.2 Panic
Panic is mentioned in Table 4 as a possible behavioural response in the Incident phase. However,
the accepted definition of the term is uncontrollable fear or anxiety, often causing wildly unthinking
behaviour [Ref 3]. Such a response has been found to be very rare [Ref 4]. For example, the
media reported outbreaks of panic on the streets of New York during the 9/11 attacks on the World
Trade Centre, but those who were involved do not agree. The majority of reports of this incident
suggest that even when the imminence of danger had been communicated and understood, the
evacuation was orderly and co-operative [Ref 5]. Fear might have been present, but panic was not
[Ref 6]. Research into the 7/7 bombings in central London supports this view. Whilst fear and
distress were reported, panic did not develop. Orderly and seemingly calm evacuations took place
in the presence of real danger.
As a final example, there was very little public reaction to the poisoning of Alexander Litvinenko
with polonium-210 in London in 2006. The calm response was attributed to the successful
communication of the minimal level of risk [Ref 7].
Thus we believe that behaviour meeting the accepted definition of panic is rarely found in realworld emergencies. ES personnel should not lose sight of the possibility, but should focus on more
likely behaviours.

6.3 Solidarity
We note that the Focus Group participants aver that they would help others in a CBRN incident,
but that the experts doubt whether that would happen in practice. Some members of the public
questioned their own ability and willingness to help.
There is evidence on both sides in the academic literature. During the 9/11 and 7/7 terrorist
incidents, people were seen to help each other, and observers described altruism and a great
sense of solidarity amongst those affected [Ref 8].
The issue of solidarity should be addressed by observing people’s behaviour at the exercises
planned for Project PRACTICE – D6.5 in the UK and D6.9 in Sweden.

6.4 Information
A theme that emerged strongly from the Focus Group discussions was the public’s need for
information. Their perception was that accurate information on the status of the incident – the
threat, the evacuation, the casualties – should be provided as soon as it is available.
This requirement has a superficial attraction, but is beset with practical and theoretical difficulties.
It is obvious for example that the truth can take time to emerge, and so it is not clear what should
be said until it does. Is it better to say nothing, to say something formulaic or simply to offer
unsubstantiated reassurance? A need for reassurance was expressed at the Workshop, but the
overwhelming perception was a need for the truth. But truth is itself an elusive concept: ‘relevant
facts’ might be a more practicable guideline.
Moreover, the situation might be much more hazardous than the people being evacuated currently
believe, and providing accurate information might cause behaviours that make the evacuation
slower and more traumatic. The experts are looking to Project PRACTICE for a solution to this
quandary.
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The information issue is discussed extensively in D8.8 [Ref 9] and should be addressed in the
Exercises, alongside the question of solidarity.

6.5 Minority groups
The emergency services should be aware at all times of the diversity of the people they deal with.
Of particular importance are disabled people (with the need to accommodate assistance dogs,
wheelchairs, sign language etc.) and ethnic groups (whose members include those, such as
women of the Muslim faith, whose sensitivities may be only partially understood).
The experts still have a lot to learn about both the public’s perception of them and their emergency
response.

6.6 CBRN information
The final theme to emerge clearly from the Workshop is the perceived need for a source of
information that can be relied on to be accurate and unbiased. Prior to a CBRN incident, and
perhaps as it unfolds, people would like to be able to access up-to-date information on the
likelihood and severity of the threat, the effects of a particular toxic agent and the appropriate
preventive measures.
The Project PRACTICE toolkit is a web-based source of information on CBRN matters. One of the
tools it will contain is the public-facing user manual (D8.11). We believe this manual could mature
into the official source of information envisaged by the stakeholders.

7.

Lessons learned for workshop organisation

The following points might ease the process of conducting similar workshops for FP7 projects in
the future:

8.

•

The budget should cover attendance fees and travel costs for the participants and any
assistants (such as carers or interpreters), as well as the cost of hiring the premises and
transcribing the audio recordings.

•

Recruiting disabled participants is particularly difficult and takes a considerable time.

•

Recruiting naïve participants is important but difficult.

•

Focus group facilitators will not follow a script verbatim. The discussion of the participants
must be allowed to flow.

•

It is helpful to read Injects aloud to Focus Groups, in addition to distributing them in written
form.

•

Portable digital audio recorders are invaluable in the data capture process. However, care
must be taken to position the recorder for best performance.

•

If participants are to record their views in writing, legibility should be encouraged.

Feedback

We believe those who attended the Workshop found it an interesting and enjoyable experience.
Several participants expressed their thanks, saying they were pleased with the opportunity to voice
their views. We received particularly positive feedback from Adrian Powney (Red Cross), Scott
McGarrigle (West Midlands Police) and Henry Skinner (Action on Hearing Loss Midlands).
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Conclusions

The D8.4 Project PRACTICE Stakeholder Workshop has been held. Its methodology and findings
are reported in this document. The ‘needs, uncertainties and perceived vulnerabilities’ of
PRACTICE stakeholders have been recorded for use in the Resilience Matrix (D8.3, D8.6 and
D8.7), the testing and validation process (D8.10) and the User Manuals (D8.11, D8.12 and D8.13).
Two issues in particular should be explored at the validation exercises: (a) the extent of the
solidarity between those affected by an incident, and (b) the communication of information of a
serious and disturbing nature.

10.
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D8.4 Stakeholder Workshop

Workshop arrangements

Introduction
The objective of WP8 of Project PRACTICE is to provide a toolbox of information, procedures and
processes for understanding the human and societal effects and influences of a CBRNE event.
The output will include measures (i) to inform, educate and prepare the EU citizen for a CBRN
event, (ii) to provide guidance on protective behaviour and the location of relevant information
sources during events, (iii) to mitigate the societal impact on communities and individuals and (iv)
to identify solutions aimed at recovery [Ref 1].
Accordingly, Deliverable 8.4 is a ‘Stakeholder Workshop’: a meeting for gathering, discussing and
recording stakeholders’ existing knowledge of CBRN events and their associated ‘needs,
uncertainties and perceived vulnerabilities’. To obtain as broad a spectrum of views as possible,
the event will be attended by ‘members of the public (both able and disabled) and representatives
of public bodies, welfare groups, community groups and disability groups’.
The information gathered at the Workshop will supply the User Manuals (D8.11, D8.12 and D8.13)
being developed by King’s College London (KCL) and the Resilience Matrix (D8.3, D8.6) under
development by CBRNE Ltd.
The Workshop is the first phase of preparation for the UK Validation Exercise (D6.5). It is no
coincidence that it is taking place in Birmingham, as the Exercise will be located at the Birmingham
International Conference Centre (BICC). Key players from the BICC are attending the Workshop,
as are first responders from the local area. Moreover, the scenario for the Workshop is based on
an event at the BICC.
Additional preparatory phases to take place in Birmingham include the Desk Top Review in
October 2012 and the Walk-Through Exercise in March 2013. The UK Validation Exercise itself is
on August 15th 2013.
The purpose of this document is to describe the proposals for the Stakeholder Workshop. It
constitutes the principal part of Deliverable 8.4.

Background
To provide verisimilitude, the Workshop will be focused on a particular CBRN threat, as described
in a scenario. Eleven CBRN scenarios were developed by FFI earlier in the Project [Ref 2] and a
shortlist was created. The October WP8 team meeting considered the shortlist and decided to
combine the two highest-scoring scenarios (C1 and R3) to create a third, for use later in the Project
Subsequently, team members from Kings College London expressed concerns about the
complexity of the scenario, because the uncertainties, needs and behavioural intentions of
members of the public might differ between chemical incidents and radiological incidents.
Accordingly CBRNE Ltd rationalised the scenario, as abbreviated in Table 1 below. A detailed
description of the scenario, including an interesting piece of research relating to the practicalities of
mixing explosives and Sarin in the same device, can be found in D8.1 [Ref 3].
Table 1: The selected scenario
Ref
C3

Title

Abbreviated description

Chemical attack inside

A suicide terrorist releases sarin (a highly toxic liquid) at his seat during the
opening of a conference in Hall 5 of the International Conference Centre,
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Title

Abbreviated description

BICC – Sarin dispersal.

Birmingham, with 300 people attending.
Several people in the surrounding seats are killed instantly, and many others
are seriously affected by the vapour. The conference organisers ask for the hall
to be cleared and groups of affected people gather outside.
The emergency services arrive and deal with 5 fatalities and 50 casualties.

Format
Date and location
The Workshop has been arranged for Thursday 26th January 2012 at Lucas House, University of
Birmingham, 48 Edgbaston Park Road, Birmingham, B15 2RA.

Participants
Table 2 shows the proposed composition of the Workshop. The participants have been chosen to
capture a wide range of stakeholder opinion. All those present will be given a name badge.
Table 2: Participants
Group

Content

Affiliation

Number

Professionals

Rob Mitchell

Hazardous Materials Advisor, West Midlands Fire Service

1

Sgt Scott McGarrigle

West Midlands Police (Integrated Emergency Management)

1

Carl Ledbury

First responder, Ambulance service

1

David Levesley

NHS Hazardous Area Response Team (HART)

1

Don Cook

Venue Services Manager (BICC)

1

Richard Concanon

Security Manager (BICC)

1

Adrian Powney

Emergency Planning and Training Officer & Interim Area FESS
Service Manager, Staffordshire, Warwickshire & West Midlands (Red
Cross representative)

1

Glen Curry

Birmingham Resilience Team

1

Lynda Scott

Director of Communications, Birmingham and Solihull NHS (NHS
representative)

1

Sarah Home

RNIB Centre for Accessible Information

1

Henry Skinner

Action on Hearing Loss, Midlands

1

Sukhbir Bains

Persons with hearing impairment

2

Hearing interpreters

2

Emily Cribley

Wolverhampton University – Work placement with Danielle Hansbury

1

Zualfgar Hussain

Small Heath Community Forum Ltd, Birmingham

1

Christine Higgins

Age UK, Kingstanding, Perry Barr & Weoley Castle

1

Margaret Sheridan

Person with visual impairment

1

Danny Finney

Person with visual impairment (+Everest – guide dog)

1

James Mclean
Rob Smith
Danielle Hansbury

Additional persons to make up 4 members of <20, 20-50 and >50 age groups

15

Dominic Kelly

Researcher CBRNE Ltd D8.4 Lead

1

Dr Dave Usher

Researcher CBRNE Ltd, D8.4, Event Director

1
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Content

Affiliation

Number

Dr Brooke Rogers

WP8 Lead, KCL

1

Nigel Hale

Researcher CBRNE Ltd, Resilience Matrix Lead

1

John Astbury CBE

Researcher CBRNE Ltd, Focus Group 2 Leader, UK Validation
Exercise leader

1

Jamie Braybrook

Researcher CBRNE Ltd, UK Validation Exercise 2i/c

1

Dr Kristian Krieger

Research Associate, KCL

1

Dr Richard Amlôt

Health Protection Agency

1

Dr Erna Danilesson

MIUN, Sweden

1

Chris Abbott

Project PRACTICE advisory group

1
Total

45

Agenda
Proceedings will commence in the Edgbaston Room at 09:30 with coffee and finish at around
15:00. The workshop will be chaired by Dominic Kelly and Brooke Rogers, and will be directed by
Dave Usher.
Table 3 shows the proposed Agenda. The underlying intention of the running order is to ensure
that the opinions of the participants are captured before they are influenced by expert opinion or
current procedures. Session 8 is split into two parallel sessions, to enable professional opinion to
be recorded and distinguished from that of the public.
Table 3: Agenda items

1.

Time

Title

Personnel

08:30

All project personnel to arrive

09:30

Registration

All

Content

Signing of Consent Forms
Signing of Attendance form
Distribution of Notes for Participants and other
administration
Tea and Coffee

2.

10:00

Workshop
Introduction

Dominic Kelly

A brief overview of the project PRACTICE in relation to
this workshop

3.

10:10

Introduction to
Focus Groups

Brooke Rogers

An introduction to the experiences and processes that
typically occur during emergency evacuation and
decontamination.

Kristian Krieger

A description of the focus group process and its
objectives: to find out what the members of the public
know and want to know, how they would feel and react
to the incident, who they would expect to involve in
terms of emergency response, what they would expect
to happen, and what messages they would like hear
before, during and after an event.

4.

10:30

Refreshments

Tea and coffee to be provided for attendees

5.

10:45

Focus Groups

All
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Time

Title

Personnel

6.

12:30

Lunch

Light lunch to be provided for attendees

7.

13:15

Plenary

Chaired by Brooke
Rogers and assisted
by Focus Group
facilitators and/or
chosen participants

Summarising the findings of the Focus Groups

8.

13:45

Expert
presentations

Rob Mitchell

"Management by the West Midlands Fire Service and
other First Responders with regard to human behaviour
during a CBRN event"

Lynda Scott

“The importance of communications to human
behaviour in an emergency and the implications of
getting it wrong”

Jamie Braybrook

“The basic characteristics and effects of a CBRN
incident and actions to take to increase your
survivability”

Brooke Rogers

An opportunity to gather the opinions and reactions of
the CBRN professionals

Chaired by
Dominic Kelly

Expert panel

Richard Amlôt

Content

Dave Usher

9.

14:45

Conclusion

Dominic Kelly

A review of the day and an expression of thanks.

Dave Usher
15:00

End

Post-meeting
Once finalised, a report of the Workshop will be produced and circulated to all participants, along
with a letter of thanks for their time and assistance. It will also be published on the Project Cambro
website.

Focus Groups
To ensure the views of the participants are comprehensively recorded, the meeting will divide into
three Focus Groups. Each group will be managed by a facilitator and a scribe and will take place
in a breakout room. The furniture will be arranged so that all participants can see each other.
The following locations will be used:

• Focus Group 1: The Harborne Room.
• Focus Group 2: The Moseley Room.
• Focus Group 3: The Edgbaston Room. This room has the hearing loop and so must be used by
the Focus Group attended by those with hearing difficulties.

Table 4 below shows the composition of the three broadly homogeneous groups. Their size (10 or
11 people) will promote creativity while ensuring that all voices are heard [Ref 4]. The
professionals, who will not be in uniform, will act as a resource of information about CBRN events
and emergency response. The facilitator will ensure that their views do not influence those of the
members of the public.

UNCLASSIFIED

PRACTICE

Page 27 of 73

D8.4
UNCLASSIFIED

D8.4 Stakeholder Workshop

Table 4: Focus Groups

1.

Facilitator

Role

Representative

Richard Amlôt

Fire Service professional

Rob Mitchell

Dave Usher

Members of the public aged over 50

Colin Wells (65)
Elizabeth Fruer (66)
Gerry Watts (65)
Kevin Bridgwood (52)
Tony Baker (60)

Age UK

Christine Higgins

Visually impaired persons

Danny Finney (+ Everest, his dog)
Margaret Sheridan

2.

Ethnic minority representative

Zualfqar Hussain

RNIB representative

Sarah Home

Nigel Hale

Police officer

Sgt Scott McGarrigle

John Astbury

Members of the public aged 20-50

Andi Wright (43)
Lisa Rollinson (37)
Marixsa Watson (25)
Rob Bagley (26)
Tsige Tekhle (40)

Red Cross professional

Adrian Powney

Birmingham Resilience Team member

Glen Curry

BICC security

Don Cook
Richard Concanon

3.

Brooke Rogers

Ambulance service professional

Kristian Krieger

Carl Ledbury
David Levesley

NHS

Lynda Scott

Members of the public aged under 20

Daniel Watterson (18)
Henry Oche-Osle (20)
Keely Lowe (19)
Matthew Lovatt (17)
Satnam Singh (20)

Hearing impaired representative

Henry Skinner

Hearing impaired persons

James Mclean
Sukhbir Bains

The facilitators will follow a script in order to ensure that key questions are answered and that the
information needed for the Resilience Matrix is obtained. The scribes will record (anonymously)
the ideas and views expressed using a flip chart and sticky notes. The proceedings will be
recorded digitally.
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The scenario will be revealed to the participants in three phases, each introduced by an ‘inject’, as
follows:
1. Before the event. A mock-up of a newspaper article about cyber crime and the theft
of precursor chemicals will be handed out.
2. Immediate. A sheet will be handed out describing the event itself and the
evacuation of the BICC.
3. Post-event. A sheet will be handed out describing the decontamination process.
The participants will be asked to write a very brief summary of their immediate responses and
reactions to each inject in their “Notes for Participants”.
The script contains eight or nine questions for each phase. The facilitators will encourage each
group to focus on specific questions, to be discussed at the subsequent feedback session. This
will motivate them to complete the task without assistance.
Free discussion and debate will be encouraged, so that the conversation evolves naturally, even if
it strays into other types of CBRN incident. Participants may write their responses to the questions
in their “Notes for Participants” if they prefer, although the emphasis will be on verbal discussion.
The facilitators will summarise the findings at the plenary session.

PRACTICE Participant Tasks
The Workshop participants will carry out the tasks shown in Table 5 during the day.
Table 5: Allocation of tasks
Name

Organisation

Tasks during the day

Dominic Kelly

CBRNE Ltd

(i)

Liaison

(ii)

Workshop Introduction

Dr Dave Usher

Nigel Hale

John Astbury CBE

CBRNE Ltd

CBRNE Ltd

CBRNE Ltd

(iii)

Chair the Expert Presentation

(iv)

Chair the Conclusion

(i)

Director of the Workshop

(ii)

Focus Group 1 scribe

(i)

Registration (Attendance Signatures + Consent forms)

(ii)

Issue of Notes for Participants (+ allocation of number)

(iii)

Focus Group 2 facilitator

(iv)

Scribe for Expert Panel

(i)

Welfare of the Participants

(ii)

Focus Group 2 scribe

Jamie Braybrook

CBRNE Ltd

Liaison for the disabled

Dr Brooke Rogers

Kings College London

(i)

Chair of the introduction to the Focus Group session

(ii)

Focus Group 3 facilitator

Dr Kristian Krieger

Kings College London

Focus Group 3 scribe

Dr Richard Amlôt

Health Protection Agency

Focus Group 1 facilitator

Dr Erna Danilesson

MIUN (Mid Sweden University,
Risk and Crisis Research),
Sweden

(i)

Project PRACTICE WP8 Participant

(ii)

Registration assistant (see above)

Watership Associates Limited

Project PRACTICE Advisory Board Member; Observer

Chris Abbott
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Conclusion
The proposals for the Project PRACTICE stakeholder workshop (D8.4) to be held on 26th January
2012 are set out in detail in this document. The arrangements described will provide the ability to
gauge the needs, uncertainties and perceived vulnerabilities of project stakeholders, particularly
members of the general public, both able and disabled.
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Joining instructions

Thank you for accepting CBRNE Ltd’s invitation to the EU Framework Programme 7 Project
PRACTICE. This workshop will help us to further our understanding of human and societal effects
and influences of a toxic chemical release in a public place. A detailed explanation of the aims and
ambitions of the project and the day’s activities will be given at the workshop. Project PRACTICE
participants supporting the workshop include Kings College London, Health Protection Agency
(HPA), EU CBRNE Centre, Umeå University (Sweden), MIUN (Mid Sweden University, Risk and
Crisis Research).
Date and Time: Thursday 26th January 09.30hrs till 15.30hrs

Dress Code: Informal

Location: Lucas House, University of Birmingham, 48 Edgbaston Pk Rd, Birmingham, B15 2RA
Lunch: will be served. Please email dominic.kelly@cbrneltd.com if you have dietary requirements
or telephone 01233 770687. Tea and coffee will be freely available all day.
Short Description: Introduction, followed by Focus Groups, lunch, presentations by experts on the
subject matter and a plenary session to sum up the day’s activities.
Directions: The venue is 4km from the city centre at the University of Birmingham.
http://www.birmingham.ac.uk/contact/directions/edgbaston-directions.aspx.
TRAIN: Book ticket to Birmingham New Street. (http://www.thetrainline.com).
TAXI from Birmingham New Street Station: Costs about £10 and takes 20 minutes.
BUS from Birmingham New Street Station: Buses 61 & 63 go to a bus stop marked Bristol
Road/ Edgbaston Park Road about 50m before an ambulance and fire brigade station on the same
side of the road. Cross the road onto Edgbaston Park Rd. Walk up hill, passing a branch of
LloydsTSB Bank on the right, followed (after about five minutes) with Pritchards Road leading to
the left. Continue on Edgbaston Park Road which bends to the left and you will see Lucas House
on the right hand side after another two minutes’ walk. Using buses 61 or 63 the travel time
(including the walk) is about 45 minutes. You need exact change of £2.00.
From Birmingham Airport: Option 1: take a bus shuttle from the Airport to the NEC Railway
Station (otherwise known as “Birmingham International Station” which runs every two minutes and
takes 90 seconds. Then catch a train to Birmingham New Street and follow the instructions above.
Option 2: go by taxi. The distance is 13km and the cost approximately £25.
CAR: Parking is available at the venue. Ask for a pass at Lucas House for free parking.
Contact Points: If you have a query, please contact:
Dominic Kelly
Dave Usher
Adrian Powney
Lucas House
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(CBRNE Ltd) + 44 (0)7786 127 030
(CBRNE Ltd) + 44 (0)7747 686 162
(Red Cross) + 44 (0)7515 991 972 (for members of the public volunteers)
(Maria or Lucy): + 44 121 625 3383

PRACTICE

Page 31 of 73

D8.4
UNCLASSIFIED

Appendix 3
Name
Emergency
Services
1 Rob Mitchell
Scott
1
McGarrigle
1 Carl Ledbury
1 David Levesley

D8.4 Stakeholder Workshop

Point of Contact data for participants
Organisation

Title

West Midlands Fire Service
West Midlands Police
(Sergeant)
First responder, Ambulance
service
NHS Hazardous Area Response
Team (HART)

Hazardous Materials Advisor
West Midlands Police Integrated Emergency
Management.
CBRN Operations Manager
WMAS HART Team Leader

4
Birmingham &
Organisation
Stakeholders
Richard
1
Concanon

Birmingham International
Conference Centre

Security Manager (BICC)

1 Adrian Powney

British Red Cross

Emergency Planning and Training Officer &
Interim Area FESS Service Manager, Staffordshire,
Warwickshire & West Midlands

1 Glen Curry

Birmingham Resilience Team
Birmingham and Solihull NHS
1 Lynda Scott
(4PLTS)
Small Heath Community Forum
1 Zualfgar Hussain
Ltd, Birmingham
Christine
Age UK KPW (Kingstanding,
1
Higgins
Perry Barr & Weoley Castle)
6
Disabled and
their
Representatives
RNIB Centre for Accessible
1 Sarah Home
Information
Action on Hearing Loss (ex
1 Henry Skinner
RNID) (Blind)

CBRNE Lead
Director of Communications, Birmingham and
Solihull NHS
Director
Projects Manager

Accessible Information Development Officer
Regional Information Officer

1 James Mclean

Deaf

1 Mike McCoy
1 Danny Finney
Margaret
1
Sheridan
6
Others
1 Rob Smith
Danielle
1
Hansbury
1 Emily Quibley

Deaf
Blind

Volunteer and Community Development Officer British Deaf Association
Volunteer
Volunteer + Everest (Danny's Guide Dog)

Blind

Volunteer

Hearing interpreter

Assistant to those hard of hearing

Hearing interpreter

Assistant to those hard of hearing

Work Placement with Danielle

Wolverhampton University
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Hansbury
3
14

Members of the
Public

1 Dominic Kelly

CBRNE Ltd

Managing Director. WP8 Participant and
Stakeholder Workshop Lead

1 Dr Dave Usher

CBRNE Ltd

Researcher, Stakeholder Workshop Director and
1st Focus Group Facilitator.

1 Nigel Hale

CBRNE Ltd

Researcher and Stakeholder Workshop 2nd Focus
Group Script Writer and Lead for the Resilience
Matrix

1

John Astbury
CBE

CBRNE Ltd

Researcher and Stakeholder Workshop 2nd.
Focus Group Facilitator and UK Validation
Exercise Leader 15th August 2013

1

Jamie
Braybrook

CBRNE Ltd

Researcher and Stakeholder Workshop Presenter
and UK Validation Exercise Support

1

Dr Brooke
Rogers

Kings College London

Dr. Lecturer in Risk and Terror, Department of
War Studies - WP8 Human and Societal Factors
Lead

Dr Kristian
Krieger
Dr Richard
1
Amlôt
1

Kings College London
Health Protection Agency

WP8 Human and Societal Factors Research
Associate
HPA Scientific Programme Leader; Behavioural
Science Research Team

Dr Erna
1
Danilesson

MIUN (Mid Sweden University,
Risk and Crisis Research),
Sweden

Assistant Professor of Sociology, Dept of Social
Sciences. WP8 Participant

1 Chris Abbott

Emergency Planning Society

Project PRACTICE Advisory Board and Director of
the Emergency Planning Society

10
43 Total
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Consent form

You are being asked to participate in a research study about people affected by a terrorist incident.
We ask that you read this form and ask any questions you may have before giving your consent.

Purpose of the Study
I understand that this study is to find out what the public currently understands about terroristrelated CBRN incidents and the emergency responses to them and what their requirements,
uncertainties and vulnerabilities would be in such a situation.
The information will be used to develop guidance for stakeholders responsible for public safety
throughout the European Union.

Study Procedures
We will ask you to participate in a discussion group, lasting about 90 minutes. Notes will be taken
of the views expressed, for sharing with the other stakeholders. The discussions will be recorded,
to allow us to refer back.

Voluntary Participation
I am voluntarily participating in this discussion. I know I don’t have to say anything I don’t want to.
I also understand that I am free to leave the group at any time, without penalty.

Confidentiality
I understand that anything I say in this discussion, or any information I provide, will be kept
confidential. My name will not be shared with any person, agency or organisation not connected
with this project.
Because this focus group is confidential, I agree to keep private anything anyone else says here
today. I know that the research staff will do everything possible to keep all the information I
provide completely confidential.

Contacts and Questions
For

more

information concerning this research
dave.usher@cbrneltd.com or on 01225 482882.

you

may

contact

Dave

Usher

at

Statement of Consent
I have read this form, or have had it read to me. I have had an opportunity to ask questions and
have had my questions answered. I understand that I will receive a copy of this consent form. I
give my consent to participate in this focus group.

_____________________
Name
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_____________________
Signature
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_______________________
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Attendance Sheet
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Notes for participants

Participant number [

]

Introduction
Welcome to this EU Funded Framework Programme 7 Project PRACTICE Workshop.
These notes explain what Project PRACTICE is about and set out what you can expect during the
course of the day. Don’t forget, if there is anything you need to know or if you need any help – just
ask anyone on the project team. We hope you will enjoy the day. Thanks very much for coming.

The Project
The Preparedness and Resilience against CBRN Terrorism using Integrated Concepts and
Equipment (PRACTICE) project will improve the preparedness and resilience of EU member
states and associated countries from attack by a terrorist group using non-conventional weapons,
specifically an attack with CBRN (Chemical, Biological, Radiological and/or Nuclear) materials or
due to an industrial accident involving a toxic industrial chemical.
Considering that the existing situation is characterized by a fragmented structure in terms of
technology, procedures, methods and organization on a national and EU-level, PRACTICE will
develop a new toolbox focusing on:

•

Identification, organization and establishment of knowledge of critical elements in the event
structure through studies of a wide selection of scenarios, real incidents and exercises;

•

Analysis and identification of gaps in the current response situation, and organization and
integration of the allocated response capabilities or functions in a toolbox of equipment,
procedures and methods; and

•

An allocated system or public information kit for decision-support, first-responder training
and exercise.

These response capabilities are to a great extent universal in character and independent of
national organizational structures. The concept and toolbox will therefore provide EU and member
states with a flexible and integrated system for coordinated response to CBRN terrorist attacks,
easily adaptable to various national organizations and regulations. Particular attention will be
given to integration and understanding of human factors and societal aspects.
The objective of Work Package 8 of Project PRACTICE is to provide a toolbox of information,
procedures and processes for understanding the human and societal effects and influences of a
CBRN event. The output will include measures (i) to inform, educate and prepare the EU citizen
for such an event, (ii) to provide guidance on protective behaviour and the location of relevant
information sources during events, (iii) to mitigate the societal impact on communities and
individuals and (iv) to identify solutions aimed at recovery
Accordingly, Deliverable 8.4 is a Stakeholder Workshop: a meeting for gathering, discussing and
recording stakeholders’ existing knowledge of CBRN events and their associated needs,
uncertainties and perceived vulnerabilities.

UNCLASSIFIED

PRACTICE

Page 38 of 73

D8.4
UNCLASSIFIED

D8.4 Stakeholder Workshop

The Agenda

1.

Time

Title

Personnel

Content

09:30

Registration

All

Signing of Consent Forms
Signing of Attendance form
Distribution of Notes for Participants and other
administration
Tea and Coffee

2.

10:00

Workshop
Introduction

Dominic Kelly

A brief overview of the project PRACTICE in relation to
this workshop

3.

10:10

Introduction to
focus groups

Brooke Rogers

An introduction to the experiences and processes that
typically occur during emergency evacuation and
decontamination.

Kristian Krieger

A description of the focus group process and its
objectives: to find out what the members of the public
know and want to know, how they would feel and react
to the incident, who they would expect to involve in
terms of emergency response, what they would expect
to happen, and what messages they would like hear
before, during and after an event.

4.

10:30

Refreshments

Tea and coffee to be provided for attendees

5.

10:45

Focus groups

All

6.

12:30

Lunch

Light lunch to be provided for attendees

7.

13:15

Plenary

Chaired by Brooke
Rogers and assisted
by Focus Group
facilitators and/or
chosen participants

Summarising the findings of the focus groups

8.

13:45

Expert
presentations

Rob Mitchell

"Management by the West Midlands Fire Service and
other First Responders with regard to human behaviour
during a CBRN event"

Lynda Scott

“The importance of communications to human
behaviour in an emergency and the implications of
getting it wrong”

Jamie Braybrook

“The basic characteristics and effects of a CBRN
incident and actions to take to increase your
survivability”

CBRN Professionals

An opportunity to gather the opinions and reactions of
the CBRN professionals

Chaired by
Dominic Kelly

Expert panel

Brooke Rogers

Described below

Richard Amlôt
Dave Usher

9.

14:45

Conclusion

Dominic Kelly

A review of the day and an expression of thanks.

Dave Usher
15:00
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Focus Groups
Background
It’s difficult to probe everybody’s thoughts and fears all at once, so we will be dividing into three
Focus Groups. The purpose is to find out what you currently understand about terrorist-related
CBRN incidents, and the emergency responses to them, and to identify what your reactions would
be in such a situation.
The session is expected to last less than two hours, but you are free to withdraw from the process
at any point.

About you
In order to make the best use of the information you supply, it would be helpful if you could
describe yourself in one of the categories shown in the Table below.
Category
Please tick the category that best applies to
you.

Emergency services
professional

You can tick more than one.

Member of public
Member of minority group
Representative of minority
group

Your thoughts

Phase 1: before the event
My first reaction to seeing the newspaper
article
What do you think? What do you feel?
What would you do (if anything at all)?
My other thoughts and feelings about
CBRN threats
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Phase 2: immediate
My first reaction to the incident
What do you think? What do you feel?
What would you do (if anything at all)?
My other thoughts and feelings about the
incident

Phase 3: after the event
My first reaction to the instructions
What do you think? What do you feel?
What would you do (if anything at all)?
How likely is it that you would follow the
instructions?
My other thoughts and feelings about the
overall handling of the incident.
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Acronyms
We’ll try to avoid using abbreviations and acronyms during the discussions, but here is a brief
guide anyway.

BICC

Birmingham International Convention Centre

CBRN

Chemical, Biological, Radiological, Nuclear

EU

European Union

FP7

Framework Programme 7: the seventh research programme sponsored by the EU

ICC

International Convention Centre, Birmingham

PRACTICE Preparedness and Resilience against CBRN Terrorism using Integrated Concepts
and Equipment
NBC

Nuclear Biological Chemical

SME

Small and Medium-sized Enterprise

UCL

University College London

WP8

Work Package 8 of Project PRACTICE

Contact details
If you think of anything that we haven’t discussed today about your needs, uncertainties and
vulnerabilities in the event of a CBRN attack, then please don’t hesitate to contact us. Thank you.
Dave Usher:

tel +44 (0)1225 482882 or email dave.usher@cbrneltd.com

Dominic Kelly:

tel +44 (0)1233 770687 or email dominic.kelly@cbrneltd.com

Please don’t forget to return these Notes to the research team at
the end of the day!
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Inject 1: Newspaper article

Thursday 26th January 2012

Chemical Nitro Terror
In a dramatic press conference last night
Home Secretary Theresa May announced
that the terrorist threat to the UK had
been raised to Severe, meaning an
attack is Highly Likely.
Mrs May said: “The higher threat level means
we must all be more alert. However, our
counter-terrorism organisation is excellent
and people don’t need to worry.”
She added that the threat level was kept
under constant review and the increase was
based on the findings of a recent intelligence
operation.
Apparently the decision was linked to the
coordinated cyber attacks on UK chemical
and defence companies earlier this week –
dubbed the “Nitro" attacks – which have

Sarin

strong links to terrorism.
PoisonIvy

Computers belonging to the companies were
found to be infected with the PoisonIvy virus,
which can be used to steal information.
The 48 companies have not been named,
but they are thought to include makers of
highly toxic chemicals known as ‘Schedule 2
and 3’.
In recent weeks, company spokesmen have
reported that top secret designs, formulae
and manufacturing details have all been
accessed.
When pressed by reporters, the Home
Secretary refused to say whether the decision
to raise the threat level was related to last
week’s theft of a vehicle containing
hazardous chemicals. Or if there was a link to
the break-ins reported recently at a number
of chemical laboratories around the UK.
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Theresa May, speaking at the Home Office
last night

Independent expert Prof. Wyzendsky of
Reading University tells us that the information
obtained in the cyber attack would enable
the stolen chemicals to be turned into the
deadly nerve agent Sarin.
Sarin is the most toxic chemical warfare
agent ever made. Originally developed in
1938 in Germany, it is a clear, colourless and
tasteless liquid with no smell. It causes death
in a few seconds.
We believe these events could be linked to
the arrest of Makoto Hirata, 46, who walked
into Marunouchi police station in central
Tokyo at midnight on New Year's Eve, telling
officers he wanted to "put the past behind
him".
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Real and serious threat
The Home Secretary finished by saying: "We
face a real and serious threat to the UK from
international terrorism, so I would urge the
public to remain vigilant and continue to
report suspicious events to the appropriate
authorities. We must all support the police
and security services in their continuing efforts
to discover, track and disrupt terrorist activity."

The aftermath of the Sarin attack on the
Tokyo subway in 1995
One of Japan's most wanted men, Hirata was
a member of the Aum Shinrikyo cult which
carried out the Sarin attack on the Tokyo
subway in March 1995. Thirteen people were
killed and 6,000 were injured in what is
Japan's deadliest act of domestic terrorism.
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The government has recently announced
drastic cutbacks in staff at its spy
headquarters
at
GCHQ
Cheltenham.
Funding for the anti-terrorist squad has also
been cut in the government’s spending plans
for 2012.
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Appendix 8

Inject 2: CBRN Incident Phase 2 – immediate

You are at a conference in Hall 5 of the BICC. In his brief speech, the session chairman has
welcomed everyone to the conference, given the safety announcements, described how important
the conference is and introduced the speakers for the opening session. The first speaker has
begun her presentation.
There is a commotion in row 7. People are coughing, retching and rubbing their eyes. Someone
has slumped forward, motionless. Several people are trying to climb over the seats to get away.
Seeing the situation in the auditorium, the speaker stops in mid-sentence and says:
“Er, is there a problem? OK, perhaps we should get out.
Let’s try to keep calm. Are the doors open at the front here?”
A minute later, a uniformed official arrives on the podium, takes the microphone from her and
announces:
“Ladies and gentlemen, please evacuate the hall by the nearest exit”
The people affected are stumbling around trying to get out. They are struggling to breathe, and
dribbling heavily from the mouth and nose. There are now five people motionless in rows 7 and 8.
An alarm sounds very loudly. You climb up the steps to the back of the hall. A crowd is gathering
outside, with some people shouting and crying. About 20 men and women are on their hands and
knees vomiting and spitting blood. People are trying to help them, without success.
You hear an announcement:
“Ladies and gentlemen. We must ask you to leave the building by the nearest exit as quickly as
possible. Do not use the lifts and do not stop to collect personal belongings”
Delegates emerge from other halls and converge on the Mall. You are swept along with them and
in the process drop your briefcase.
When you get to the entrance hall, it’s crowded and noisy, with people hurrying towards the exit.
After a few minutes, lots of people in hi-viz vests arrive and try to get in, against the flow of people.
When you get outside, an official tells you to wait near the entrance. He says:
“It’s OK, just wait over there. No need to worry, no-one’s been hurt.”
You feel sick and dizzy and have a terrible headache. You want a medical check-up and you work
your way towards the back of the crowd.
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Inject 3: CBRN Incident Phase 3 – decontamination

You have been waiting for 45 minutes outside the entrance of the BICC. It’s cold.
There are about 50 people with you, many of them feeling dizzy and nauseous. Some are
slumped on the ground, gasping, groaning and coughing, with saliva running from their
noses. Children are crying. Your throat is sore, your eyes are running and your vision is
blurred. Everyone is very agitated.
A woman in uniform is asking people one by one:
“How are you feeling? Were you in Hall 5? Can you walk?”
She tells you to go and stand in a queue. After a time, men in blue overalls and face
masks arrive with plastic bags. One of them announces through a megaphone:
“Please put your clothes in these bags. Try not to breathe in anything that’s on your
clothes.”
One or two people close to you take a bag and start taking off their clothes. But a woman
shouts:
“I’ve been here an hour in the cold. I’m not taking off my clothes in front of all these
people!
Why should I? What’s going on?”
You see the man with the megaphone try to reassure the woman but she doesn’t seem to
calm down.
There seems to be no alternative, so after a few minutes you take a bag and start
removing your clothes. You are told:
“Don’t forget to put your phone, keys and jewellery in the bag as well.
You can’t take them with you.
Don’t worry, you’ll get everything back in the
end.
Please put all your belongings in the bag.”
You are now in your underclothes. You see a
shower being fixed up and you realise that
you’re going to be sprayed with water.
You stand under the shower trying to wash
yourself off, but only for a few seconds since
the water is cold.
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When you emerge, a woman in a protective suit
gives you an orange cape to wear and tells you to
wait over there.
You see a long queue of people standing
shivering outside a tent.
After you’ve been queuing for a bit, there is a
commotion behind you. People are shouting and
an elderly man slumps to the ground.
A man in protective clothes says:
“Stand back, we’ll deal with him. Stand back”

Eventually you get inside the tent. You are told:
Please take your clothes off and get into the shower.
When you’re done, please put on one of those green overalls.
Once you have showered and put on the overalls, a lady in medical uniform asks you:
How are you feeling? Do you any injuries or symptoms?
You tell her you’re feeling sick and dizzy.
ambulances are.

She tells you to go and wait where the

While you’re waiting, a man in a police uniform asks:
What is your name? Where were you sitting?
Can you explain in your own words what happened?
You ask several people when you will be getting your possessions back.
reassurances, nobody gives you a clear answer.
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Facilitator script

Introduction
This document provides a script for the facilitators of the Focus Groups at the D8.4 Stakeholders’
Workshop. The use of a script is good practice for such events, as it ensures methodological
continuity across the groups, effective use of the participants’ time and consistent datasets.
In the following Sections, the text in green can be used verbatim.

Welcome
Welcome the participants to the Focus Group. Introduce yourself and the scribe.
Explain the purpose of the session: To find out what you currently understand about terroristrelated incidents involving Chemical, Biological, Radiological or Nuclear threats. As you have been
hearing, emergency planners group these together as ‘CBRN incidents’. We are interested in what
is likely to happen during an emergency, to identify what people would need, what would be most
challenging and what would be helpful for people caught up in an incident of this type.
The session is expected to last less than 2 hours, but you are free to withdraw from the process at
any point.
Give any necessary safety messages regarding fire drill, assembly points etc.
Ensure everyone is comfortably seated and that there are enough biscuits and drink available.
Remind all participants (including yourself) to turn off mobile phones.

Confidentiality
Ensure that each of the participants has a copy of the Workshop Notes (document ref
IA/CBRNE/006).
Assure them that their views will be kept anonymous through the use of the participant number on
their Notes.

Introductions
Ask the participants to introduce themselves briefly around the table. Try to establish the extent of
their interest in (and experience of) emergency incidents.

Process
Describe the process of the Focus Group.
So just to confirm in our minds: the Project is about making sure that should a CBRN incident
happen, members of the public (and emergency responders) will be prepared and will respond as
effectively as possible.
In order to do that, we need to understand your existing level of knowledge, your concerns and
your needs. A very effective way of getting a concrete idea about these things is to discuss a
specific emergency scenario with you as it unfolds.
The scenario we’re going to talk about is broken into three phases, each launched by an event
described on a sheet we will give you. We will ask you to write down an initial response to the
event: what you think and feel. The answer does not have to be long or complicated – just your
spontaneous reaction in a sentence or two.
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After you’ve done that, there are some more detailed questions about your thoughts and feelings
about the scenario.
The flip-chart is for our ‘scribe’ to write your views and ideas as they come up. This forms a record
to take back to the main meeting after lunch, and for us to analyse later.
Lead into the detailed discussion.
Tease out the answers to the questions in the Tables below, as the scenario evolves.
Ask descriptive questions, not ones that can be answered yes or no. Avoid imposing your views
on the group with remarks such as “Don’t you agree that …”. Also, try to avoid letting the
discussion be dominated by individuals; ensure that everyone is involved. Don’t inject your own,
personal views, knowledge or experience. Instead, ask the respondents to explain what they think
and allow the discussion to evolve based on their knowledge and experience.
Don’t worry if the discussion moves on to CBRN incidents that do not arise from terrorism – or
other types of emergency – this is also interesting information.
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Phase 1: Pre-event
Inject 1: Newspaper article about sarin falling into terrorist hands
Question
1.

How likely do you think it is that you will be involved in this type of incident?

2.

What are your immediate concerns after reading the article?

3.

If you read the article over breakfast, would you change your daily routines in any way?
If so, how? Why?

4.

How does the possibility of this type of event make you feel?

5.

Why do you feel this way?

6.

What type of information would help you overcome these feelings?

7.

What do you know about Sarin?

8.

What makes you feel most vulnerable?
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Phase 2: Immediate
Inject 2: Description of incident and evacuation announcement
Question
9.

What did you think when you saw the incident?

10.

How does seeing the affected people make you feel? Why?

11.

What are your immediate concerns on hearing the evacuation announcement?

12.

What type of information would help you to overcome these concerns?

13.

What would you do? Would you follow the instructions?

14.

What do you think would be the most difficult aspect of this situation?
NB: Prompt for a variety of responses. Remember we are interested in ‘vulnerabilities’. These could be physical or psychological.

What do you think is the most worrying aspect of the situation?
15.

Who or what would you want to see? Who or what would you not want to see?

16.

What would you feel if you saw people arriving in full protective equipment? How would you react?
NB: The responders might be wearing gas masks, etc.

17.

How confident would you be in the ability of the emergency responders to help?

18.

Which information sources would you be likely to believe?

19.

If you need any assistive equipment, what would it be?
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Phase 3: Post-event
Inject 3: Decontamination process
Question
20.

How does the idea of being decontaminated make you feel?

21.

What are your immediate concerns?

22.

What type of information would help you to overcome these concerns?

23.

What do you think would be the most difficult aspect of this situation?
NB: Prompt for a variety of responses. Remember we are interested in ‘vulnerabilities’. These could be physical or psychological.

24.

Who or what would you want to get information from? Who or what would you not want to get information from?

25.

What would you do? Would you follow the procedures? Would you be able to tolerate the procedures?

26.

What would increase/decrease your concerns in this sort of situation?

27.

How effective do you think the decontamination procedures would be?

28.

If you need any assistance, what would it be?
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Conclusion
If there is time, summarise the opinions expressed during the focus group.
Ensure the consent forms have all been collected in.
Thanks everyone for your help. I hope you’ve enjoyed it. Now we are going to have something to
eat.
This afternoon, we will be discussing these matters with experts from the Health Service and the
Fire Service.
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Written responses to injects

Introduction
Deliverable 8.4 of Project PRACTICE was a ‘Stakeholder Workshop’: a meeting for gathering,
discussing and recording stakeholders’ existing knowledge of CBRN events and their associated
‘needs, uncertainties and perceived vulnerabilities’. The Workshop was conducted on the 26th
January 2012 at the International Convention Centre, Birmingham. This document records the
detailed written responses of the participants of the three Focus Groups that were conducted on
the day.
The threat scenario, on which the views of the participants were sought, was unveiled through
three ‘injects’, as follows:
1. Before the event. A mock-up of a newspaper article about cyber crime and the theft
of precursor chemicals was handed out.
2. Immediate. A sheet was handed out describing the event itself and the evacuation
of the BICC.
3. Post-event. A sheet was handed out describing the decontamination process.
The Focus Group participants were asked to write their responses immediately after each inject,
before their views were influenced by the ensuing discussion. The detailed results are given
below. They are summarised in the evaluation report for the Workshop.

Results
The results are shown in the Tables below, which are formatted as in the Notes handed out to the
participants.
Respondents 1 – 6 are from Focus Group 1. Respondents 7 – 13 are from Focus Group 2.
Respondents 14 – 23 are from Focus Group 3. Respondents 2, 3, 4, 7, 19 and 20 describe
themselves as being from a minority group. The responses of Respondent 23 imply membership
of a minority group, but this is not indicated on the form. Respondents 13, 16 and 17 are
emergency services professionals.
In the Tables, the words in square brackets [ ] have been inserted where necessary to clarify the
meaning. The symbol [?] indicates that the respondent’s handwriting could not be deciphered.
Table 1: Phase 1
Phase 1: before the event
My first reaction to
seeing the newspaper
article

UNCLASSIFIED

1.
2.
3.
4.
5.
6.
7.
8.
9.

Here we go again
Need to stay away from city centres
Anxious. It’s not in my street
What does this mean for me, as a member of the public?
I think there is a little propaganda in the article to highlight government cuts
Will this affect my family and me?
A bit of confusion: whether to worry or not
It’s a worry
Firstly: does it directly affect me? Computers etc. Secondly: Home Secretary’s
comments reference threats, but cutbacks then announced.
10. Very worried.
11. It’s terrifying
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Phase 1: before the event
12. A worry.
13. Sensational article. No physical attack as yet. Need for awareness. Horizon
scanning required, short to medium term. Requirement for preparedness levels to
increase, equipment testing.
14. –
15. Not really anything you can do.
16. [Just] another news story.
17. This is an effort to prevent panic and ensure normal daily life
18. –
19. –
20. I have confidence in emergency services
21. I think they have received the story by a terrorism organisation and I’ll be afraid
22. Cyber attack suggests complex acts of terror
23. It is a terrible threat; travel out is at risk
What do you think? What
do you feel?

1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.
12.
13.
14.
15.

20.
21.
22.
23.

If it happens, it happens
Confused, worried. Highly unlikely event
Angry. Why are they doing it?
Does the reduction in funding mean that this will happen more in the future?
–
Is this scaremongering to hide some government policy that is not palatable?
Alert
–
–
If the government need to tell us it must be real.
Traumatised
Sad
–
How will this possibly affect me?
If the government is informing the public now, is this bracing everyone for an attack
they expect imminently?
Does not faze me, by what I’ve heard.
Apprehensive, expectant, excited?!!
Afraid.
I feel pressure to read, because English is my second language. My first language is
British Sign Language (BSL).
–
Panic and emotional threat as well
–
More information is needed. Where is it made?

1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.
12.
13.
14.

Try to be more aware of others’ activities
Put on 24hr news – need more information
Listen and follow instructions. Phone someone
–
–
Try and find out what to do and [what] precautions [to take]
I would watch for unusual activities
–
Take no action
Look at websites for government advice
Communicate to family members, friends etc
–
–
Carry on as before, but not be complacent. Research for factual information

16.
17.
18.
19.

What would you do (if
anything at all)?
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Phase 1: before the event
15. –
16. Nothing
17. Prepare my team with as much refresher training or Sarin or explosives [as possible].
Ensure list and equipment is 100% functional and any faults reported as soon as
possible
18. Stay calm. Find out more info. Don’t move initially. Keep kids from school.
19. Can be desperate for access to [British Sign Language] BSL, to understand
proprietary information. Will watch TV news, but [it’s] important to have BSL
interpreter there to understand [it]
20. I feel I would match whatever information I received with my own actions at the time.
21. –
22. Avoid likely targets. Expect attack.
23. Check if family are OK.
My other thoughts and
feelings about CBRN
threats

1.
2.
3.
4.

5.
6.
7.
8.
9.
10.
11.
12.
13.
14.
15.
16.
17.

18.
19.
20.
21.

22.
23.
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Having had 3 near misses with IRA and Baader-Meinhof bombs I suspect I am a bit
blasé about personal risk. I am very aware that this is not a general view.
Who is threat from? Don’t travel on public transport. Need to discuss it and want a
plan
How would it affect me? Worried about my children. If it could happen to me … it
happens!
Information is often confusing. Scaremongering by the media. No advice in the
mainstream. Where do we find out more? Don’t know what the chemicals do: they
are just names.
–
Who has been cutting corners? Food poisoning? Fault with air conditioning? Did
someone come into the hall with some disease?
Worry for my family, travel and transport.
An invisible gas that can’t be smelt. I’d be worried about my kids. I walk 30m away
from them and couldn’t get back quickly in an emergency.
Not a major worry to me at present
I think they are very real and quite terrifying. I have elderly relatives and a school
child. What do I tell him and them? If it’s very likely we must be told this.
–
–
Need to reassure public and partners.
Very real threat or possibility – either in UK or abroad if travelling on holiday or [for]
work
I don’t live in central London, so I feel relatively safe. I would feel uneasy about
travelling to London.
There is a lot of safety in production and distribution with historically very few
incidents. The risk is there, but small.
I would be worried as all the events are linked and the last statement about antiterrorism reductions [in spending] increases the likelihood of the event being
actualised.
Do I need to get out of here? Possibly away from built-up areas.
–
–
Perhaps threats can happen any time and bad thinking people and terror
organisations can do [it at] any time. Better to prepare all the time for event [?] –
nowadays there is so much technology which can be used to avoid this kind of
terrorism activities.
–
Concern about cutbacks and [lack of] plan in place for people with varying hearing
loss.
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Table 2: Phase 2
Phase 2: immediate

My first reaction to
the incident

1.

Immediately suspect CBRN incident

2.

–

3.

Get out, don’t worry about others. If you were with someone, you would think “Are
they OK?”

4.

Don’t know what to do.

5.

–

6.

What caused it?

7.

Possible chemical gas release?

8.

I would be worried I had been affected.

9.

Maybe gas!! Dirty bomb!!

10. I would be very concerned that I been contaminated.
11. –
12. –
13. Agent release. Nerve choking agent.
14. Serious incident developing
15. Is this the attack that has been talked about?
16. –
17. How many people [affected]?
18. Cover eyes, mouth, skin.
19. –
20. Would try to assess outcome [relative] to my own position.
21. I think this is a chemical threat and I’ll be trying to get out of the place as soon as
possible.
22. Nerve agent.
23. Who will communicate for me?
What do you think? What
do you feel?

1.

Concerned

2.

No idea – shock – confusion

3.

Frightened angry: what have I done?

4.

Scared. Reassured that help is on the way.

5.

Worry that there are no evacuation marshals. Where is the source? Are we walking
into it?

6.

How to protect myself?

7.

A bit of panic, adrenaline.

8.

I would be concerned about my kids, wanting to get some help to them quickly – even
self-help.

9.

–

10. –
11. Feel terrified.
12. Sad
13. –
14. Want to help – but also want to save myself. Worried. Who do I trust?
15. Are those other people in the rows dead? I would be feeling very scared
16. Something is affecting these people. Overall: need to get away.
17. How concentrated [is] the dose? Anxious, nervous, excited.
18. –
19. I will be confused because I will repeat [?] information and need medical clean-up.
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Phase 2: immediate
20. I would hope that the information from the authorities was accurate and reliable.
21. I’ll be panicking
22. –
23. Where to do? What to do? What is it?
What would you do (if
anything at all)?

1.

Try to help others, try to stop people panicking.

2.

–

3.

Follow the crowd. If I was OK, I would help others, get them into the fresh air.

4.

–

5.

–

6.

Help others

7.

Try to help people get out.

8.

Wait to get looked at.

9.

Attempt to leave; find fresh air and open space.

10. I would not stay near the premises, and would make for a space.
11. Dash for safety.
12. Stay calm. As a first-aider, try to help people without risk.
13. Get away as fast as possible. Leave personal belongings.
14. Contact family to say I’m OK.
15. I would try and get away from the crowd of people. Look for an ambulance. Help
others in a worse condition.
16. Need to get out, as I’m unaffected at present.
17. Contain the area as fast as possible.
18. Not necessarily follow the crowd; use my own judgement. Look around and assess
my escape route. Stay away from infected people.
19. –
20. –
21. I’ll try to save myself and then try to save others as much as I can. At the same time
I’ll advise people to cover their face with tissue papers, or (if they have any) other
napkins.
22. Take a deep breath. Head quickly and calmly to the exit. Take as few breaths as
possible. Tell others to hold their breath. Only help those who are not already
suffering.
23. [I would] rush about blindly.
My other thoughts and
feelings about the incident

1.

Concern about those going in without protective clothing. Wanting to take on usual
emergency responder role, but frustrated at being part of the problem.

2.

–

3.

Never ready for response. Good response from staff. Did the injured get out?

4.

From a partially sighted perspective – very scared of being left alone – even if dog
present. Panic could set in with the dog. Evacuation procedures don’t have facility
for disabled people.

5.

–

6.

–

7.

It doesn’t have to be an attack. Could be an accident. Don’t like “No need to worry,
no one’s been hurt”.

8.

Concern about what had happened – was it localised or further spread?

9.

Worried about everyone else in the hall. I would contact my family to reassure them.

10. I would want to leave the scene. I would not go home in case I was contaminated. I
would call my husband and tell him not to worry. I would inform the police by phone
about my lost briefcase.
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Phase 2: immediate
11. Danger is within and would let my family members know about the incident.
12. –
13. Conflicting information, contamination.
14. Overall: need to get away. What happens if I don’t comply? Having not been in a
situation like this for real, I honestly don’t know how I would react.
15. Am I infected with something?
16. –
17. Need to contain the incident to be able to treat as many people on scene as possible
– concentration of effort – despite feeling sick myself? I would need to inform the
right people as soon as possible.
18. –
19. –
20. Being deaf, none of the spoken information would have been ‘taken on board’.
21. –
22. –
23. Communications is an issue. Will I be OK?

Table 3: Phase 3
Phase 3: after the event

My first reaction to
the instructions

1.

–

2.

–

3.

Listen to the experts; they know what they are doing.

4.

–

5.

–

6.

Bloody hell, it’s cold!

7.

–

8.

Very concerned for myself and my family.

9.

Terrorist attack! Biological, chemical?

10. Very scared that I will be further contaminated.
11. It’s terrible.
12. –
13. Why? I’d be asking questions.
14. [I’ve] finally been helped.
15. –
16. Confusion: being told to get out, then being told to stay near the entrance.
17. Time??
18. –
19. Will be confusing.
20. –
21. It’s a chemical threat; if we have the showers, the chemicals get washed off. I think
this is a safe [thing] to do before going out for all.
22. I understand that it is decontamination protocol.
23. –
What do you think? What
do you feel?
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1.

Dread of the cold water showers.

2.

Angry, frightened, cold, embarrassed, confused.
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Phase 3: after the event
3.

Why [must I take off] all my clothes? Humiliation, embarrassed, like an animal

4.

Doesn’t feel right to have to take clothes off. Privacy. No explanation of whole
procedure. Cold water shower!

5.

–

6.

Why should I [shower]? Are my belongings safe?

7.

Confused, scared.

8.

–

9.

I would be worried and want to ring my family. Where are they? Are they OK? Fear,
worry and panic.

10. I would be keen to take my outer clothes off, but nothing else.
11. My life is in danger. Confused.
12. Concern.
13. Dignity issues.
14. Why do I need to do this?
15. Still feeling very scared. I would feel reassured by the emergency services arriving
there, putting people in queues and organising all the people.
16. –
17. Lack of information. How do we need the information? Panic is infectious .
18. Distressed. Acceptance that I’m infected because of symptoms.
19. –
20. –
21. –
22. –
23. What are they saying? How can I lip read though protective clothing? Why should I
take my clothes off when it is so cold? What is going on?
What would you do (if
anything at all)?

1.

As instructed.

2.

–

3.

Follow instructions.

4.

Follow instructions.

5.

–

6.

I would query why [showers necessary].

7.

Try and reassure those around me.

8.

I would follow the instructions.

9.

I would follow the instructions.

10. –
11. Inform my family members about the incident.
12. –
13. I’d be likely to follow the instructions.
14. Comply with the instructions, but I don’t know if I would do immediately.
15. I would try and reassure other people around me to do the same thing – follow
instructions.
16. Would probably try and get away, if [I were] cold, to go and get warm in shelter.
17. Try to explain to others around me. Try to instil calm.
18. –
19. I will follow instructions – if using gestures.
20. Would probably look for ways to assist, if I was able to.
21. I’ll recommend people also to follow the instructions and be in a safe place, rather
[than] going [to] the last breath to give the clothes if they are thinking that they are
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Phase 3: after the event
voluntary[?].
22. I would follow instructions but I would be very keen to phone somebody to tell them I
am safe.
23. –
How likely is it that you
would follow the
instructions?

1.

Very likely.

2.

–

3.

Follow instructions.

4.

Very likely to follow instructions as it’s come from the emergency services: harm [will
come] to you if you don’t.

5.

–

6.

–

7.

Follow instructions.

8.

Follow instructions.

9.

Follow instructions.

10. –
11. Very unlikely.
12. –
13. Likely.
14. [with] possible reluctance at first, but ultimately would have no choice other than to
follow the instructions.
15. Follow instructions.
16. Depends on circumstances and how instructions are given.
17. I would follow the instructions – but I know why [I should].
18. I need to follow instructions and get well. I do as they ask – I need treatment.
19. Follow instructions.
20. [I] would comply.
21. Follow instructions.
22. Follow instructions.
23. –
My other thoughts and
feelings about the overall
handling of the incident.

1.

Being parted from possessions is very traumatic. What about my inhaler? Lack of
positive information again. Very little chance of remembering now.

2.

Need privacy to undress.

3.

[Need to be] treated better. Treated without respect. Just numbers! Isolated – in the
dark.

4.

What about assistance dogs?

5.

–

6.

Annoyed with waiting.

7.

Chaos – no empathy. Were they prepared even after the news reports?

8.

Better to have as clear information as possible, explaining what was happening.

9.

Lack of information from officials. People in haz-chem suits!! Am I going to hospital
or maybe die?

10. I would want information about what is going to happen to me and why. I think I
would be showered to try and feel better.
11. Unprofessionally handled.
12. Why spend time to ask questions rather than send to hospital to get help?
13. Not enough information. Length of time to wait.
14. Through prior training and experience, I expect this is typical of the handling of the
event. Consider people with behavioural disorders.

UNCLASSIFIED

PRACTICE

Page 61 of 73

D8.4
UNCLASSIFIED

D8.4 Stakeholder Workshop

Phase 3: after the event
15. –
16. The statement “No-one is hurt” when it seems people are – [indicates] misinformation
is a bad thing.
17. –
18. –
19. I need a phone for communications, too. I like [to] follow instructions given in
gestures (similar to air cabin [crew]). I can sometimes hear following [gesture].
20. I don’t think I would have received the information the others had (being deaf), but I
would hope things were under control.
21. They should have given the information to people [about] what they are going to do,
so that every one will understand and can avoid this type of situation, and they
[should] have some strict [?] people [who] can separate the ladies and gentlemen and
make a two-person partition to avoid this kind of situation.
22. –
23. Communication is a big issue. No assurance [that] my personal items will not be lost.
What to do afterwards? How is my family? How to communicate?

Conclusions
The written responses of the participants of the Stakeholder Workshop conducted for D8.4 of
Project PRACTICE have been recorded for research purposes.
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Points raised in Focus Groups and Expert Panel

Introduction
The Focus Groups were the principal item on the Agenda of the D8.4 Stakeholder Workshop held
on 26-Jan-12 at the University of Birmingham. They gave the opportunity to record the opinions
about the threat of CBRN attack held by wider project stakeholders such as members of the public.
Each of the three Focus Groups was conducted by a facilitator and scribe. The scenario was
revealed in three phases, each introduced by an ‘inject’, as follows:
1. Before the event. A mock-up of a newspaper article about cyber crime and the theft
of precursor chemicals was handed out.
2. Immediate.
A sheet of text describing the evacuation of the Birmingham
International Convention Centre .
3. Post-event. A sheet of text describing the decontamination process.
These texts were read aloud to those participants with impaired vision.
When the injects had been digested, the participants wrote their initial reactions and feelings in the
Notes they had been given. The facilitator then stimulated discussion based on the questions
contained in the script and the scribe wrote the points that emerged on the flip-chart. Digital audio
recordings were made of the proceedings and transcripts will be made available.
This document records the contents of the three flip-charts, and hence summarises the
discussions at the event. The Notes are presented in a format suggested by King’s College
London (KCL), which divides them into five headings. Points relevant to more than one heading
will appear more than once.
Later in the day of the Workshop, the experts were convened in a panel to share their views on the
points raised in the Focus Groups. This information is recorded below.

Focus Group 1
Facilitator: Richard Amlôt, HPA
Scribe: Dave Usher, CBRNE Ltd

Phase 1: Newspaper article
Information needs

• The general attitude to the newspaper article was one of disbelief. There was seen to be
a single fact – that the threat level had been raised – and the rest of the story was put
down to journalistic imagination.

• The group agreed that they would want to find out more facts about the threat. They felt
the article was holding information back, and might in fact be a hoax.

• Practical advice was required.
• Although the group knew Sarin was very dangerous, they wanted more information about
its properties.
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Information channels/format

• The most trusted channel for news was felt to be the BBC, but the internet would also be
used for obtaining information about the hazards.

• The group felt the need for more sources of information about CBRN. An official website
would be very valuable in conveying accurate, clear information.

• However, there was a concern that because all internet use is monitored searches for
information about CBRN materials might be misinterpreted as malevolent.
(Intended) behavioural response

• Several people said they would avoid cities and public transport following the article.
• Some people felt that to alter their behaviour significantly would indicate that the terrorists
had ‘won’.
Risk and risk response perception

• After some early indecision, the group decided that a terrorist attack was less likely than
an accident involving CBRN materials.

• They felt a CBRN event was possible, but didn’t feel threatened personally.
Miscellaneous

• Everyone in the group had heard of Sarin and appeared to know something about it. It
was felt to be very dangerous.

Phase 2: Incident
Information needs

• The sight-impaired group member drew attention to the need to know that he was moving
in a safe direction and would not be left alone in the venue. The whereabouts and
condition of any assistants (including assistance dogs) are also important to know.

• A suggestion was made that responders specialising in CBRN should wear a uniform
distinguishable from the other emergency services.

• It was pointed out that safety announcements such as those made by the conference
chairman (in the scenario) would not occur at a concert.

• Knowledge of the welfare of dependants was important.
• The group agreed that there would probably be a lack of communication between all
parties at the outset of the incident.
Information channels/format

• People felt they would be likely to call the emergency services (999) on their mobile
phones.

• Great importance was placed on prompt, accurate information regarding the threat level –
even if the situation was serious.

• The group expected the security staff to direct people correctly – that is, provide not just
escape information but also encouragement and assistance.
(Intended) behavioural response

• The strong impulse was to get out of the location as fast as possible.
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• Most people said they would want to help those affected by the attack, and would also
want to assist with the evacuation, but it was agreed that some people would only look
after themselves.

• Panic was felt to be very likely – and would be manifested as people falling over one
another, rushing the exits and crushing others.
Risk and risk response perception

• The group felt that seeing the first responders going in would (perhaps because of their hiviz PPE) increase their worry. It would underline the seriousness of the event.

• People would think that breathing apparatus (for example) was necessary because the
first responders were wearing it.

• However, there was a concern that terrorists might be using hi-viz clothing as a disguise.
• The risk of splitting families was of great concern.

Knowledge of the welfare of

dependants was important.
Miscellaneous

• Most of the group felt the management of the venue would be to blame for not discovering
and acting on the threat.

• The first responders could have a ‘secret door’ allowing them direct access to the
premises in case of emergency.

• While the group knew that most venues such as the BICC carried out regular evacuation
exercises, they were conscious that real people were seldom involved.

Phase 3: Decontamination
Information needs

• The group needed to understand why a shower would be beneficial.
• Indeed, a clear explanation of the value and effectiveness of the whole decontamination
process would be important to obtaining co-operation.

• Many people were concerned about the fate of their belongings, particularly those that
provided medical support (such as asthma inhalers and insulin supplies).

• Is it necessary to decontaminate assistance dogs, and if so how? Dogs might be afraid of
water.
Information channels/format

• The group expressed confidence in the effectiveness of the emergency services and
would be likely to trust the information they imparted.

• The least trusted of the services was the police.
• A printed card (in several languages) inserted into the disrobe pack could carry an
explanation of the underlying reasons for the emergency evacuation processes, including
decontamination.
(Intended) behavioural response

• The intention would be to contact friends and relations, but the confiscation of the mobile
phone would frustrate this.
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• The minority representative felt strongly that those of the Muslim faith (both men and
women) would find it humiliating to undress in public, and that separate, closed facilities
should be provided. These facilities would of course be welcomed by everyone.
Risk and risk response perception

• The group perceived a need for psychological counselling to avoid post-traumatic stress
disorder.

• The group felt ‘behavioural disorder’ was likely.
Miscellaneous

• Could the water in the shower be warm?
• If assistance dogs are penned together in the aftermath of a terrorist incident, they will
fight.

• Special treatment would be needed for contaminating disabled people.
• The separation of the sexes during the showering is considered paramount to achieving
co-operation during decontamination.

Focus Group 2
Facilitator: John Astbury, CBRNE Ltd
Scribe: Nigel Hale, CBRNE Ltd

Phase 1: Newspaper article
Information needs

• In reference to the discussion on what additional information would be helpful, some noted
that too much information can also be a problem – especially if it is supplied during a
situation where awareness and perceptions were already raised (by situations like those
in the article).
Information channels/format

• For further information, the group noted that they would go to a trusted source (NHS &
Government Web-Sites were noted). The role of sites such as Wikipedia was also noted
but members also were aware that not everything on Wikipedia was absolutely right. But
it was often trusted.

• Some noted that if they had actually seen the Home Secretary on TV delivering the
reported story then they would probably have been more affected.
(Intended) behavioural response

• Some of the group noted that they would carry on as normal and would not be influenced
by the article – although they also noted that further information might cause them to
change that view.

• One person noted, by way of contrast, that they had cancelled a trip to London with their
family after the Kings Cross event, but that would probably have still gone if they had been
on their own. This article might also have caused them to change similar plans.
Some noted that there was not much that anyone could do that would make them feel better
about the situation.
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Risk and risk response perception

• Concern for family, especially children, was a very strong theme throughout the group.
• Some noted that they were very worried by the article and that their first thoughts were for
their children, who they could not be with at all times (because of school, work etc).

• Some noted that if they had actually seen the Home Secretary on TV delivering the
reported story then they would probably have been more affected.

• One group member also picked up on the cyber-attack potential noted in the article and
thought that this had the greatest potential impact.

• Non-technical group members knew very little about Sarin but they did raise the Japanese
Metro incident.
Miscellaneous

• The impact of heightened perceptions of terrorism on the number of calls to the
Emergency Services was noted.

• Comparisons were drawn between this and the recent riots and the role played by social
networking and the potential for this to cause further panic/confusion or to exaggerate the
impact. The negative impact of rumours was also discussed.

• The article was judged to be slightly sensational and to have combined several loosely
connected stories – the only fact given was that the threat level had been raised.

• There was some discussion of the population being able to adopt a Blitz-like mentality
given the right information and conditioning.

Phase 2: Incident
Information needs

• In terms of additional information, participants noted that they would just want to know
clearly what to do and where to go.
Information channels/format

• They would be looking for recognised “officials” to provide guidance and support.
(Intended) behavioural response

• Some noted that they almost felt a moral obligation (to the emergency services) to
evacuate as quickly as possible so that the number of casualties that they would have to
deal with would be minimised.

• Most participants noted that, given the previous information provided during Phase 1, then
in a situation such as that given by Phase 2 they would get out straight away – probably
trying to sweep along any others but not stopping to help.

• Some noted that they would leave the building entirely and go somewhere they felt safe
(not home, for fear of effects on family) and then call the Police to tell them that they had
been at the conference. Again, ‘family first’ was the strong message from most
participants.
Risk and risk response perception

• Participants said that they would be concerned that they could be contaminated and that
they would die.
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• Some noted that people and children especially had the potential to freeze in a situation
like this.
Miscellaneous

• Some participants noted that, given the previous inject, they would not have been at a
meeting like this anyway – because of their fear of attacks on gatherings / public places.

Phase 3: Decontamination
Information needs

• As previously, the group said that they would be looking for clear guidance from some
recognisable official.

• Participants generally felt that the scenario was very linear and impersonal and that they
would be looking for guidance – by the services/officials – regarding exactly what was
required of them and why it was required.

• They would want the guidance to be explained to them, not just to be directed.
Information channels/format

• They would want the guidance to be explained to them, not just to be directed.
• One member noted that they would be disinclined to give their real name etc to the Police,
until they had had time to think about it properly.

• In terms of alarms and compliance with them, one member noted that their experience
was with many real alarms (rather than false ones) and that she always complied with
them, because she had been conditioned to do so.
(Intended) behavioural response

• Participants said that it was undignified to be undressing in public; some felt that they
would be very, very reluctant to undress in public but one noted that she would be happy
to stand there “buck naked” if that was what was necessary to be safe.

• Some noted that they would be tempted to leave and take care of themselves somehow.
Others noted that they would want sufficient information for them to make a decision to
comply with directions or adopt some other (maladaptive) action

• In terms of alarms and compliance with them, one member noted that their experience
was with many real alarms (rather than false ones) and that she always complied with
them, because she had been conditioned to do so.
Risk and risk response perception

• Some noted that if they were standing in a queue waiting for decontamination and
treatment then they would be concerned about the potential for contamination by others in
the queue.
Miscellaneous

• Some people felt that education, about the sorts of incidents that could happen and what
you would be expected to do, should start at school and slowly build up. Parallels were
drawn with the success of education in schools regarding resuscitation.

• There was felt to be no empathy in the scenario and that they would expect some caring
to be exhibited by those handling the incident – an arm around those especially worried,
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etc. Some even felt that it required almost 1 on 1 accompaniment through the whole
process or at least some form of individual assurance.

Focus Group 3
Facilitator: Brooke Rogers, KCL
Scribe: Kristian Krieger, KCL

Phase 1: Newspaper article
Information needs

• Where does it happen?
• How does it affect me and my family?
• What can I do to protect myself and my family?
Information channels/format

• Issues of English as second language and dyslexia
• Need for visual presentation of information for deaf people
• The deaf community as easily accessible and suitable information source for deaf people
• Need for interpreters between sign language and English
• Need for/use of multiple information sources: Phone helpline (not for deaf people though),
TV (good because of sign language and visual presentation for deaf people), Internet
(access?), (targeted) SMS messages for population at risk (ideally two-way), youtubeclips for background information, emergence communication in closed spaces problematic
for deaf people

• Communication with international visitors to Birmingham (language, media access, etc.)
(Intended) behavioural response

• Consider taking children off school and avoiding crowded shopping centres
• Concern about the well-being of family
• Emphasis on mutual support and solidarity should an incident occur
• No point in running because of Sarin’s properties
Risk and response perception

• Urban population more exposed to risk than rural population
• While the theft of CBRN material and information points to a high degree of sophistication
of the terrorists, some participants did not think the attack to be very likely because it is so
complex.

• Anxiety, fear, concern for the well-being of family
• Tokyo 1995 as reference event
• Sarin – unlike bomb – invisible and diffusion without clear boundaries
Miscellaneous
None
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Phase 2: Incident
Information needs
None
Information channels

• BICC announcements of no use to deaf people
• Uniformed officer message important to become properly aware of the emergency
• Emergency screen displays (like in trains) useful for deaf people
• Deaf people would be looking for a calm person to ask
• Need for multiple language flashcards (there are flashcards in Wales and the midlands for
deaf people)
(Intended) behavioural response

• Not sure what to do
• Cover face and skin
• Seek medical attention (but – for the deaf – how to communicate with the staff)
• Go with the crowd versus find your own way/best exit
• Help others versus my own safety versus helping those in the immediate vicinity
• If well-explained and from trusted source, participants would comply. If in ‘panic’, they
would seek their own way out.

• Participants compared fire with chemicals (Sarin). Fire is a well-practised routine hazard
in which participants would try to help others. Sarin is an unfamiliar threat where spitting
blood and the like raises questions of contagion and helping others may be dangerous
and counterproductive (unless it is for family members).
Risk and response perception

• Uniformed officer message important to become properly aware of the emergency.
• In general, there was faith in the emergency responders. However, one question was
asked: Are the risk communication messages aimed to protect the crowd or the
individual? Maybe to rescue the majority, individuals may need to be sacrificed?

• Confused, distressed and feelings of disbelief
• Uniformed sources are trusted if there is reassuring body language
• Participants compared fire with chemicals (Sarin). Fire as a well-practised routine hazard
in which participants would try to help others. Sarin is an unfamiliar threat where spitting
blood and the like raises questions of contagion and helping others may be dangerous
and counterproductive (unless it is for family members).

• In general, there are high levels of trust in emergency responders but can they take care
of the deaf? Especially given the negative experience of the deaf with authorities and their
ability to understand the specific issues of the deaf?
Miscellaneous

• Problem for deaf people to even notice the event, especially if it happens behind them
(the ‘special geography’ of the environment for deaf people)
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• Poor design of room for orderly evacuation.
Phase 3: Decontamination
Information needs

• What kind of threat? What kind of chemical agent? Breathing/skin exposure? Explain why
take off clothes?

• How does taking off clothes help?
• When will we get back our stuff?
• Messages of reassurance (where appropriate)
• Necessity of pre-event messaging to increase preparedness and routinise response
• Am I safe or not? When can I go home to my family?
• What do you do to help me?
• How quickly can I be decontaminated? And how effective is that (how about if I have
breathed in the agent)?
Information channels

• Lip-reading through masks?
• Simple and clear instructions
• No media since they amplify rumours and speculations
• Use of diagrams
• Fire and medical officers, including NBC clad ones
• Piece of paper including information on health (treatment options), why (undress), what
(agent), what next (decontamination and medical check-ups), how to contact family after
confiscating mobiles

• Single team/unit for communication/information after the event
(Intended) behavioural response

• Recognition that “now I am contaminated” results in greater compliance with
decontamination process

• Solidarity/mutual help (returns)
• Extra shower at home
• Separate channels for men and women?
Risk perception

• Recognition that “now I am contaminated” results in greater compliance with
decontamination process

• Dehumanising decontamination process
• But decontamination and presence of emergency services also offers some reassurance
that something is being done to help me
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Miscellaneous

• Need for mental health care
• Need for follow-up process to decontamination, e.g. regular check-ups through NHS
(accessible also to deaf people)

Expert Panel
General Discussion

• There was a view amongst the experts that there could be more that they could do at the
grass roots level further to qualify/support the messages they were providing. In particular
there was a need to make them more cohesive and to localise them to answer the
question “yes, but what does it mean to me?”

• There was also a view that there was a need to balance information provided to the public
very carefully so as not to jeopardise security investigations. It was recognised that there
was a need to use a broad range of media to reach the public (Facebook, Twitter etc).

• Some panel members also felt that it would be appropriate to have planned specific
instances of messages available at short notice (e.g. such as when the Threat Level was
changed).

• It was noted that there is a need to educate the public, who were perceived to be naïve in
respect of the actions that the Emergency Services (ES) could and would need to take in
some instances. Others noted that there was a Government policy decision deliberately
not to educate them on some of these topics because of the potential fear/panic it might
produce.

• It was felt that there was a need to build trust and confidence via non-technical
dissemination of information.

• With respect to the newspaper article, the degree to which different people took away
different messages from it was noted.

• In respect of the issues of how the public would feel seeing Emergency Services
personnel in CBRN suits, it was noted that the public are used to seeing firemen in
Breathing Apparatus but that the gas-tight suits (and Police CBRNE suits) were expected
to produce a much greater impact. It was also noted that the Police suits – which differ
from those of the other Emergency Services – do not allow lip reading and that that may
be a problem.

• The Police representative noted that he perceived that the public thought that they would
all be saved and that they perhaps did not fully understand the realities of a large scale
event.

• Some points were raised in respect of the disparity of PPE between the responders and
the public – “Why do you need all that PPE when I have none?”. It was noted that disrobe
packs have face-masks. There was a discussion on the provision of escape hoods for the
public and it was noted that there was an existing FP7 project looking at this. It was also
noted that perhaps there was “British” resistance to provide Respiratory Protective
Equipment (RPE) because of the problems re face-fits etc, whereas it might be better in
the round to do something that benefits many if not all.

• It was felt that the public did not truly understand the potential for an ‘island site’ to be
declared following an incident and that this meant that they might not be permitted to
leave. It was also noted that in Japan, the public are educated not to leave the site of an
incident. The need for greater education in general was raised many times.
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Expert Perception of Public’s Key Needs

• People want accurate information from a reliable source (which could be the Emergency
Services)

• The Panel felt that the distinction between survivors and casualties was not understood by
the public.

• There was a discussion regarding the collection (and return and retention) of the public’s
belongings and evidence. The Panel felt that the public unrealistically expected to get all
of their belongings back. The panel noted that it could prove prohibitively difficult to
decontaminate belongings, or to prove that they were not contaminated.
Expert Perception of Public’s Perceptions of Themselves

• The Panel felt that some people perhaps had a more altruistic view of themselves that
their experience suggests will actually be the case. It was noted that actual responses will
be influenced by location, event type, culture etc as well.

• There were some comments that the public could try to steal RPE from the Police – but
that this would be far more difficult to do for the Fire services (because of their suit
design).

• The need for empathy from the public was noted but again the Panel commented that this
would very much be determined by the size of an incident and the number of people
affected – it might just not be practicable to have empathy where the ES were overloaded
by casualties.
Expert Perception of Need for Further Work

• Preparation of the Public is perhaps an area to target given the cuts in funding for the ES.
It was considered by some that this might be a more efficient way to spend the limited
funds.

• It was noted that some of the information and results generated from Project PRACTICE
should go to the Office for Security and Counter-terrorism (OSCT).

• The need for better public communication (warning and informing) was noted.
• The need for some simple guidance booklets (like the influenza ones) was noted.
• It was noted that “good exercises” (i.e. those that go well) do not make the news and that
there was a need for those holding the exercises to be more pro-active about advertising
them – e.g. handing out leaflets to passers-by etc.

• The need for more realistic exercises – i.e. not with compliant volunteers – was noted and
that individual injects (representing typical individuals’ responses) would be good.

• Scenarios could be more topic-specific rather than trying to address everything in one go.
Conclusion
The thoughts and opinions of those stakeholders (public and professional) who attended the D8.4
Stakeholder Workshop were recorded in three Focus Groups. This document presents a
distillation of their views, to be used in later project deliverables.
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