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Summary Work Package 5
The objectives of WP5 are to develop, integrate and test a complete toolbox for first responders,
decision makers and the public, including innovative components developed during the project to
provide an improved and integrated preparedness and response to CBRN events. The tools will
be organized in 6 categories,
1234-

Recommendations
Standards
Protocols / procedures
Equipment and systems (eventually simulated): hardware, software, with performances,
Technology Readiness Levels (TRLs), validation/certification status
5- Simulated environment (with 3D databases)
6- Real equipment and system emulation capabilities.

These tools will fulfil functions as defined in WP3, organized in line with the ESRAB/Staccato
taxonomy functions, completed and detailed when needed for PRACTICE. The toolbox should be
considered as living system gathering “bricks” into an integrated solution to manage a CBRN
crisis. It will include actual tools and equipment and ICT simulated environments including
hardware and software. This will allow plugging and playing new components and guarantee their
interoperability.
The toolbox will be developed and integrated in two steps:
- a V0 version integrating in an innovative way existing validated capabilities (fed from WP 2
and WP 3) i.e., tools, methods and procedures that will be put together into an information
system, with specified standard interfaces
- a V1 version integrating innovative tools, methods and procedures and supporting future
standards to improve interoperability and consistency without impeding the existing
operational systems.
Developing V0 and new CBR tools for V1 will be an iterative process with all the stakeholders in
the loop. Focus will be put on specifying simple interfaces for any supplier to describe and present
its "bricks" in order to "index / reference" them in our PRACTICE Toolbox Information System. Any
new tool that satisfies the "standards" interfaces should be easily added to build new solutions
("buildings").
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1.

Executive Summary

This document will describe a paper prototype design of the track-and-trace system that is going
to be developed by Prometech. The system will be developed as part of work package 5 in the
FP7 PRACTICE project. The paper prototype will be used to test ideas with end-users and do
research into the technical feasibility of developing and deploying such a system. This means that
listed features are not set in stone and that the focus of development can still shift between
different components in the system.
In its broadest sense track-and-trace concerns the process of following the current and past
locations of objects or persons. Within this project and within the context of a CBRN incident this
refers to the tracking and tracing of people or items that may have been exposed to CBRN
materials and, therefore, may need to be decontaminated. Besides tracking location data this
would then also involve status and process data.
In the first hour after a CBRN incident confusion and chaos will dominate. The scale of the incident
is going to be unclear and affected persons are unlikely to calmly wait until the scene is properly
cordoned off and decontamination capabilities deployed. The system being developed by
Prometech in the PRACTICE project aims to provide incident commanders with the tools they
need to quickly make sense of the scale of the incident and help streamline the decontamination
effort. It does this by providing emergency services with the necessary information to track and
trace potentially contaminated persons.
In the proposed system potentially contaminated persons are initially located and followed by
tracking mobile devices in the immediate vicinity of the incident area (e.g. mobile phones and
tablets). Mobile device data can also be used to extrapolate information about the scale of the
incident. Such crowd density mapping techniques can help improve scene assessment
capabilities. At a later stage radio-frequency identification (RFID) tagging techniques may be used
to do actual registration of contaminated persons or objects and track them through the
decontamination process. The RFID tagging system will help identify and describe the current
status of contaminated persons and upload status information to a central database system.
Tracking and tracing will occur throughout the entire decontamination process from its start (in the
hot zone) to its multiple possible endings (e.g., release from the hospital). Such a system will
create a transparent and complete overview that will provide decision makers with a means to
manage and validate the decontamination process. The initial mobile tracking and subsequent
tagging approaches can be used independently, but can also be used in conjunction for maximum
effect.
Information gathered using these tracking and tracing techniques will be processed and analysed
by a back-end system and subsequently visualized in both a timeline and geographical information
system (GIS). The information provided through these interfaces can (1) help operational
commanders guide the decontamination process and (2) provide decision-makers with the
strategic overview necessary to make sensible choices about the deployment of resources and
capabilities.
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2.

Introduction

This document will describe a paper prototype design of the track-and-trace system that is going
to be developed by Prometech. The purpose of this paper prototype document is threefold:
1. Help clarify and complete the requirements of the track-and-trace system
2. Explore designs in order to optimize and test the usability and user experience
3. Pave the way for a full-blown vertical prototype system that touches on all levels of the
system implementation
The functional design and user interfaces outlined in this document are, thus, a first important step
towards the development of a more detailed software requirements specification document that
finalizes the system design. This paper prototype document will be used to test ideas with possible
end-users and do research into the technical feasibility of developing and deploying such a
system. This means that listed features are not set in stone and that the focus of development can
still shift between different components in the system.
Note that this document provides a purely technical description of the system. Tracking and
tracing members of the public will obviously touch on privacy concerns as well, even if such
techniques are only used in the case of CBRN emergencies. Actual deployment of such a system
will have to be preceded by a profound and public debate on its legal and ethical implications and
desirability. As part of prototype development contact will already be sought with relevant privacy
protection agencies.

2.1

Context

The track-and-trace system will be developed as part of the FP7 PRACTICE project. PRACTICE
stands for ‘Preparedness and Resilience against CBRN Terrorism using Integrated Concepts and
Equipment’. The PRACTICE project will improve the preparedness and resilience of EU member
states and associated countries from an attack by a terrorist group using non-conventional
weapons, specifically an attack with CBRN (Chemical, Biological, Radiological and/or Nuclear)
materials.
Prometech is a consortium partner in work package 5 and will be lead beneficiary for deliverable
5.4. Besides that deliverable, Prometech will also be participating in D5.14 and D5.16, which
concerns the actual design and development of the PRACTICE Toolbox v1. This paper prototype
document will constitute the D5.4 deliverable, while a functional vertical prototype implementation
will be developed as part of D5.14 and eventually refined in D5.16 (after field testing is completed).

2.2

Problem Definition

Emergency services that need to respond to CBRN incidents face many challenges. To get a grip
on the problems that first responders face today, interviews were held with both the Joint CBRN
School, in Vught (NL), and GHOR (health services) from safety region Haaglanden in the
Netherlands. These interviews identified two problems that have helped shape the track-and-trace
system described in this document.
Firstly, the first hour of a CBRN incident is one in which confusion and chaos will dominate. The
real scope of the incident is still going to be unclear and few specialized units are likely to be in the
incident area within this short time frame. In the case of a CBRN incident many affected persons
UNCLASS
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will attempt to flee the scene. In other words, people are unlikely to stick around at the incident
scene and calmly wait until the scene is properly cordoned off and decontamination capabilities
deployed. Some of those affected might be mobile enough to seek medical attention using their
own means, while others might not even realize they have potentially been exposed to a CBRN
substance and will happily continue their daily lives. In other words, it is improbable that all
affected persons can be decontaminated at the scene in an orderly manner. In the first hour of an
incident there is a clear-cut need for improved insight into the number of persons that are
potentially affected and where they might be.
A second challenge concerns the registration of people that do go through decontamination and
are processed by the emergency services. At the moment there are few systems in place to
register and track potential victims that need to be decontaminated and/or triaged for medical care.
In particular with mass-casualty events, it is often unclear how many people are being treated,
where they are and what their triage or decontamination status is. Such lack of information makes
it harder for strategic commanders to make the proper decisions with regard to the deployment of
capabilities and resources. It also makes it difficult for officials to provide timely information about
the incident to the public at large or other appropriate authorities.

2.3

Project Scope

In its broadest sense track-and-trace concerns the process of following the current and past
locations of objects or persons. Within this project and within the context of a CBRN incident this
refers to the tracking and tracing of people or items that may have been exposed to CBRN
materials and, therefore, may need to be decontaminated. Besides tracking location data this
would then also involve status and process information.
The system being developed by Prometech in the PRACTICE project aims to optimize the
decontamination process. It does this by providing emergency services with the necessary
information to track and trace potentially contaminated objects and persons. The system under
development is primarily focused on the tracking and tracing of contaminated persons. Nothing,
however, prevents the system from tracking inanimate objects, such as personal belongings.
In the proposed system potentially contaminated persons are initially located and followed by
tracking mobile devices in the immediate vicinity of the incident area (e.g. from mobile phones and
tablets). Mobile device data can also be used to extrapolate information about the scale of the
incident. Such a crowd density mapping technique can help improve scene assessment
capabilities. At a later stage RFID tagging techniques may be used to do actual registration of
contaminated persons or objects and track them through the decontamination process. The RFID
tagging system will help identify and describe the current status of contaminated persons and
upload status information to a central database system. Tracking and tracing will occur throughout
the entire decontamination process from its start (in the hot zone) to its multiple possible endings
(e.g., release from the hospital).
Such a system will create a transparent and complete overview that will provide decision makers
with a means to manage and validate the decontamination process. The initial mobile tracking and
subsequent tagging approaches can be used independently, but can also be used in conjunction
for maximum effect.
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Information gathered using these tracking and tracing techniques will be processed and analysed
by a back-end system and subsequently visualized in both a timeline and geographical information
system (GIS). The information provided through these interfaces can (1) help operational
commanders guide the decontamination process and (2) provide decision-makers with the
overview necessary to make sensible strategic choices about the deployment of resources and
capabilities.

2.4

Mobile Tracking in the Prototype

Besides the use of RFID tags to track persons and objects, the system also aims to track mobile
devices. Two different techniques will be used for this purpose:
1. Tracking using the cellular network
2. Tracking using an installed app
The technology driving these techniques is described in more detail in section 3.5.1 of this
document. Be aware that development of mobile tracking using the cellular network is naturally not
within the scope of this project. The track-and-trace system designed here is responsible for the
processing and visualization of location data, not the gathering of that data. Determining the
location of a large number of mobile devices on the cellular network is the exclusive responsibility
of mobile network operators and cannot effectively be achieved by other means. Any final product
that is based on this system will depend on a partnership with one or more mobile network
operators. As part of the development of the track-and-trace prototype system, preliminary contact
will be sought with mobile network operators with the eventual goal of building an integrated
system, i.e. a system that makes use of live cellular tracking data streams.
Within the scope of PRACTICE, however, this is not immediately feasible. The aim of the
prototype is, rather, to prove the track-and-trace concept as outlined in this document. To validate
the concept two alternative data sources will be used:
1. Example cellular positioning data
2. Live tracking data provided by a GPS app installed on mobile testing devices
That is, example data (i.e. not live data) from the cellular network will be used where possible.
Where this is not possible the prototype will make use of a custom-build mobile app solution that is
deployed on a number of test devices. This app can mimic cellular tracking and provide live data
streams with positioning data to validate the track-and-trace system concept.

2.5

End-users

Within the CBRN response community there will be several different services that could benefit
from the implementation of the system outlined in this document. While the focus is on those
services that have the immediate responsibility to decontaminate involved persons and objects
during a CBRN incident – such as the fire department or health services – other organizations may
also benefit from chronological information stored in the system. Some examples:
•
•

Law-enforcement can use track-and-trace data collected during the incident for
investigative and forensic purposes.
Environmental agencies can use the information to given an initial estimate an incident
might have on the public.
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•

2.6

Public officials can use information collected by the system to inform the public about an
incident and the rescue effort.

Document Contents

This document will be divided in two major sections. The first section will describe the functional
design of the system, while the second section will be the heart of the document and focus on the
user experience (UX).
The functional design will touch on the following aspects of the system:
•
•
•
•

The major features of the system
The end-users that will operate it
The use-cases envisaged for the system
A rough outline the system components that need to be implemented

The user experience section will translate the use-cases into a set of UX requirements. These
requirements will in turn be used to develop and design the envisaged graphical user interfaces of
the proposed track-and-trace system.

3.

Functional Design

3.1

Major System Features

The following table lists all the major system features that need to be implemented:
FE-1

FE-2

FE-3

FE-4

Track connected mobile devices near an incident
•

Make it possible to define an initial incident perimeter for tracking

•

Track individual devices and groups of devices

•

Ability to define groups within larger segment of tracked connected devices

•

Ability to define critical zones to monitor device density

•

Manage incidents using events

Ability to tag persons or objects affected by the incident using RFID technology
•

Create record on person or object and link it with an RFID tag

•

Update record associated with tag

•

Show records associated with tags

Visualize track-and-trace data on interactive map (GIS)
•

Show Crowd Density Map

•

Show current location and paths of mobile devices tracked

•

Show last known location of tagged persons or objects

•

Provide ‘rewind’ functionality to view chronology of tagging and tracking data

Generate statistical overview of track-and-trace the incident involved

UNCLASS

PRACTICE

10

D5.4 Track-and-trace module
UNCLASS

FE-5

3.2

•

Provide overview of connected mobile devices tracked

•

Provide estimates on the number of people in the incident area

•

Provide overview of the number of people tagged and their status

•

Provide overview of the number of people in predefined critical zones

Send SMS messages to tracked mobile devices
•

Send messages to all devices within a group

•

Send messages to all devices within a critical zone

System Concepts

Next to the user classes we can also distinguish a couple of concepts that are crucial within the
system. These will be outlined in this section. There are nine major concepts in the system being
developed, which can be divided into core and auxiliary concepts. Auxiliary concepts are those
concepts on which the core concepts depend, but that are not in themselves central to the system.
Core concepts:
•
•
•
•
•

An incident for which tracking and tracing is desired
A connected mobile device that is being tracked
A group of tracked mobile devices
A critical zone used to monitor density of devices or tags in a certain geographic area
A metadata record associated with an RFID tag

Auxiliary concepts:
•
•
•
•

An inclusion perimeter determines who is in a group, tracked in an incident or inside a
critical zone
An event associated with an incident
An alert trigger that can be raised when density of devices or tags gets too high within a
critical zone
An SMS message that can be sent to devices in a group

Figure 1: Entity Relationship (ER) diagram depicting the relation between some important system concepts
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3.2.1

Core Concepts

Incident
All activity that pertains to tagging and tracking of people and persons happens within the context
of an incident. An incident is automatically created when a new incident event is added. For
example, entering details from an emergency call about an explosion at a chemical factory will
create a new incident in the system. Events added at a later time can either be coupled with this
existing open incident or associated with a new incident.
As soon as an incident is closed all tracking and tagging associated with that incident is stopped
as well. Closing an incident thus indicates that no further actions are required for the incident.
Several incidents can be active at the same time in the system.
The incident perimeter determines which mobile devices are tracked by the system. All connected
mobile devices within this perimeter at the moment of creation will be tracked. Note that tracking
does not stop outside of the perimeter. All devices that started in the initial perimeter will continue
to be tracked until the incident is closed. A perimeter can also be altered at a later stage, which
would affect the number of mobile devices tracked by the system.
Name

Type

Cardinality

Description

ID

Identifier

1

Unique ID associated with the incident

Title

String

1

A short title to describe the incident

Perimeter

Perimeter*

1

Perimeter that determines which devices get tracked

Groups

Group*

1…n

Group tracked as part of the incident

Records

Record*

0…n

All records associated with RFID tags deployed in the field

Events

Event*

0…n

Events concerning the incident

Start

Time

1

Time when the incident was opened

End

Time

0…1

Time when the incident was closed

* Indicates a reference to another concept in the system

Connected Mobile Device
A connected mobile device is any transceiver (e.g., mobile phone, pager, tablet computer) that is
connected to a cellular network and that can be tracked by the operator of that network. These
devices are always part of a larger group of tracked devices. Groups are in turn always associated
with a single incident.
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Name

Type

Cardinality

Description

ID

Identifier

1

Local unique identifier used within the system

Network ID

Identifier

1

Unique network identifier obtained from operator (e.g. IMSI)

Locations

Circle

1…n

Current and past locations of the device and uncertainty

Messages

Message*

0…n

References to messages send to this individual device

* Indicates a reference to another concept in the system

Tracking Group
A tracking group is a collection of individual mobile devices. A location filter initially defines groups.
That is, devices can be grouped together based on their geographical location when the group is
created. So while connected devices in the same group will initially be close together they may
spread out over a larger area as time goes by. In that sense groups are static, as its members are
determined at creation.
When an incident perimeter is defined an initial group is automatically created that always covers
all devices within that perimeter and, thus, all devices tracked as part of this incident. Devices can
be in several groups at the same time. Note that groups are always linked with a single incident.
Name

Type

Cardinality

Description

ID

Identifier

1

Unique ID associated with the group

Title

String

1

A short title to describe the group

Description

String

0…1

A longer description of the group

Colour

Colour

1

A colour code for the group to be used when visualizing

Devices

Device*

1…n

References to connected devices that are in this group

Perimeter

Perimeter*

1

Perimeter that defines the initial inclusion zone

Messages

Message*

0…n

References to messages send to devices in this group

* Indicates a reference to another concept in the system

Critical Zone
Critical zones represent zones on the map that are deemed of critical importance to the incident. A
zone is a relatively static geographical space, for example, the zone around a hospital or the
CBRN hot zone. It is possible to generate reports about the number of tracked devices or tagged
persons/objects in each zone. It can also be used to define thresholds that might trigger an alert.
For example, if too many people from the incident area end up near an hospital an alert is raised,
which might indicate to incident commanders that they need to deploy extra resources to that
location.
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Name

Type

Cardinality

Description

ID

Identifier

1

Unique ID associated with the critical zone

Area

Zone*

1

The inclusion region that determines the shape of the zone

Triggers

Trigger*

0…n

Defined triggers for this area

Messages

Message*

0…n

References to messages send to devices in this critical area

* Indicates a reference to another concept in the system

Tagging Metadata Record
RFID tags are distributed by personnel in the field and worn by possible victims or attached to
objects. The tags can be read out and updated using an RFID reader. A tagging metadata record
holds information about the person or object that has been tagged. The metadata record contains
information about the decontamination state and, if applicable, a triage status indicator.
Photographs, voice recordings and textual remarks can also be added. Records can also be linked
together to, for example, link records of family members or associate tagged personal belongings
with their owner.
A metadata record is stored at three locations:
1. On a central database server
2. On the RFID tag (limited to status information and remarks)
3. On the RFID tagging and reading device (temporarily)
Records on these three locations are automatically synced when possible. That is, the central
database will naturally only be synchronizing with the local RFID tagging data when a connection
can be made with the RFID device in the field.
Name

Type

Cardinality

Description

ID

Identifier

1

Unique ID associated with the record

Tag

Identifier

0…1

Tag identifier linked with record

Locations

Point

1…n

Current and past known locations of the person or object

Decon. status

Integer

0…1

Decontamination status indication

Triage status

Integer

0…1

Heath triage status indication

Photos

Image

0…n

One or more photographs of the object or person

Voices

Audio

0…n

Voice annotation describing object or person

Remarks

String

0…1

Remarks describing the object or person

Linked Records

Record*

0…n

Other records that this record is linked with

* Indicates a reference to another concept in the system
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3.2.2

Auxiliary Concepts

Inclusion Perimeter
An inclusion perimeter is a simple, yet important concept in the system. It essentially consists of a
2D geographic outline and is used in three core concepts of the system to define an area. Firstly, it
is used to define the scope of tracking in response to an incident. In other words, how big should
the initial tracking zone be? This determines which devices are actually tracked by the system.
Secondly, inclusion perimeters are used to define groups, i.e. which devices will belong to a
certain group. Thirdly, they are used to define critical zones.
Name

Type

Cardinality

Description

ID

Identifier

1

Unique ID associated with the perimeter

Shape

Shape

1

A geographic shape which defines the perimeter

Colour

Colour

1

A colour code used to visualize the perimeter

Creation

Time

1

Time when the perimeter was initially created

Updated

Time

0…1

Time when the perimeter was last altered

Incident Event
An incident event includes all events that concern an incident and might be relevant to the
operator. Examples of such events are observations from the public, manual or automatic
detections from CBRN sensors, and so forth. All events are location-specific and coupled to an
incident. These help workstation operators to keep track of important events that might affect
decisions made with regard to tracking of mobile devices or tagging of persons and objects.
Name

Type

Cardinality

Description

ID

Identifier

1

Unique ID associated with the event

Title

String

1

A short title to describe the event

Description

String

0…1

A longer description of the event

Location

Point

1

The location of the event

Start

Time

1

Time when the event was created

End

Time

1

Time when the event was deleted (or associated incident closed)

SMS Message
An SMS message in the system is a bulk SMS sent out to a larger group of devices. It can, for
example, contain information about self-help decontamination procedures or warn owners of
connected devices about the possible CBRN threat facing them. SMS messages can be sent to all
devices in a group or critical zone.
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Name

Type

Cardinality

Description

ID

Identifier

1

Unique ID associated with the message

Title

String

0…1

A title that describes the message

Message

String

1

The message contents

Time Sent

Time

1

The time the message was sent to the device(s)

Devices

Device*

1…n

The devices this message was sent too

* Indicates a reference to another concept in the system

Alert Trigger
An alert trigger defines a threshold of mobile devices or tags in a critical zone. For this prototype
the alert triggers are limited to threshold and penetration triggers. Threshold triggers activate when
a certain device number threshold is exceeded in a zone. Penetration triggers activate when
devices enter the zone. Eventually, however, more intelligent triggers could be devised.
Name

Type

Cardinality

Description

ID

Identifier

1

Unique ID associated with the alert

Threshold

Integer

1

Threshold number at which the alert is raised

Trigger

Time

0...1

Time when alert was last triggered

3.3

User Classes

We can distinguish three broad user classes that will interact with the system.
User Class

Description

Workstation Operator

The workstation operator is responsible for managing the tracking system. He
or she will be behind a workstation and has an overview of the incident and
controls the tracking of connected mobile devices. Likely workstation
operators are support staff at an emergency call centre or regional crisis
centre.

User

Field User
User

The field user will be responsible for tagging persons or objects that e.g. need
to be decontaminated or have already been decontaminated. Tagging can
happen at any time in the process and at different locations, such as near
decontamination spots, in the ambulance or at the hospital.
The actual physical tagging using RFID only takes place once, but field users
will be able to read out the tag at different stages in the decontamination
process in order to update the record associated with it. Changes can, for
example, be made to the decontamination status, location and, if applicable,
health status of the object or person that has been tagged.

Incident
Commanders
Indirect user

UNCLASS
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nevertheless users of the information provided by the system. So while
workstation operators operate the actual system, the information visualized is
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User Class

Description
also for the benefit of other parties, such as incident commanders and
decision makers. They will need to absorb the information provided by the
system to improve the overall incident response.
As incident commanders are only indirect users of the system they will not be
included in this paper prototype document. However, their role as eventual
consumers of the information provided by the system has been taken into
account at all stages of design.

3.4

Use-cases

Based on the major features listed we can distinguish a couple of broad categories in which we
can define use-cases for each of the user classes:
Workstation Operator:
•
•
•
•
•
•
•

Manage incidents
Manage tracked mobile devices groups
Send messages to tracked mobile devices
View crowd density map
View location and paths of tracked devices
Manage and visualize critical zones
View metadata records of tagged persons and objects

Field User:
•
•
3.4.1

Create record by tagging person or object
Update record associated with a tag
Workstation Operator

Manage Incident
Description
The operator has to have the ability to manage incident events and set the incident perimeter. The
system shall, therefore, have to give him or her access to interfaces that make this possible.
Setting the incident perimeter will determine which mobile devices will be tracked by the system,
while events will provide the context to make informed decisions about a reasonable perimeter
extent. If no incident currently exists it will automatically be created when an event is added.
Use-Cases
1. Operator wants to create an incident event
2. Operator wants to define initial incident perimeter for tracking of connected devices
3. Operator wants to change the incident perimeter
4. Operator wants to edit an incident event
5. Operator wants to remove an incident event
6. Operator wants to close incident
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Manage Tracked Mobile Device Groups
Description
The operator will want to make a distinction between different mobile device groups. For example,
it should be possible to differentiate those in the immediate vicinity of the incident from those who
are fairly far removed and merely exposed to secondary effects of the incident. The system shall
therefore need to give the operator the ability to quickly and easily define different groups, based
on the geographic location of tracked devices.
Use-Cases
1. Operator wants to define distinct groups of tracked devices
2. Operator wants to alter group properties, such as the inclusion perimeter
3. Operator wants to toggle visibility of a group
Send SMS to Tracked Devices
Description
The operator has the need to inform owners of tracked mobile devices about the CBRN threat they
might be exposed to. As messaging devices individually is not practical the operator will want to
have the ability to bulk message all tracked devices within a group. The system shall, therefore,
give the operator the ability to send SMS messages to all devices in a certain group.
Use-Cases
1. Operator wants to send SMS message to a group of tracked devices
2. Operator wants to view history of SMS messages send to a group of tracked devices
View crowd density map
Description
The crowd density map will provide operators with a first raw overview of the number of people
involved in an incident. The data will give a statistical representation of the crowd density. The
crowd density map will be displayed as layer with in the GIS interface. This will not be an
interactive component, but rather a passive one that provides an initial overview of the people
involved.
Use Cases
1. Turn crowd density map on
2. Turn crowd density map off
View Tracked Connected Mobile Devices
Description
The operator will want to see tracking results on his screen. This means the system shall provide
the operator with a clear and concise overview of the location of a single tracked device or large
groups of tracked devices. To be able to make the best decisions it would be best to provide the
operator with a spatial overview of where tracked devices are. This means that the system shall
make use of a GIS interface to display location data.
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Use-Cases
1. Operator wants to know the last known location of tracked connected devices
2. Operator wants to see historical data regarding the location of tracked devices
3. Operator wants to see aggregated statistical data about devices tracked by the system
Manage and Visualize Critical Zones
Description
It is valuable for an operator to know how many people are near certain critical locations, such as
hospitals. The operator should therefore have the ability to define these critical zones. Critical
zones include (1) alerts that may be raised when certain predefined thresholds are exceeded and
(2) show information about the device density in the area. The system shall give the operator the
ability to define these critical zones and alert thresholds.
Use-Cases
1. Operator wants to define a critical zone
2. Operator wants to define alerts associated with the critical zone
3. Operator wants to extend a critical zone
4. Operator wants to view device/tag density information in the zone
View Status of Tagged Persons and Objects
Description
The operator will want to see both an overview and details of persons and objects tagged by
RFID. This means he wants to see global information about the number of people tagged and their
current decontamination and triage status. On the other hand it should also be possible to view
individual records that are associated with a tag.
Use-Cases
1. Operator wants to know the last known location of tagged objects or persons
2. Operator wants to see historical data regarding the location of tagged objects or persons
3. Operator wants to see triage and decontamination status and metadata of a tagged object
or person
4. Operator wants to see aggregated statistical data about all tagged objects and persons
3.4.2

Field User

Create Record by Tagging Person or Object
Description
A field user has the responsibility to tag, register and assess relevant persons or objects in or
around the incident area. A field user, thus, wants to ability to assign a tag and enter information
that will be linked to that tag. The system shall provide the user with the ability to create a new
record, associate it with a tag by scanning it, and enter basic information such as triage and
decontamination status.
Use-Cases
1. Field user wants to scan an unused tag and attach it to a person or object
2. Field user wants to create a new record associated with the tag
3. Field user wants to enter triage status
UNCLASS
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4.
5.
6.
7.

Field user wants to configure his location
Field user wants to enter decontamination status
Field user wants to enter other metadata about the object or person
Field user wants to link new record to an existing record

Update Record Associated with a Tag
Description
At later stages a field user might desire to update a record associated with a tag to, for example,
change the triage status or add additional metadata about the person or object. The system shall
give the field user the ability to scan a tag and update data associated with it.
Use-Cases
1. Field user wants to scan a used tag and view the metadata associated with it
2. Field user wants to change record metadata
3. Field user wants to link record to another existing record

3.5

System Design

A full-blown system design specification is beyond the scope of this document. However, for clarity
it can be beneficial to concisely outline the technologies used in the system and the different
components that need to be developed.
3.5.1

Technologies

Mobile Cellular Tracking
Mobile device tracking refers to the attaining of the current position of a mobile device, such as a
mobile phone or other device using the cellular network. Localization occurs via multilateration of
radio signals between several radio towers of the network and the device. To locate the device
using multilateration of radio signals, it must emit at least the roaming signal to contact the next
nearby antenna tower, but the process does not require an active call. Mobile device tracking is
based on the signal strength to nearby antenna masts.
The mobile cellular network is divided into cells with a base station at the centre of each cell. The
base station, which processes a cellular connection, provides the first clue to the location of a
device, by providing a general area. But other base stations can also make contact with the device
and once information from several base stations has been gathered, the location of the device can
be narrowed down using triangulation. This allows mobile network operators to provide the data
necessary for a track-and-trace system as outlined in this document.
The accuracy of network-based techniques is both dependent on the concentration of base station
cells, with urban environments achieving the highest possible accuracy, and the implementation of
the most current timing methods. Modern mobile devices (e.g. tablets and smartphones) make
much more active use of the network, which makes tracking them feasible. Older and less
advanced devices are virtually impossible to track if they are not making active use of the network.
Tracking App
An alternative to tracking using the cellular network is to rely on an ‘app’ that can be installed on a
smartphone. Such a mobile phone application will be triggered to send continuous location data
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updates when it receives an incident warning message from a central server. This incident
warning message could, for example, be broadcast by the emergency services when a certain
emergency level is reached. It would enable them to track and/or provide targeted information to
mobile phones that are equipped with such an app.
Clearly, this mobile application approach would be inferior to automated cellular tracking. After all,
it requires the explicit installation of a specialized emergency response application by smartphone
users. However, tracking information will be considerably more accurate as positioning data will
not depend on multilateration of radio signals at the network level, but rather on GPS integrated in
virtually all modern smartphones. GPS positioning data can be transmitted to a central system
using existing (4G, 3G, GPRS, EDGE, etc…) mobile data communication networks. Like with
mobile cellular tracking the individual location of devices is known to the system and can thus be
used to enable the tracking concepts outlined in this document.
Crowd Density Mapping
Crowd density mapping algorithms analyse traffic on the cellular network to make statistical
estimations about the total number of people in a certain area. In other words, this technique does
not just provide data about mobile device users in the vicinity of the incident, but extrapolates this
information to reach conclusions about the total crowd density. Over time this allows the system to
track changes and, thus, provide insight into the behaviour of crowds near the incident scene.
Unlike the mobile device tracking the crowd density mapping does not depend on tracking
individual devices.
RFID Tagging
Radio frequency identification (RFID) is a generic term that is used to describe a system that
transmits the identity of an object or person wirelessly, using radio waves. RFID tags can store up
to 2 kilobytes of data and are composed of a microchip enclosed within plastic or silicon.
At a basic level an RFID tag works as follows:
•
•
•
•

Data stored within an RFID tag's microchip waits to be read.
The tag’s antenna receives electromagnetic energy from an RFID reader's antenna.
Using power from its internal battery or power harvested from the reader's electromagnetic
field, the tag sends radio waves back to the reader.
The reader picks up the tag's radio waves and interprets the frequencies as meaningful
data.

There are several advantages compared to other tagging techniques, such as bar or QR codes.
Firstly, the tags are completely enclosed in plastic or silicon, so they can easily withstand the kind
of decontamination procedures that are imaginable in a CBRN scenario. Secondly, it is possible to
read out tags from a small distance without the need for line of sight. This speeds up the tagging
workflow, which is essential when operating in a potentially hazardous environment or dealing with
a mass-casualty event. Thirdly, the tags themselves can hold a lot more information than a simple
bar code or even QR code.
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3.5.2 System Components
Based on the use-cases developed in the previous sections we can now outline the components
that need to be developed to implement the track-and-trace system. They will consist of three
client applications and two server-side components.
CLIENT - Mobile Tracking Application
A mobile tracking application needs to be developed that runs a background service on smart
phones. When triggered by an incident warning message, this app will activate the integrated
positioning systems in the smartphone to acquire location data to forward to the track-and-trace
system. Tracking data will be continuously forwarded until an ‘incident closed’ event is received.
CLIENT - Mobile Tagging Application
Another mobile application will have to be developed that can be used by field users to tag
persons or objects in the field using RFID. The device and platform on which this application has
to run is still under consideration. It will however need to have the following capabilities:
1.
2.
3.
4.

RFID tag reading and writing
Data connectivity capability over Wi-Fi and cellular networks
Programmable interface
Ideally a positioning system (GPS)

The mobile app should support a rapid tagging workflow. The system should not assume,
however, that either GPS or a mobile connection is available. All activity should, therefore, initially
be stored on the client and tag and only uploaded to the server when the circumstances allow for
such a transfer to take place. This means that special thought should be given to synchronization
issues.
CLIENT - Workstation
The operators will use the workstation client to (1) manage tracking and (2) visualize tracking
information. The interface should be centred on a map, so a geographical information system
(GIS) will have to be integrated into the client workstation.
SERVER - Web Service
A web service will need to be developed that allows both the mobile and workstation client to
interface with the database in which tracking information is stored. The server is also responsible
for identifying and authenticating clients.
SERVER - Tracking Interface
Tracking data will need to be processed and inserted into the system. This data can come from
either third-party databases or from the tracking application installed on mobile phones. The
proper communication interfaces to exchange data with these systems will have to be developed.
3.5.3 Integration into the PRACTICE Toolbox
The track-and-trace system is being developed as part of the PRACTICE project, which has as
ultimate aim to develop a CBRN incident toolbox. This PRACTICE toolbox will be built around the
concept of so-called ‘functions’. Functions are the tools and procedures used to handle incidents,
which will be included and integrated the PRACTICE toolbox. The toolbox will be a web based
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Information system (“database”) fed with a catalogue of existing and innovative components
provided and developed during the project. Track-and-trace will be one of these components.
The PRACTICE Toolbox is meant to be an integrated solution to manage CBRN incidents. One of
the bigger challenges in the PRACTICE project will, in fact, be this integration of all functions and
components in one large package: an integrated toolbox. How exactly the track-and-trace system
will, technically speaking, be packaged into the PRACTICE Toolbox remains to be seen. Clarity on
the maximum achievable level of integration will have to wait until the Toolbox architecture is
known in more detail (D5.10). For now the most likely approach is a low degree of integration by
just linking to our system from the toolbox. Documentation of the system could, however, be
directly integrated into the toolbox.

4.

User Experience (UX)

4.1

Interface Design Principles

There are some fundamental interface design principles around which the track-and-trace system
will be built:
Ease of Use
An interface, which is easy to learn and use, allows users to build on their knowledge without
deliberate effort. Part of that is including the necessary built-in instruction for difficult or advanced
tasks and connections to CBRN knowledge bases, which are critical to effective use. More
specifically, ease of use also revolves around making track-and-trace data easily accessible.
Efficient
Efficiency can be described as the speed (with accuracy) in which users can complete the tasks
for which they use the interface. Efficiency metrics include the number of clicks or keystrokes
required or the total ‘time on task’. The track-and-trace system interfaces will be used in
circumstances when time if absolutely of the essence, so efficiency is a primary concern in the
interface design.
Scalable
The interface should be usable for both small and big incidents. That is, performing tasks and
interpreting events should be possible even when tracking a large number of mobile devices. This
touches on both the issue of performance and presentation.
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4.2

Interface Requirements

The requirements of the different interfaces have been split up by system feature (see section 3.1
for more details).
FE-1

FE-2

FE-3

FE-4

FE-5

4.3

Track connected mobile devices near an incident
•

Minimal design, interface built around map

•

Icons should reflect functionality or use

Ability to tag persons or objects affected by the incident using RFID technology
•

Very large buttons

•

High responsiveness

•

Interface should be accessible while using PPE

Visualize track-and-trace data on interactive map (GIS)
•

Visualization of mobile device paths should not clutter

•

Visualization of crowd density map should be unobtrusive

•

Use of clustering techniques to prevent icon cluttering

•

Active use of layers to give operator ability to quickly toggle visibility

Generate statistical overview of track-and-trace the incident involved
•

Provide both raw numerical data and graphs

•

Make it possible to filter data and search through remarks

•

Should make active use of decontamination and triage metadata

Send SMS messages to tracked mobile devices
•

View message history per group / critical zone

•

Easy bulk sending of messages

Views

4.3.1 Geographic Information System (GIS)
The primary user interface element will be based on GIS. This view will give workstation operators
a spatial representation of tracking and tagging information. Using a map view with icons and
labelled markers also makes it easy to associate spatial information with numerical data. As the
track-and-trace system is primary concerned with the overall picture, a map interface is particularly
suited for this task.
4.3.2 Timeline
A timeline will be developed that makes it possible to easily rewind time to review past tracking
and tagging data. The timeline will be fitted with markers for easy identification of past events. It
will, for example, be possible to see when incidents perimeters were set or updated, when incident
events were added or when alerts were raised. Clicking on the timeline will rewind the entire
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interface back in time. This rewind function integrates with other views, such as the GIS and
statistical view, making it possible to review the exact state of affairs at any time since an incident
was opened.
4.3.3 Statistics
A statistical view is also available to allow for the collection, organization, analysis, and
interpretation of tracking and tagging data. This view aggregates tracking information to provide
summaries and overviews of the number of people tracked in total or per group and in critical
zones. Decontamination process information based on tagging metadata should also be available
in the statistical view. Changes over time in both tracking and tagging should be projected in both
tables and graphs.
4.3.4 Mobile Devices
Mobile devices are an essential part of the system once mobile tracking is no longer available.
This will give field users the ability to tag, register and assess relevant persons or objects in or
around the incident area. Once a tag has been registered with the system it will be possible to
update a record associated with a tag to, for example, change the triage status or add additional
metadata about the person or object. The system shall give the field user the ability to scan a tag
and update data associated with it.

4.4

Graphical User Interfaces (GUI)

Wireframes of the interfaces necessary to satisfy the use-cases have been developed and can be
found in the pages following this paragraph.
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General view
2

view

about

user

1

5

1

Tool bar: Tools the operator will
need for operating the GIS system
will be shown here.

2

Menu: All items that are not directly
related to the GIS can be accessed
through the menu.

3

Scale bar: Static element to give an
indication of the current scale displayed on the map.

4

Version number

5

Wind vane: Gives wind direction and
speed.

12

Background: MAP

! 112 - Observation

6

! 112 - Observation
! 112 - Observation
! 112 - Observation
! 112 - Observation
! 112 - Observation

6

Message board: All messages that
are important and relevant for the
operator will be inserted here.

7

Connection status: The status
indicator gives a quick insight into the
connection status to the server.

! 112 - Observation
! 112 - Observation
! 112 - Observation
! 112 - Observation
10 km

3

! 112 - Observation
! 112 - Observation

PRACTICE v0.12123154

7

4
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Manage Incident
1.
2.
3.
4.
5.
6.

Operator wants to create an incident event
Operator wants to define initial incident perimeter for tracking of connected devices
Operator wants to change the incident perimeter
Operator wants to edit an incident event
Operator wants to remove an incident event
Operator wants to close incident
view

about

user

Defining the initial incident perimeter requires incident input from the outside world. This could come
from a 112 report, a direct call from the public or a
direct line with the field units.
This input will form an event that is attached to an
incident.

12

An event can be created in two ways.

Add Event

1

2

1

Context menu: The context menu will give
the operator the ability to manually add an
event.

2

Message board: The message will give the
operator all important and relevant information. By clicking an 112 report you will receive
information regarding the incident in a digital
format.

! 112 - Observation
! 112 - Observation
! 112 - Observation
! 112 - Observation
! 112 - Observation
! 112 - Observation
! 112 - Observation
! 112 - Observation
! 112 - Observation
! 112 - Observation

10 km

! 112 - Observation
! 112 - Observation
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Manage Incident
Operator wants to create an incident event
view

1
12

about

Event details

2

bloemstraat 3, Utrecht c.e.

3

incident

1

Title

2

Location details: This will give a first
indication of the location for an initial
perimeter.

3

Incident: The incident title will be filled in
here. All events that are part of the same
incident will have the same incident title.

9

Incident perimeter
4

user

remarks

! 112 - Observation

4

Remarks: Extra information regarding an
event can be shown here.

5

Time

6

Date

7

Cancel

8

Confirm

9

Perimeter selection method

! 112 - Observation
! 112 - Observation
! 112 - Observation
! 112 - Observation

5

21.03

! 112 - Observation

21-12-2011
6

! 112 - Observation

7

8

! 112 - Observation
! 112 - Observation
! 112 - Observation

10 km

! 112 - Observation
! 112 - Observation

round selection
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rectangle selection

Creating an event

point selection
free selection

UNCLASS

PRACTICE

28

D5.4 Track-and-trace module

UNCLASS

Manage Incident
1.
2.
3.
4.
5.
6.

Operator wants to create an incident event
Operator wants to define initial incident perimeter for tracking of connected devices
Operator wants to change the incident perimeter
Operator wants to edit an incident event
Operator wants to remove an incident event
Operator wants to close incident

round selection
rectangle selection

If you haven’t confirmed a selection
you may still add to the selection
area.

point selection
free selection

Rectangle selection

Point selection

Round selection

Free selection

Perimeter/Group selection methods
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Manage Incident
Operator wants to define initial incident perimeter for tracking of connected devices
view

about

user

The track and trace system has been designed
with privacy in mind.
Personal tracking information is only available
once an initial perimeter has been made. The
initial perimeter also represents the beginning of
an incident. Once an incident has been closed all
tracking data regarding the incident will be become unavailable.

12

! 112 - Observation
! 112 - Observation
! 112 - Observation
! 112 - Observation
10 km
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! 112 - Observation
! 112 - Observation

Final perimeter
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Manage Incident
1.
2.
3.
4.
5.
6.

Operator wants to create an incident event
Operator wants to define initial incident perimeter for tracking of connected devices
Operator wants to change the incident perimeter
Operator wants to edit an incident event
Operator wants to remove an incident event
Operator wants to close incident
view

about

The system should be flexible enough to handle operator errors. So if an operator makes a mistake he
should be able to correct it.
How do you change an incident perimeter?
Changing the perimeter affects the number of
people being tracked. This will not change groups
formed and or critical zones.

user

12

1
2

! 112 - Observation

1

Initial perimeter: The initial perimeter represents
the start of an incident.

2

Back-up perimeter: To make sure that there is ,
ready to use, tracking data we have developed the
concept of a back-up perimeter. The initial perimeter gives us a visualization of trackable devices. We
do not visualize the rest of the data, because it’s
not part of the incident. This would only clutter the
GIS. The “back-up perimeter” gives us the option
of tracking more people than was initially selected
in the perimeter. We save all tracking data between
the back-up and initial perimeter. If at any time we
need it, the system can load the information without
burdening the system.

! 112 - Observation
! 112 - Observation
! 112 - Observation
10 km
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Manage Incident
Operator wants to change the incident perimeter
view

about

user

1

Edit button

2

Mouse over state for a perimeter

12

1

2

! 112 - Observation
! 112 - Observation
! 112 - Observation
! 112 - Observation
10 km
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! 112 - Observation
! 112 - Observation

Editing a perimeter
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Manage Incident
Operator wants to change the incident perimeter

BE PREPARED
Adding to, or deleting from, the
perimeter will cause the number
of devices being tracked to
change.

continue
1

To edit, select the edit
button

2

cancel

Warning message

3

Draw selection

4

Accept selection

Updating device tracking
33%

5

UNCLASS

Load new tracking
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Manage Incident
1.
2.
3.
4.
5.
6.

Operator wants to create an incident event
Operator wants to define initial incident perimeter for tracking of connected devices
Operator wants to change the incident perimeter
Operator wants to edit an incident event
Operator wants to remove an incident event
Operator wants to close incident
view

about

user

12

1

Event details

1

1

Event marker: Once an event has been created,
a marker will appear in it’s location. Clicking on a
marker will give you the event report details.

2

Edit: Editing gives you the opportunity to add
remarks and or change location. As long as an
event is attached to an incident the initial perimeter will not be able to be changed. The functionality will be disabled.

Vinkhorstlaan 36, The Hague
Large Fire, Chemitech Plant
Incident perimeter

21.03

21-12-2011

edit

close

! 112 - Observation

2

! 112 - Observation
! 112 - Observation
! 112 - Observation

10 km
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Manage Incident
1.
2.
3.
4.
5.
6.

Operator wants to create an incident event
Operator wants to define initial incident perimeter for tracking of connected devices
Operator wants to change the incident perimeter
Operator wants to edit an incident event
Operator wants to remove an incident event
Operator wants to close incident
view

about

user

12

1

Close incident: Closing an incident will close all
associated groups and events.

2

Remove event: Removing an event will remove
the marker on a map.

Incident details

Incident title

rename

245

Groups

rename

245

Group 1

rename

12

Group 2

rename

45

Group 3

rename

89

Group 4

rename

12

Group 5

rename

76

Group 6

rename

23

Events

rename

Event1

rename edit

Event1

rename edit

Event1

rename edit

Incident title

1

2
! 112 - Observation

rename

145

Group 1

rename

12

! 112 - Observation

Group 2

rename

45

! 112 - Observation
! 112 - Observation

10 km

PRACTICE v0.12123154
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Manage Tracked Mobile Device Groups
1.
2.
3.

Operator wants to define distinct groups of tracked devices
Operator wants to alter group properties, such as the inclusion perimeter
Operator wants to toggle visibility of a group

view

about

user

1

1
2

12

default group
Incident Last incident selected

3

1

Selection method: The selection method is directly linked to grouping of mobile devices. This
can be used for the initial perimeter, but also for
creating smaller groups of mobile devices that
have a common characteristics. Such as location.

2

Group name: All groups will have a specific
name to differentiate themselves from other
groups.

3

Incident: All groups will be associated with a
specific incident. If there is only one incident active, the event will automatically be associated
with that incident. If their are multiple, the user
will need to fill in the associated incident.

! 112 - Observation
! 112 - Observation
! 112 - Observation
! 112 - Observation
10 km

PRACTICE v0.12123154

! 112 - Observation
! 112 - Observation

Creating a group
UNCLASS

PRACTICE
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D5.4 Track-and-trace module

UNCLASS

Manage Tracked Mobile Device Groups
1.
2.
3.

Operator wants to define distinct groups of tracked devices
Operator wants to alter group properties, such as the inclusion perimeter
Operator wants to toggle visibility of a group

view

about

user

1

2

Editing group: This includes group name,
inclusion zone, visibility and path toggling are to
properties that can be changed.
Display toggle

12

Incident details

Incident title

rename

245

Groups

rename

245

Group
21

rename

12

Group 2

rename

45

Group 3

rename

89

Group 4

rename

12

Group 5

rename

76

Group 6

rename

23

Events

1

rename

Event1

renamee dit

Event1

renamee dit

Event1

renamee dit

Incident title

1

! 112 - Observation

rename

145

Group 1

rename

12

! 112 - Observation

Group 2

rename

45

! 112 - Observation
! 112 - Observation

10 km

PRACTICE v0.12123154

! 112 - Observation
! 112 - Observation

Editing group properties
UNCLASS

PRACTICE
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D5.4 Track-and-trace module

UNCLASS

Send SMS to Tracked Devices
1.
2.

Operator wants to send SMS message to a group of tracked devices
Operator wants to view history of SMS messages send to a group of tracked devices

view

about

user

12

1

Messaging: Sending messages is an important
feature of mobile tracking. This gives the operator
the ability to share information about an incident.

2

Content: A message will contain a subject and a
message.

Incident details

Incident title

rename

245

Groups

rename

245

Group 1

rename

12

Group 2

rename

45

Group 3

rename

89

Group 4

rename

12

Group 5

rename

76

Group 6

rename

23

Events

2

1

message

2

send

cancel

rename

Event1

renamee dit

Event1

renamee dit

Event1

renamee dit

Incident title

Message service

Subject

! 112 - Observation

rename

145

Group 1

rename

12

! 112 - Observation

Group 2

rename

45

! 112 - Observation
! 112 - Observation

10 km

PRACTICE v0.12123154

! 112 - Observation
! 112 - Observation

Messaging

UNCLASS

PRACTICE
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D5.4 Track-and-trace module

UNCLASS

Send SMS to Tracked Devices
1.
2.

Operator wants to send SMS message to a group of tracked devices
Operator wants to view history of SMS messages send to a group of tracked devices
view

about

1

user

1

View: To view the history of messages sent to
groups and critical zones, the user will have to
open the time line. This time shows more than just
the history. It gives a visual overview of the incident
and how operators have made certain decisions.

2

Groups: Viewing groups in the time line gives a
clear picture of the development of that group. You
also see how this develops in comparison with
other device groups.

3

Critical zones: The same goes for viewing critical
zones. You get to see the total amount of people
entering and leaving a critical zone.

Timeline
Group activity

11.30

Zone activity

12

11.15
Group1: 251

Group2: 220

Total 1235

2

11.00

3

10.45

4

10.30

4

10.15

4

10.00

Group1

Message

Decontamination

9.45

9.30
Group1
9.15
Initial perimeter
10 km

PRACTICE v0.12123154

Initial perimeter

**Priority message**
You have be caught near
an incident with possible
Hospital 1 chemicals involved. If you
are able, return to your
home. Remove clothing,
take a luke cold bath.
Treat clothing as chemical
waste. If you.....

4

Message history: All elements related to a
group or critical zone are included in the time
line. This goes for messages, but also alarms,
new incidents, etc. Mouse over, causes the
message to get highlighted in the time line.
Once a user clicks on the message, the
message pops up. It cannot be deleted, only
viewed.

12 Okt - 10.25

UNCLASS

PRACTICE
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D5.4 Track-and-trace module

UNCLASS

View Crowd Density Map
1.
2.

Turn Crowd Density Map on
Turn Crowd Density Map off
1

Background map: The map will consist out of
two parts. 1. The map provided by the geographical information system. 2. The data visualisation
of the crowd density(Example).

2

Crowd Density Map (Heatmap): The visual
representation of the crowd (example). This will
be rendered using data provided by third parties
or will be generated by emulators.

3

Legend: The legend provides information
regarding the heat map. All information layers
can be turned off or on using the legend. This
gives the operator the tools he needs to keep his
screen clutter free

1

2

3

UNCLASS

PRACTICE
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D5.4 Track-and-trace module

UNCLASS

View Tracked Connected Mobile Devices
1.
2.
3.

Operator wants to know the last known location of tracked connected devices
Operator wants to see historical data regarding the location of tracked devices
Operator wants to see aggregated statistical data about devices tracked by the system

view

about

1

user

Last known position - Path - Start of tracking data

2

12

History location data: This button
toggles the visibility of a path for a
tracked device. The path represents
the location history.

Incident details

Incident title

rename

245

Groups

rename

245

Group 1

rename

12

Group 2

rename

45

Group 3

rename

89

Group 4

rename

12

Group 5

rename

76

Group 6

rename

23

Events

1

2

Last known location: Is a point on the map that
represents 1 mobile device.

rename

Event1

rename edit

Event1

rename edit

Event1

rename edit

Incident title

1

! 112 - Observation

rename

145

Group 1

rename

12

! 112 - Observation

Group 2

rename

45

! 112 - Observation
! 112 - Observation

10 km

PRACTICE v0.12123154

UNCLASS

! 112 - Observation
! 112 - Observation
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D5.4 Track-and-trace module

UNCLASS

View Tracked Connected Mobile Devices
1.
2.
3.

Operator wants to know the last known location of tracked connected devices
Operator wants to see historical data regarding the location of tracked devices
Operator wants to see aggregated statistical data about devices tracked by the system

1

view

12

Statistics

2

about

user

1

View: Through the menu you can select statistical data. This will give you statistics on groups and
critical zones .

2

Top tabs: All major components such as groups
and critical zones are shown here. Everything attached to a group/zone are shown in the second
row of tabs. This gives a clear overview of the
statistics available.

3

Statistics: All activity related to the eventual
source, in this case a hospital, will be shown
through a simple time line. This could be counter
information, however the exact information will
be determined at a later stage, once an inventory
has been made. This is the same for any charts or
graphs. The representation of these statistics is not
crucial for the paper prototype.

2

Groups

Critical zones

Hospital1

Hospital2

Decon south

Activity over time

3
Threshold: 200 devices
Total amount of devices entred over time: 1280 devices
Groups that have been in contact with critical zone

CurrentT

otal

3
Alarms triggered
1: 205 Devices - 12.13

2: 254 Devices - 15.15

3: 230 Devices - 16.15

10 km

PRACTICE v0.12123154

UNCLASS
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D5.4 Track-and-trace module

UNCLASS

Manage and Visualize Critical Zones
1.
2.
3.
4.

Operator wants to define a critical zone
Operator wants to extend a critical zone
Operator wants to define alerts associated with the critical zone
Operator wants to view device/tag density information in the zone

view

about

user

1

Critical zone tool: This tool allows the user to
set up a perimeter for a critical zone. This can be
done using shapes and or other drawing tools.
12

1

12

rectangle crit. zone

default zone

3

round critical zone

Incident Last incident selected

point critical zone

Counter8

free critical zone

Alarm threshold

200

Penetration
Alarm threshold

2

2

Drawing tool

3

Density information

! 112 - Observation
! 112 - Observation
! 112 - Observation
! 112 - Observation

10 km

PRACTICE v0.12123154

UNCLASS
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! 112 - Observation
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D5.4 Track-and-trace module

UNCLASS

Manage and Visualize Critical Zones
1.
2.
3.
4.

Operator wants to define a critical zone
Operator wants to extend a critical zone
Operator wants to define alerts associated with the critical zone
Operator wants to view device/tag density information in the zone

Extending the critical zone works the same way you would change
a selection perimeter.

Select the critical zone you would like to change
and press the edit button

Draw the extension and accept the changes

UNCLASS

PRACTICE

Changes are recalculated and new density figures are shown
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D5.4 Track-and-trace module

UNCLASS

Manage and Visualize Critical Zones
1.
2.
3.
4.

Operator wants to define a critical zone
Operator wants to extend a critical zone
Operator wants to define alerts associated with the critical zone
Operator wants to view device/tag density information in the zone

view

about

user

12

default zone

Counter8

Penetration
Alarm threshold

Title and incident: All critical zones need a title
and incident to show which incident it is attached
to.

2

Regular Counter: This is a regular counter that
simply counts every trackable device inside the
critical zone. An alarm can be raised if a threshold has been defined. This could be very useful
to give a rough estimate of hospital vacancy.

3

Penetration Counter: This counter is an internal mechanism. It simply counts devices crossing the critical zone border. The system then
alerts the user which devices have triggered the
alarm.

1

Incident Last incident selected

Alarm threshold

1

200

2
3

! 112 - Observation
! 112 - Observation
! 112 - Observation
! 112 - Observation
10 km

PRACTICE v0.12123154
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D5.4 Track-and-trace module

UNCLASS

View Status of Tagged Persons and Objects
1.
2.
3.
4.

Operator wants to know the last known location of tagged objects or persons
Operator wants to see historical data regarding the location of tagged objects or persons
Operator wants to see triage and decontamination status and metadata of a tagged object or person
Operator wants to see aggregated statistical data about all tagged objects and persons

about

View

user

Location information
Search

location, name, e.q.

1

Location: Locuststraat, Utrecht

3

Name:
John Doe
Triage status: 1
2
Decon. status: 4
Remarks:

Name:
John Doe
Triage status: 1
Decon. status: 4
2
Remarks:

Name:
John Doe
Triage status: 1
Decon. status: 4
Remarks:

Last known location:
Locuststraat, Utrecht

Last known location:
Locuststraat, Utrecht

Name:
John Doe
Triage status: 1
Decon. status: 4
Remarks:

Name:
John Doe
Triage status: 1
Decon. status: 4
Remarks:

Name:
John Doe
Triage status: 1
Decon. status: 4
Remarks:

Last known location:
Locuststraat, Utrecht

Last known location:
Locuststraat, Utrecht

Last known location:
Locuststraat, Utrecht

Name:
John Doe
Triage status: 1
Decon. status: 4

Name:
John Doe
Triage status: 1
Decon. status: 4

Name:
John Doe
Triage status: 1
Decon. status: 4

Last known location:
Locuststraat, Utrecht

10 km

PRACTICE v0.12123154

UNCLASS

1

PRACTICE

1

Location

2

Triage and decontamination status

3

Triage breakdown: The triage breakdown gives a general overview. It shows
the triage categories and the amount of
people in the categories.
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D5.4 Track-and-trace module

UNCLASS

Create Record by Tagging Person or Object
1.
2.
3.
4.
5.
6.
7.

Field user wants to scan an unused tag and attach it to a person or object
Field user wants to create a new record associated with the tag
Field user wants to enter triage status
Field user wants to configure his location
Field user wants to enter decontamination status
Field user wants to enter other metadata about the object or person
Field user wants to link new record to another record

PRACTICE APP

Username

1.13

Tag ID#: 2654145

T-1

T-2

T-3

T-4

Activate GPS

menu

UNCLASS

Scan

2

Tag ID#: The first time that a tag is scanned, the
system creates a record. This record is attached
to the Tag ID#

3

Triage status: This is gives an easy way of simply clicking the triage status. This could easily
work with a PPE suit.

PRACTICE APP
Username

Scan

1

1

3

2

menu

PRACTICE
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D5.4 Track-and-trace module

UNCLASS

Create Record by Tagging Person or Object
1.
2.
3.
4.
5.
6.
7.

Field user wants to scan an unused tag and attach it to a person or object
Field user wants to create a new record associated with the tag
Field user wants to enter triage status
Field user wants to configure his location
Field user wants to enter decontamination status
Field user wants to enter other metadata about the object or person
Field user wants to link new record to another record

PRACTICE APP

PRACTICE APP
Username

2.13

Tag ID#: 2654145
T2

Decon-1

1

Decontamination level

2

Camera: Adding a photo is part of the metadata
that can be attached to a tag.

3

Skipping: All information that isn’t mission critical can be skipped. Triage and decontamination
levels are critical information nodes that need
to be selected. All other information is “nice to
have”.

Username

2.45

Tag ID#: 2654145
T2
Decon - 2

Decon-2

1

2
1

Decon-3

Decon-4

Snap
menu

UNCLASS

Skip

3

menu

PRACTICE
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D5.4 Track-and-trace module

UNCLASS

Create Record by Tagging Person or Object
1.
2.
3.
4.
5.
6.
7.

Field user wants to scan an unused tag and attach it to a person or object
Field user wants to create a new record associated with the tag
Field user wants to enter triage status
Field user wants to configure his location
Field user wants to enter decontamination status
Field user wants to enter other metadata about the object or person
Field user wants to link new record to another record

PRACTICE APP

1

Remarks

Tag ID#: 2654145
T2
Decon - 2

2

Remarks: This gives the user to the option of
adding information that might be relevant.

3

Voice recording: The system has to be robust
enough to handle different kinds of input. A voice
recording is also useful when a responder cannot enter information into the system due to PPE
restrictions.

4

Linking: With linking, a user can create relationships between different tags. This could be family members, but also personal belongings.

Linked ID#
4

2

menu

UNCLASS

Username

1.13
3

Tag ID#: 2654145
T2
Decon - 2

Name

Submit

Name: This is also metadata. It’s not critical, but
could be very useful when trying to find specific
people attached to an incident.

PRACTICE APP
Username

1.13

1

Skip

Link

4

menu

PRACTICE
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D5.4 Track-and-trace module

UNCLASS

Create Record by Tagging Person or Object
1.
2.
3.
4.
5.
6.
7.

Field user wants to scan an unused tag and attach it to a person or object
Field user wants to create a new record associated with the tag
Field user wants to enter triage status
Field user wants to configure his location
Field user wants to enter decontamination status
Field user wants to enter other metadata about the object or person
Field user wants to link new record to another record

PRACTICE APP

1

Linked ID#

Tag ID#: 2654145
T2
Decon - 2

GPS connection: The icon shows that there is a
location available.

2

GPS fail: However, if the GPS fails, there is a
back-up system.

3

Manual location: If there is no GPS connection,
the user can manually add a location. This location will be linked to the record, so that there is
a location reference in the system. This will only
have to be done once.

4

Confirm: Once a record has been confirmed, a
new tag can be scanned. If there is a GPS signal you will not have to select a location manually. This is only in case of GPS failure.

PRACTICE APP

Username

1.13

1

Username

1.13

Tag ID#: 2654145
T2
Decon - 2

Linked ID#
Tag ID#: 2654145
Tag ID#: 2654145

GPS failed

3

Location

Link
menu

UNCLASS

2

4

menu

PRACTICE
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